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Read and Understand this Manual

Please read and understand this manual before using the product. Please consult your OMRON
representative if you have any questions or comments.

Warranty and Limitations of Liability

WARRANTY

OMRON's exclusive warranty is that the products are free from defects in materials and workmanship for a
period of one year (or other period if specified) from date of sale by OMRON.

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, REGARDING NON-
INFRINGEMENT, MERCHANTABILITY, OR FITNESS FOR PARTICULAR PURPOSE OF THE
PRODUCTS. ANY BUYER OR USER ACKNOWLEDGES THAT THE BUYER OR USER ALONE HAS
DETERMINED THAT THE PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR
INTENDED USE. OMRON DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED.

LIMITATIONS OF LIABILITY

OMRON SHALL NOT BE RESPONSIBLE FOR SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES,
LOSS OF PROFITS OR COMMERCIAL LOSS IN ANY WAY CONNECTED WITH THE PRODUCTS,
WHETHER SUCH CLAIM IS BASED ON CONTRACT, WARRANTY, NEGLIGENCE, OR STRICT
LIABILITY.

In no event shall the responsibility of OMRON for any act exceed the individual price of the product on which
liability is asserted.

IN NO EVENT SHALL OMRON BE RESPONSIBLE FOR WARRANTY, REPAIR, OR OTHER CLAIMS
REGARDING THE PRODUCTS UNLESS OMRON'S ANALYSIS CONFIRMS THAT THE PRODUCTS
WERE PROPERLY HANDLED, STORED, INSTALLED, AND MAINTAINED AND NOT SUBJECT TO
CONTAMINATION, ABUSE, MISUSE, OR INAPPROPRIATE MODIFICATION OR REPAIR.
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Application Considerations

SUITABILITY FOR USE

OMRON shall not be responsible for conformity with any standards, codes, or regulations that apply to the
combination of products in the customer's application or use of the products.

At the customer's request, OMRON will provide applicable third party certification documents identifying
ratings and limitations of use that apply to the products. This information by itself is not sufficient for a
complete determination of the suitability of the products in combination with the end product, machine,
system, or other application or use.

The following are some examples of applications for which particular attention must be given. This is not
intended to be an exhaustive list of all possible uses of the products, nor is it intended to imply that the uses
listed may be suitable for the products:

¢ Qutdoor use, uses involving potential chemical contamination or electrical interference, or conditions or
uses not described in this manual.

* Nuclear energy control systems, combustion systems, railroad systems, aviation systems, medical
equipment, amusement machines, vehicles, safety equipment, and installations subject to separate
industry or government regulations.

¢ Systems, machines, and equipment that could present a risk to life or property.

Please know and observe all prohibitions of use applicable to the products.

NEVER USE THE PRODUCTS FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE HAS BEEN DESIGNED TO
ADDRESS THE RISKS, AND THAT THE OMRON PRODUCTS ARE PROPERLY RATED AND INSTALLED
FOR THE INTENDED USE WITHIN THE OVERALL EQUIPMENT OR SYSTEM.

PROGRAMMABLE PRODUCTS

OMRON shall not be responsible for the user's programming of a programmable product, or any
consequence thereof.
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Disclaimers

CHANGE IN SPECIFICATIONS

Product specifications and accessories may be changed at any time based on improvements and other
reasons.

It is our practice to change model numbers when published ratings or features are changed, or when
significant construction changes are made. However, some specifications of the products may be changed
without any notice. When in doubt, special model numbers may be assigned to fix or establish key
specifications for your application on your request. Please consult with your OMRON representative at any
time to confirm actual specifications of purchased products.

DIMENSIONS AND WEIGHTS

Dimensions and weights are nominal and are not to be used for manufacturing purposes, even when
tolerances are shown.

PERFORMANCE DATA

Performance data given in this manual is provided as a guide for the user in determining suitability and does
not constitute a warranty. It may represent the result of OMRON's test conditions, and the users must
correlate it to actual application requirements. Actual performance is subject to the OMRON Warranty and
Limitations of Liability.

ERRORS AND OMISSIONS

The information in this manual has been carefully checked and is believed to be accurate; however, no
responsibility is assumed for clerical, typographical, or proofreading errors, or omissions.







Notice:

OMRON products are manufactured for use according to proper procedures by a qualified operator
and only for the purposes described in this manual.

The following conventions are used to indicate and classify precautions in this manual. Always heed
the information provided with them. Failure to heed precautions can result in injury to people or dam-
age to the product.

/\DANGER Indicates an imminently hazardous situation which, if not avoided, will result in death or
serious injury.

&WARNING Indicates a potentially hazardous situation which, if not avoided, could result in death or
serious injury.

&Caution Indicates a potentially hazardous situation which, if not avoided, may result in minor or
moderate injury, or property damage.

OMRON Product References

All OMRON products are capitalized in this manual. The word “Unit” is also capitalized when it refers
to an OMRON product, regardless of whether or not it appears in the proper name of the product.

The abbreviation “Ch,” which appears in some displays and on some OMRON products, often means
“word” and is abbreviated “Wd” in documentation in this sense.

The abbreviation “PC” means Programmable Controller and is not used as an abbreviation for any-
thing else.

Visual Aids

The following headings appear in the left column of the manual to help you locate different types of
information.

Note Indicates information of particular interest for efficient and convenient operation
of the product.

1,2, 3... 1. Indicates lists of one sort or another, such as procedures, checklists, etc.

© OMRON, 1994

All rights reserved. No part of this publication may be reproduced, stored in aretrieval system, or transmitted, in any
form, or by any means, mechanical, electronic, photocopying, recording, or otherwise, without the prior written permis-
sion of OMRON.

No patent liability is assumed with respect to the use of the information contained herein. Moreover, because OMRON is
constantly striving to improve its high-quality products, the information contained in this manual is subject to change
without notice. Every precaution has been taken in the preparation of this manual. Nevertheless, OMRON assumes no
responsibility for errors or omissions. Neither is any liability assumed for damages resulting from the use of the informa-
tion contained in this publication.
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About this Manual:

This manual describes the installation and operation of a SYSMAC CV-series Ethernet System and in-
cludes the sections described below. SYSMAC CV-series PCs are interfaced to the Ethernet System via a
CV500-ETNO1 Ethernet Unit. In this manual, a SYSMAC CV-series Ethernet System is referred to as sim-
ply an Ethernet System; a CV500-ETNO1 Ethernet Unit, as an Ethernet Unit.

An Ethernet Unit is classified and treated as a CPU Bus Unit in PC processing.

This manual is based on Ethernet* networks comprised of Ethernet Unit nodes and UNIX* host computer
nodes. Although details can vary, theoretically and device support the same Ethernet protocols as the
Ethernet Unit can form nodes on the network.

Please read this manual carefully and be sure you understand the information provided before attempting
to install and operate an Ethernet System.

Section 1 introduces the overall structure of an Ethernet System, outlines the features of the Ethernet
Unit, describes the communications protocols used by an Ethernet System, and provides basic precau-
tions for use of an Ethernet System. Further information is provided in following sections of this manual.
Refer to Appendix B Specifications for a table of Ethernet Unit specifications.

Section 2 provides information on installing and starting the Ethernet Unit, including descriptions of Unit
components, installation, settings, and wiring.

Section 3 provides information on communicating on Ethernet Systems and interconnected networks
using FINS commands. The information provided in the section deals only with FINS communications in
reference to Ethernet Units. Refer to the FINS Command Reference Manual for details on FINS com-
mands for other Units and networks.

FINS commands issued from a PC are sent via the SEND(192), RECV(193), and CMND(194) instructions
programmed into the user ladder-diagram program. Although an outline of these instructions is provided
in this section, refer to the CV-series PC Operation Manual: Ladder Diagrams for further details on ladder-
diagram programming.

Section 4 describes the features and use of the FTP (File Transfer Protocol) from the host computer to
read and write files to and from a Memory Card inserted in the PC. The Ethernet Unit uses the FTP server
for these operations.

Section 5 describes the socket services provided by the Ethernet Unit . Socket services enable data com-
munications between the PC’s user program and a host computer program. Refer to documentation for
your host computer for details on programming host computer sockets.

Section 6 explains FINS commands that can be sent to Ethernet Units. For information on FINS com-
mands that can be sent to PCs or to other Units that support FINS commands, refer to the FINS Command
Reference Manual.

Section 7 describes the RAS features of the Ethernet Unit. These features are designed to increase the
Reliability, Availability, Serviceability of Ethernet Units.

Section 8 describes the procedures and information required to maintain the Ethernet Unit in an Ethernet
system, including periodic maintenance and inspections.

Section 9 describes errors that can occur when using the Ethernet Unit and what to do about them. This
section does not deal with errors that can occur in general PC operation. Refer to the CV-series PC Opera-
tion Manual: Ladder Diagrams for general troubleshooting information.

Appendices are provided of OMRON products related to Ethernet Systems, Ethernet Unit specifications,
and other useful reference material (see list in table of contents). There is also a list of recommended
reading at the end of Appendix | IP Network Address Request Form.

Note *Ethernetis a trademark of the Xerox Corporation. UNIX is an operating system developed by the
AT&T Bell Research Laboratories.

&WARNING Failure to read and understand the information provided in this manual may result in
personal injury or death, damage to the product, or product failure. Please read each
section in its entirety and be sure you understand the information provided in the section
and related sections before attempting any of the procedures or operations given.




PRECAUTIONS

This section provides genera precautions for using C200H-CT001-V1/CT002 High-speed Counter Units and related
devices.

The information contained in this section is important for the safe and reliable application of the C200H-
CT001-V1/CT002 High-speed Counter Units. You must read this section and under stand the infor mation contained
before attempting to set up or operate a C200H-CT001-V1/CT002 High-speed Counter Unit.

Lintended AUdIENCE . . ...ttt e
2General PreCaltionS . . . . ..ottt e e e
3 Safety PreCaltions . . .. ..ottt
4 Operating Environment PreCautions . . . ... .ottt e e
S APPICAION PreCautionS . . . ...ttt

Xi



Safety Precautions

1

2

3

Xii

Intended Audience

This manual is intended for the following personnel, who must also have knowl-
edge of electrical systems (an electrical engineer or the equivalent).

¢ Personnel in charge of installing FA systems.
e Personnel in charge of designing FA systems.
e Personnel in charge of managing FA systems and facilities.

General Precautions

/N WARNING

The user must operate the product according to the performance specifications
described in the relevant manuals.

Before using the product under conditions which are not described in the manual
or applying the product to nuclear control systems, railroad systems, aviation
systems, vehicles, combustion systems, medical equipment, amusement ma-
chines, safety equipment, and other systems, machines, and equipment that
may have a serious influence on lives and property if used improperly, consult
your OMRON representative.

Make sure that the ratings and performance characteristics of the product are
sufficient for the systems, machines, and equipment, and be sure to provide the
systems, machines, and equipment with double safety mechanisms.

This manual provides information for programming and operating the Unit. Be
sure to read this manual before attempting to use the Unit and keep this manual
close at hand for reference during operation.

It is extremely important that a PC and all PC Units be used for the specified
purpose and under the specified conditions, especially in applications that can
directly or indirectly affect human life. You must consult with your OMRON
representative before applying a PC system to the above-mentioned
applications.

Safety Precautions

/N WARNING

/N WARNING

/N WARNING

Do not attempt to take any Unit apart while the power is being supplied. Doing so
may result in electric shock.

Do not touch any of the terminals or terminal blocks while the power is being
supplied. Doing so may result in electric shock.

Do not attempt to disassemble, repair, or modify any Units. Any attempt to do so
may result in malfunction, fire, or electric shock.



Application Precautions

4 Operating Environment Precautions

&Caution

&Caution

&Caution

Do not operate the control system in the following locations:

e Locations subject to direct sunlight.

e Locations subject to temperatures or humidity outside the range specified in
the specifications.

e Locations subject to condensation as the result of severe changes in tempera-
ture.

e Locations subject to corrosive or flammable gases.

e Locations subject to dust (especially iron dust) or salts.

e Locations subject to exposure to water, oil, or chemicals.
e Locations subject to shock or vibration.

Take appropriate and sufficient countermeasures when installing systems in the
following locations:

e Locations subject to static electricity or other forms of noise.
e Locations subject to strong electromagnetic fields.

e Locations subject to possible exposure to radioactivity.

e Locations close to power supplies.

The operating environment of the PC system can have a large effect on the lon-
gevity and reliability of the system. Improper operating environments can lead to
malfunction, failure, and other unforeseeable problems with the PC system. Be
sure that the operating environment is within the specified conditions at installa-
tion and remains within the specified conditions during the life of the system.

5 Application Precautions

Observe the following precautions when using the PC system.

&WARNING Always heed these precautions. Failure to abide by the following precautions

&Caution

could lead to serious or possibly fatal injury.

» Always ground the system to 100 Q or less when installing the Units. Not con-
necting to a ground of 100 Q or less may result in electric shock.

¢ Always turn OFF the power supply to the PC before attempting any of the fol-
lowing. Not turning OFF the power supply may result in malfunction or electric
shock.

e Mounting or dismounting Power Supply Units, I/0O Units, CPU Units,
Memory Units, or any other Units.

e Assembling the Units.

e Setting DIP switches or rotary switches.

e Connecting cables or wiring the system.

e Connecting or disconnecting the connectors.

Failure to abide by the following precautions could lead to faulty operation of the
PC or the system, or could damage the PC or PC Units. Always heed these pre-
cautions.

¢ Fail-safe measures must be taken by the customer to ensure safety in the
event of incorrect, missing, or abnormal signals caused by broken signal lines,
momentary power interruptions, or other causes.

Xiii
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5

Xiv

o Interlock circuits, limit circuits, and similar safety measures in external circuits
(i.e., not in the Programmable Controller) must be provided by the customer.

» Always use the power supply voltages specified in this manual. An incorrect
voltage may result in malfunction or burning.

» Take appropriate measures to ensure that the specified power with the rated
voltage and frequency is supplied. Be particularly careful in places where the
power supply is unstable. An incorrect power supply may result in malfunction.

o Install external breakers and take other safety measures against short-circuit-
ing in external wiring. Insufficient safety measures against short-circuiting may
result in burning.

* Do not apply voltages to the Input Units in excess of the rated input voltage.
Excess voltages may result in burning.

* Do not apply voltages or connect loads to the Output Units in excess of the
maximum switching capacity. Excess voltage or loads may result in burning.

¢ Disconnect the functional ground terminal when performing withstand voltage
tests. Not disconnecting the functional ground terminal may result in burning.

e Be sure that all the mounting screws, terminal screws, and cable connector
screws are tightened to the torque specified in this manual. Incorrect tighten-
ing torque may result in malfunction.

* Double-check all wiring and switch settings before turning ON the power sup-
ply. Incorrect wiring may result in burning.

» Wire correctly. Incorrect wiring may result in burning.
* Mount Units only after checking terminal blocks and connectors completely.

* Be sure that the terminal blocks, Memory Units, expansion cables, and other
items with locking devices are properly locked into place. Improper locking
may result in malfunction.

e Check the user program for proper execution before actually running it on the
Unit. Not checking the program may result in an unexpected operation.

¢ Confirm that no adverse effect will occur in the system before attempting any of
the following. Not doing so may result in an unexpected operation.

* Changing the operating mode of the PC.
o Force-setting/force-resetting any bit in memory.
e Changing the present value of any word or any set value in memory.

e Resume operation only after transferring to the new CPU Unit the contents of
the DM Area, HR Area, and other data required for resuming operation. Not
doing so may result in an unexpected operation.

* Do not pull on the cables or bend the cables beyond their natural limit. Doing
either of these may break the cables.

¢ Do not place objects on top of the cables or other wiring lines. Doing so may
break the cables.

e Use crimp terminals for wiring. Do not connect bare stranded wires directly to
terminals. Connection of bare stranded wires may result in burning.

¢ When replacing parts, be sure to confirm that the rating of a new part is correct.
Not doing so may result in malfunction or burning.

¢ Before touching a Unit, be sure to first touch a grounded metallic object in order
to discharge any static built-up. Not doing so may result in malfunction or dam-
age.



SECTION 1
| ntroduction

This section introduces the overall structure of an Ethernet System, outlines the features of the Ethernet Unit, describes the
communications protocols used by an Ethernet System, and provides basic precautions for use of an Ethernet System. Further
information is provided in following sections of this manual. Refer to Appendix B Specifications for atable of Ethernet Unit
specifications.
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System Configuration

Section 1-1

1-1 System Configuration

Note

An Ethernet System allows PCs to be connected to an Ethernet network to en-
able advanced network communications between PCs and other nodes on the
Ethernet network or interconnected networks.

PCs are connected to the Ethernet System via an Ethernet Unit, which inter-
faces communications between the PC and other nodes. The other nodes can
exist on the same Ethernet network and can be occupied by other CV-series
PCs (also connected by Ethernet Units), Unix-based platforms, IBM PC/AT or
compatibles, or any other device that supports Ethernet protocols, or the other
nodes can exist on interconnected networks, such as the SYSMAC CV-series
SYSMAC NET Link System or the SYSMAC CV-series SYSMAC LINK System,
and be occupied by any devices supported by these Systems.

An Ethernet Unit is classified and treated as a CPU Bus Unit in PC processing.

Devices on Ethernet System nodes other than those occupied by PCs are sim-
ply referred to as host computers in this manual. Example programs for these
nodes are written in C language designed for Unix platforms. As already men-
tioned, other devices can occupy these nodes. In any case, be sure to test pro-
gramming and communications completely on the actual platforms that you will
be using before developing full-scale systems and attempting actual operation.

The following diagram illustrates three interconnected networks: a network in an
Ethernet System, a SYSMAC NET network, and a SYSMAC LINK network. Any
of the nodes on any of the networks shown can communicate with any other
node shown.

Host
computer
Ethernet network

E E E|S

T| cVv-series T| CVv-series TIN| CV-series

N PC N T
S
N| PC
T

SYSMAC NET network

IBM PC/AT|

or S|S S

compatible LIN| PC N| PC

SLK-NSB KT T

SYSMAC LINK
network
S S S ETN: Ethernet Unit
SNT: SYSMAC NET Link Unit
L pC L pC L PC SLK: SYSMAC LINK Unit
SLK-NSB: SYSMAC LINK Support Board




Ethernet Unit Features

Section 1-2

1-2 Ethernet Unit Features

Ethernet Communications

Memory Card File Transfers

FINS Communications

A CV500-ETNO1 Ethernet Unit provides the following features to the PC to
which it is mounted.

An Ethernet Unit supports two standard international communications proto-
cols: TCP/IP and UDP/IP. These protocols enable communications between the
PC and any of the many host computers that also support them. To effectively
utilize these protocols, an Ethernet Unit also provides eight communications
ports so that multiple applications can run concurrently. Ethernet communica-
tions on Unix platforms on the network are supported through socket interfaces.

In addition to Ethernet communications, an Ethernet Unit also supports an FTP
server to enable file transfer between a host computer and a Memory Card
mounted in a PC. The FTP server allows simple commands to be executed at a
host computer to read or write large quantities of data without requiring any user
programming in the PC. (Refer to Section 4 FTP Server Communications for de-
tails.)

FINS communications are also supported by an Ethernet Unit, to enable trans-
ferring specific data between PCs or between PCs and host computers. FINS
commands can be written into host computer programs, or they can be executed
from PCs using the SEND(192), RECV(193), and CMND(194) instructions.
FINS communications are most useful in internetwork communications, as de-
scribed in the next feature. (Refer to Section 3 FINS Communications Services
for details.)

Internetwork CommunicationsFINS communications are also supported by other SYSMAC CV-series net-

RAS Features

works, such as those created within SYSMAC NET Link Systems and SYSMAC
LINK Systems, enabling communications between nodes on different types of
interconnected networks through gateways. For example, a host computer on
an Ethernet network can read or write data in the memories of PCs on SYSMAC
NET, SYSMAC LINK, or other interconnected networks. PCs on any of these
networks can also communicate with any other PC on the networks by using the
SEND(192), RECV(193), and CMND(194) instructions. Internetwork commu-
nications are also possible for Programming Devices, such as the CVSS, con-
nected to any node on interconnected networks. (Refer to Section 3 FINS Com-
munications Services for details.)

Ethernet connections can be checked by executing the ping command from a
host computer on the network or by executing a similar command from a PC on
the network. (Refer to page 146 for details.)

System performance and reliability are also increased by error logs, internode

communications tests, and other diagnostic features. (Refer to Section 7 RAS
Features for details.)
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Section 1-4

1-3 Software Configuration

Ethernet
IP
ICMP

ARP

UDP

TCP

FTP
FINS

1-4 Addresses

Unit Number
Node Number
IP Address

Network Number

Subnet Number

The software supported by the Ethernet Unit runs in the layers shown in the fol-
lowing diagram. The components that form the various layers are defined below

the diagram.
‘ ‘ Memory Card ‘ r

‘ CV-series PC’'s CPU

SEND(192) CMND(194) |CMND(194) | FTP CV-series PC's CPU
RECV(193) commands
CMND(194)
FINS ‘ ‘ FTP server

uDP TCP )

Ethernet Unit
IP ICMP ARP
Ethernet

The version-2 Ethernet frame format is used for communications.
Internet Protocol: Transfers datagrams to target nodes using IP addresses.

Internet Control Message Protocol: Supports IP communications by signalling
errors in data transfers.

Address Resolution Protocol: Determines the Ethernet address (i.e., physical
address) by broadcasting based on the target IP address.

User Datagram Protocol: Performs datagram communications. Data resends,
priority control, flow control, and other measures to ensure communications reli-
ability are not performed for UDP communications, i.e., there is no way of guar-
anteeing normal communications without programming special measures to do
so into the user’s application program.

Transmission Control Protocol: Performs communications after establishing a
connection (i.e., a virtual circuit) with the target node to provide a highly reliable
communications method.

File Transfer Protocol: Transfers data in file units to and from Memory Cards.

Factory Interface Network Service: A protocol that transfers messages between
PCs on any of various OMRON FA networks.

Various addresses and ID numbers are used to control communications on an
Ethernet network. The addresses and ID numbers actually used depends on the
protocol being used. These addresses and ID numbers are provided here for
reference.

A number used to differentiate CPU Bus Units (including Ethernet Units)
mounted to a PC. (See page 10.)

An address used to differentiate nodes (including Ethernet Units) on OMRON
networks for FINS protocol. (See page 10.)

An address assigned to the Ethernet Unit as a node in an Ethernet network. The
IP address consists of a network number, possibly a subnet number, and a host
number. (See page 22.)

The portion of the IP address used to differentiate networks.

The portion of the IP address used differentiate subnetworks in an Ethernet net-
work. This address exists only if the user sets a subnet mask for the IP address
to allocate part of the host number as the subnet number. (See page 24.)



Precautions

Section 1-5

Host Number

Unit Address

FINS Network Address

Ethernet Address

1-5 Precautions

1-5-1

Installation

1,2 3.

The portion of the IP address used to differentiate nodes on an Ethernet net-
work.

An address used to differentiate between various destinations (including Ether-
net Units) at the same PC in FINS protocol. (See page 43.)

An address set in routing tables and used to differentiate OMRON networks for
FINS communications. (See page 41.)

A physical address assigned to Ethernet hardware. (See page 8.)

You must observe the following precautions when installing and using an Ether-
net System. Refer to page 14 for details on installation.

Observe the following precautions when installing an Ethernet System.

1. Use transceiver cable that meets IEEE802.3 standards to ensure high noise
resistance.

2. Use a transceiver with a current consumption of 0.35 A or less.

3. Always turn off the power supply to the PC before connecting or disconnect-
ing the transceiver cable.

4. Be sure not to exceed the current capacity of the Power Supply Unit on the
Rack to which the Ethernet Unit is mounted. The current consumption of the
Ethernet Unit is 1.7 A maximum. This value added to the current consump-
tion of all other Units mounted to the same Rack must not exceed the capac-
ity of the Power Supply Unit.

5. Do no install the transceiver cables or coaxial cables of the Ethernet System
near power supply lines. If installation near possible sources of noise is un-
avoidable, install the cables in grounded metal ducts or take other measure
to eliminate noise interference.

1-5-2 Ethernet and IEEE802.3 Standards

The Ethernet Unit was designed based on version-2 Ethernet standards and not
on the international IEEE802.3 standards, which were developed based on ver-
sion-2 Ethernet specifications. Although these two sets of standards are similar,
they are not necessarily the same. Particularly, different frame formats are used,
making direct communications impossible between systems that do not support
the same standards. Standards for equipment used to configure networks are
the same, allowing IEEE802.3-standard equipment to be used with the Ethernet
Unit. Particularly the transceiver cable for the IEEE802.3 standards provides su-
perior noise resistance and should be used for the Ethernet Unit.

Terminology also differs between version-2 Ethernet and IEEE802.3 standards.
These differences are shown in the following table. Version-2 Ethernet terminol-
ogy is used in this manual.

Version-2 Ethernet IEEE802.3
Transceiver MAU
Transceiver cable AUI
Ethernet address MAC address
Ethernet 10BASES5




SECTION 2
Ethernet Unit Description, Settings, and I nstallation

This section provides information on installing and starting the Ethernet Unit, including descriptions of Unit components,
installation, settings, and wiring.
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2-1 Description of Parts

The name of each part of the Ethernet Unit and the function of the part are shown

in the following diagram.

RUN
ERC

ETNO1

Indicators
Display the operating status
of the Unit.

Unit Number Switches
Decimal rotary switches used to
set the unit number.

Node Number Switches
Hexadecimal rotary switch used to
set the node number.

Ethernet connectors
Used to connect the transceiver cable.

Note All communications devices connected to Ethernet networks are allocated fixed
Ethernet addresses. The Ethernet address of the Ethernet Unit can be found on
the right side of the Unit as a 12-digit hexadecimal number. The Ethernet ad-
dress of the Ethernet Unit can also be read using the CONTROLLER DATA
READ command (a FINS command, see page 129 for details).
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2-1-1 Indicators

The status of the indicators show the operating status of the Unit.

Indicator Color Status Meaning
RUN Green ON Normal operation.
OFF Operation stopped.

ERC Red ON Node number not between 1 and 126.
RUN (Ethernet Unit error) A hardware (internal memory or
ERC ERH communications unit) error has

occurred.

8D RD OFF Unit normal.
TS FTP ERH Red ON A PC error has occurred.

(PC error) Errors exist in unit numbers or I/O

table settings.

Flashing | IP address is not set or illegal IP
address has been set.

OFF PC normal.
SD Orange | ON Sending data.
(send data)
OFF Not sending data.
RD Orange | ON Receiving data (i.e., receiving an
(receive data) normal Ethernet from addressed at
this node or broadcast to all nodes).
OFF Not receiving data.
TS Orange | ON Running internode test.
(test)
OFF Not running internode test.
FTP Orange |ON FTP server operating.
(FTP server service) OFF FTP server on stand-by.

2-2 Rotary Switch Settings

Set the unit number and node number on the rotary switches on the front of the
Ethernet Unit.

Note Turn off the PC power before setting the rotary switches.

2-2-1 Location of Switches

The switches for the unit number and node number are found on the front panel
of the Ethernet Unit and are arranged as shown in the following diagram. There
are two switches used for each setting. The unit number is set on switches SW1
and SW2; the node number is set on switches SW3 and SW4.

UNITIPT] [

SW1 SW2
Q?'o‘ X100
NODE ey oy

SW3 I;?é‘ X160 swa
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2-2-2 Setting Ranges

The unit number and node number must be set in the ranges shown in the follow-
ing table.

Setting Range
Unit number (SW1, SW2) 00 to 15 decimal
Node number (SW3, SW4) 01 to 7E hexadecimal, (1 to 126 decimal)

2-2-3 Setting the Unit Number

Note

The unit number is used to identify individual CPU Bus Units when more than
one CPU Bus Unit is mounted to the same PC. The left switch (SW1) sets the
tens digit and the right switch (SW2) sets the ones digit.

Set the unit number between 00 and 15. Do not set a number that has already
been set for another CPU Bus Unit.

Example
Unit #12 is set in the following diagram.

7] [@

x10! |1 | 2 || x100

Swi SwW2

1. Calculate the unit address (10 to 1F Hex) as follows: Unit number expressed
in hexadecimal (O to F) + 10 Hex.
The address of the Ethernet Unit for the SEND(192), RECV(193), and
CMND(194) instructions is the value (10 to 1F Hex) obtained by adding
10 Hex to the unit number expressed in hexadecimal (0 to F).

2. If the unit number is set to a number greater than 15, an error will occur and
the ERH indicator will light.

3. Make sure that the same unit number is not set for more than one CPU Bus
Unit mounted to the same PC.

2-2-4 Setting the Node Number

10

Note

The node number identifies individual PC nodes connected to a network sup-
porting FINS commands. The left switch (SW3) sets the sixteens digit (most sig-
nificant digit) and the right switch (SW4) sets the ones digit (least significant dig-
it).

Set the node number between 01 and 7E hexadecimal (1 to 126 decimal). Do not
set a number that has already been set for another node on the same network.

Example
Node #29 (decimal) is set as follows: 29 =1 x 16 + 13 = 1D (hexadecimal)

NODE
No.

x16t |1 4 ~D 4| x160

SW3 SW4

1. If the node number is set to a value greater than 7E (126 decimal), an error
will occur and the ERC indicator will light.

2. Make sure that the same node number is not set for more than one node on
the same network.
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2-3 Mounting to PC Racks

The Ethernet Unit is mounted to either a CV-series CPU Rack or a CV-series
Expansion CPU Rack.

2-3-1 Mounting Position

An Ethernet Unit can be mounted to any slot on the CPU Rack or Expansion
CPU Rack of a CV-series PC. However, it can be mounted only to the rightmost
six slots of a Rack built on a CVM1-BC103 Backplane or to rightmost three slots
of a Rack built on a CVM1-BC053 Backplane.

A maximum of four Ethernet Units can be mounted to a single PC, and a maxi-
mum total number of 16 CPU Bus Units can be mounted to a single PC. CPU Bus
Units include Ethernet Units, BASIC Units, Personal Computer Units, SYSMAC
NET Link Units, SYSMAC LINK Units, and SYSMAC BUS/2 Remote I/O Master
Units.

3, 5, 6 or 10 slots

CPU Rack
1 The number of slots to which an Ethernet Unit can be
P mounted depends on the Backplane used, as follows:
IS CV500-BC031 3 slots
CV500-BC051 5 slots
] CV500-BC101 10 slots
CVM1-BC103 6 slots (rightmost on Rack)
CVM1-BCO053 3 slots (rightmost on Rack)

Expansion CPU Rack

An Ethernet Unit can be mounted in any of the 11 slots.
An Expansion CPU Rack cannot be connected to a
CVM1-BC103 or CVM1-BC053 Backplane, which support
only a single Expansion 1/0O Rack connected directly to it.
Expansion 1/0 Racks do not support Ethernet Units.

\
11 slots

Expansion 1/O Rack

Ethernet Units cannot be mounted to an Expansion 1/0O Rack.

I P
o s
|
F

PS: Power Supply Unit

CPU: CPU

10C: 1/O Control Unit

I0IF: 1/O Interface Unit

2-3-2 Current Consumption

The maximum current consumption of the Ethernet Unit is 1.7 A. This includes
the power supplied to the transceiver. The total current consumption for all Units
on any Rack must not exceed the maximum supply capacity of the Power Supply
Unit. Refer to the CV-series PC Installation Guide for details.

1



Connecting the Ethernet Network Section 2-4

2-4  Connecting the Ethernet Network

This section describes how to connect the Ethernet Unit to an Ethernet network.

2-4-1 Ethernet Network Configuration

A basic Ethernet network consists of a coaxial cable to which transceivers have
been connected to connect various nodes, as shown in the following diagram. A
single length of coaxial cables and the transceivers, transceiver cables, and
nodes connected to it are called a segment. The following diagram shows one

segment.
Ethernet Unit CV-series PC
Other node
=]
Transceivers
l \ «— Transceiver cables — Terminator
T [ ] [ [ ] E u
Terminator Coaxial cable

Other nodes —

Basic Ethernet Network: One Segment

The items shown in the above diagram are required to assemble an Ethernet
network. Make sure that you have the sufficient quantities of the required items
before attempting to install a system. All items must comply with IEEE802.3

standards.
Item Description
Transceiver Forms the interface between the coaxial cable and the node.
The Ethernet Unit supplies power to the transceiver. Use a
transceiver with a current consumption of 0.35 A or less.
Consult the transceiver manufacturer about the current
consumption.
Transceiver cable Connects the transceiver to the node.
Coaxial cable Forms the trunk line of the Ethernet network.
Terminators for Connected to both ends of the coaxial cable.
coaxial cable
2-4-2 Connector Specifications
Electrical Characteristics Connector electrical characteristics conform to IEEE802.3 standards.
Locking Mechanism The connector locks with a slide latch that conforms to IEEE802.3 standards.

12
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Signals Connector signals are shown in the following diagram and table. Signal direc-
tions (input or output) in the table are described in reference to the Ethernet Unit.
Connector Signal name Abbr. Signal
pin direction
1 Signal ground GND
13 Transceiver +12 VDC power supply +12V Output
6 Power ground (common with signal ground) GND
\,\@’_;// ° 14 Signal ground GND

ol i 2 Collision detection signal + COL+ Input

1 8 O 9 Collision detection signal — COL- Input

4l o o H 8 Signal ground GND

IS 8 5 Receive data + RX+ Input

1l © ol i 12 Receive data — RX— Input

© Ny 4 Signal ground GND

: @ ™ 15 3 Send data + TX+ Output
10 Send data — TX- Output
11 Signal ground GND
7,15 Not used
Connector | Frame ground FG
hood

2-4-3 Preparing the Transceiver Cable

Required Parts

IEEE802.3 Cable Structure

The following parts are required to prepare the transceiver cable.

Cable confirming to IEEE802.3 standards.

Dsub 15-pin male connector with locking posts. (Attached to Ethernet Unit end
of the cable.)

Dsub 15-pin female connector with slide latch. (Attached to transceiver end of
the cable.)

A cable conforming to IEEE802.3 standards includes a shield around each of the
individual signal wires, as shown in the following example. In addition, an exter-
nal shield is included around the insulation between the individual signal wires.

The individual signal shields must be electrically connected to each other and
then connected to the drain wire. Always connect the individual signal shields to
the drain wire and then connect the drain wire to pin 4 of the connector. The indi-
vidual shields must be electrically insulated from the external shield.

Individual
signal Individual signal shields Cover
shields
External
. . . shield Cover
Signal wires | Insulation B: Black
l l l R: Red
G: Grey
§§§ W: White
O: Orange
Y: Yellow
Gr: Green
Bl: Blue
\ T Insulation
Aluminum tape rain wire
Drain wire shield Aluminum tape
shield External
shield

13
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Connecting the Cable

Note

The following diagram shows an example of connecting the transceiver cable to
a transceiver and Ethernet Unit. Connect the signal wires as shown.

External shield Individual signal
shields

1 GND — 1
Red

13 +12V 13
Black ]

6 GND 6

N

14 GND 14
Grey R

2 COL, 2
White ]

9 COL_ 9

N

8 GND 8
Blue ()

5 RX+ 5
Green ~ | |

12 RX_ - ) 12
Drain wire

4 GND 4
Yellow [N

3 TX, 3
Orange —

10 | TX O 10

\—
11 GND 11
Connector hood Connector hood
Ethernet Unit Transceiver
Dsub 15-pin male connector Dsub 15-pin female connector
with locking posts with slide lock

1. Connect the drain wire in the transceiver cable to pin #4 of the connector at
each end of the cable.

2. Electrically insulate all the individual signal shields from the external shield.

2-4-4 Ethernet Cable Installation

Caution

Precautions
Coaxial Cable

14

Take the greatest care when installing the Ethernet System, being sure to follow
ISO 8802-3 specifications. You must obtain a copy of these specifications and
be sure you understand them before attempting to install an Ethernet System.
Unless you are already experienced in installing communications systems, we
strongly recommend that you employ a professional to install your system.

Do not install Ethernet equipment near sources of noise. If noise-prone environ-
ments are unavoidable, be sure to take adequate measures against noise inter-
ference, such as installing network components in grounded metal cases, using
optical links in the system, etc. Further information on measures that can be tak-
en against noise is given later in this section.

Observe the following precautions when laying coaxial cable.

¢ As a rule, always lay coaxial cables indoors. Laying coaxial cables outdoors
requires special measures that should be performed only by a professional. If
coaxial cable must be used outdoors, request the work from a professional.

¢ Attach a terminator to each end of the coaxial cable.

e Cover all exposed metal portions of the coaxial cable except ground points
with protective covers or PVC tape to prevent contact with grounds or other
metal objects.

» Ground the external shield of the coaxial cable to 100 Q or less using AWG 14
wire (cross-sectional area of 2 mm2) or better and a ground cable length of
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Terminators

Transceivers

Transceiver Cables

Grounds

20 m or less. Ground each segment of the network at one location only. Do not
use the same ground for other equipment.

» The physical properties (e.g., minimum bending radius) of coaxial cable vary
with the manufacturer. Follow all recommendations and specifications of the
manufacturer.

* Do not install coaxial cables together with power cables.
¢ Do not install coaxial cable near sources of noise.

» Do not install coaxial cable in environments subject to excessive dirt, dust, olil
mist, etc.

¢ Do not install coaxial cable in environments subject to high temperatures or
high humidity.
Observe the following precautions when attaching terminators.

¢ You must attach a terminator to each end of the coaxial cable for communica-
tions to be possible.

e Insulate terminators when attaching them to be sure they do not come into con-
tact with metal objects.

Observe the following precautions when installing transceivers.

e Transceivers can be attached to coaxial cables only at multiples of 2.5 m.
These locations should be marked on the cable.

¢ Connection methods can vary with the manufacturer of the cable. Follow all
recommendations and specifications of the manufacturer.

e Mount the transceiver onto an insulating object, such as a wooden board.

e Ground the transceiver through the shield of the transceiver cable and through
the Ethernet Unit.

e Do not install transceivers near sources of noise.

¢ Do not install coaxial cable in environments subject to excessive dirt, dust, oil
mist, etc.

* Do not install coaxial cable in environments subject to high temperatures or
high humidity.
Observe the following precautions when laying transceiver cables.

e Make sure that the transceiver cable is firmly and completely connected to
both the transceiver and the Ethernet Unit. Be sure that the slide latches are
engaged.

¢ Do not install transceiver cables together with power cables.

» Do not install transceiver cable near sources of noise.

* Do not install transceiver cable in environments subject to high temperatures
or high humidity.

Observe the following precautions when grounding network devices.

e Ground all devices requiring grounding to 100 Q or less using AWG 14 wire
(cross-sectional area of 2 mm2) or better and a ground cable length of 20 m or
less. Electrical shock can occur between ungrounded devices in the system.
The lack of proper grounds can also corrupt data.

¢ Use one safety ground on each segment of the network.

¢ Inductive voltages can be generated due to lightning surges when coaxial
cable is installed outdoors, requiring special measures. Request outdoor
installation from a professional.

15
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Transceiver Installation Examples

The following illustrations show examples of installing transceivers in the ceiling
and under the floor.

Ceiling Installation

Inspection opening

Secured wooden board

Mount near an inspection
opening large enough to
enable maintenance.

Free-access Floor Installation

Secured wooden board

16
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Ceiling Installation Examples

-

[
-d

Transceiver

Distribution panel

Duct

Transceiver cable |

Transceiver J

Secured
wooden
board

Secured wooden board

Metal duct

Transceiver cable

%

Wire protector

Corner box

b

17
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Installation Examples for Noise-prone Environments
Ethernet networks do not withstand noise very well and require special installa-
tion measures if installed where subject to noise. The remainder of this section
describes measures for dealing with noise.

Caution  Although the measures described in this section are suitable to certain levels of
noise, programming retries in communications will still be required. Although
some protocols provide for automatic retries, UDP/IP (FINS communications
and UDP sockets) does not, and the user must program retries in user applica-
tions.

Metal Ducts Cables and components can be placed in metal ducts to protect the network
from noise.

1,2 3. 1. Place the coaxial cable in metal ducts.

2. Place transceivers into metal boxes, placing a wooden board or other insu-
lating board between the box and the transceiver. The transceiver and the
metal box must be electrically insulated from each other.

3. If the transceiver cable is also in a noise-prone area, place it into a metal duct
as well.

4. Refer to the CV-series PC Installation Guide for information on wiring inside
distribution boxes.

Note 1. Cover all metal portions of cables with insulating tape to be sure they do not
come into contact with the metal ducts or boxes.

2. Securely ground all distribution boxes and metal boxes around transceiv-
ers. The lower the ground resistance, the more effective the shields will be.

4. Distribution box

—— Ethernet Unit

L CV-series PC

Transceiver cable

E—— ~— 3. Metal duct

Wooden board

1. Metal duct

Transceiver I . T [ .
2. Metal box for transceiver / 2. Metal box for transceiver

18
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Multipoint Transceivers

Note

Optical Ethernet Systems

Note

Node

Multipoint transceivers can be used to eliminate the need for coaxial cable
(which is easily affected by noise) and replace it with transceiver cable as shown
in the following diagram. This will increase overall system resistance to noise.

Up to two sets of multipoint transceivers can be used in a network. The length of
the network will be limited to the maximum length of transceiver cable.

Node Node Node Node Node

Transceiver cable

Multipoint Transceiver Multipoint Transceiver

Some manufacturers provide optical fiber components for Ethernet networks to
provide high resistance to noise. The following illustrations show some simple
examples of optical installations. See the manufacturer for specifics.

Optical transceivers must be installed away from sources of noise or protected
from noise.

Use as Noise Countermeasure
The following illustration shows how optical components can be used to convert
to optical fiber cable through areas highly prone to noise.

Node

Noise-prone area

Segment 1

[ | Coaxial cable [
|

!

Transceiver

—_— —

Coaxial cable

:D,

T

Transceiver

Transceiver cable

[

I

Transceiver

}

Segment 2
—_— }
Coaxial cable

-

T

Transceiver

Noise-prone area

Transceiver cable

Repeater

Optical Optical
transceiver transceiver [

R t
Optical fiber cable epeater

19
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Segment 1

Coaxial cable

Transceiver

Transceiver cable

Outdoor Installations
The following example shows how optical fiber cable can be used to connect a
network between two buildings, eliminating possible adverse affects of lightning.

Optical

transceiver

Repeater

|

Optical fiber cable

p

Optical
transceiver

Segment 2
Coaxial cable

T

Transceiver

1 Transceiver cable
fan

!

Repeater

Using Contact Outputs

20

Communications errors can occur when Contact Output Units are mounted to
the same Rack as an Ethernet Unit due to noise generated by the contact out-
puts. Use one or more of the following measures when installing Contact Output
Units and Ethernet Units on the same Rack.

Mounting Location
Mount any Contact Output Units as far away from the Ethernet Unit as possible.

Contact Output Unit

Ethernet Unit

—

Contact outputs

E—

Transceiver
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Cable Location

Separate the transceiver cable connecting the Ethernet Unit as far from the wir-
ing to the Contact Output Units as possible. The coaxial cable must also be
placed as far away from the Contact Output Units and their wiring as possible.

Contact outputs

—

Contact Output Unit @ Ethernet Unit
/ To transceiver
Transceiver Measures

Attach several ferrite cores designed for EMI countermeasures on the transceiv-
er cable near the transceiver. The transceiver must also be placed as far away
from the Contact Output Units and their wiring as possible.

Contact Output Unit .
Ethernet Unit

N P

Ferrite core

‘ ‘ j Transceiver

Contact outputs  Transceiver
cable

2-4-5 Ethernet Unit Connector

1,2 3.

The transceiver cable is attached to the Ethernet Unit connector using the fol-
lowing procedure. The Ethernet Unit connector incorporates a slide latch locking
mechanism confirming to IEEE802.3 standards. Operate the slide latch mecha-
nism as described to connect the transceiver cable.

1. Push the slide latch up before inserting the connector.

Slide latch

4

21
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2-5 |IP Addresses

2. Insert the cable connector into the connector on the Ethernet Unit so that the
locking posts on the tip of the cable connector align with the holes in the slide
latch.

Locking post

.

/1 ———
1 ——
’l'_-l'

W

.....
1/ ———
s ] - 70\
i — 2 N
[T

Locking post

3. Push down the slide latch to lock the connector.

g

>

=\

v -
E )
)

i
1/ ——
7 —
7
'I_
= A

[
i —
 — —

Ethernet networks use IP addresses for communications. IP addresses (Inter-
net addresses) identify both the Ethernet network and the node (host computer,
Ethernet Unit, etc.) on the Ethernet network. IP addresses must be carefully set
and managed to ensure that no addresses are duplicated.

2-5-1 |IP Address Configuration

22

IP addresses are made up of 32 bits of binary data divided into four 8-bit fields
called octet. These four octets provide the network number and host number.
The network number identifies the network and the host number identifies the
node (or host) on the network.
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Note

The network numbers in an IP addresses are divided into three classes depend-
ing on the scale of the network: Class A, Class B, and Class C. The configuration
of the IP address for each of these classes is shown in the following diagram.

Bit 00 08 31

Class A 0 | Network number (7 bits) Host number (24 bits)

Bit00 01 16 31

Class B 1 | 0 | Network number (14 bits)

Host number (16 bits)

Bit0OO 01 02 24 31

Class C 1| 1| 0| Networknumber (21 bits) Host number (8 bits)

The number of networks in each class and the number of nodes possible on the
network differ according to the class.

Class No. of networks No. of hosts
Class A Small 224 _ 2 max. (16777214 max.)
Class B Medium 216 _ 2 max. (65534 max.)
Class C Large 28 — 2 max. (254 max.)

IP addresses are represented by the decimal equivalent of each of the four oc-
tets in the 32-bit address, each separated by a period. For example, the binary
address 10000010 00111010 00010001 00100000 would be repre-
sented as 130.58.17.32.

1. The same network number must be set for every node on the same Ethernet
network.

2. The network number of the IP address identifies the Ethernet network (IP
network segment, see note 3.) and is NOT the same as the network address
set in routing tables and used for FINS communications.

3. A network segment is a logical network consisting of all nodes that have the
same network number.

2-5-2 Allocating IP Addresses

IP (Internet Protocol) is a standard communications protocol used throughout
the world and is designed to enable communications between any Ethernet
nodes regardless of the networks on which they exist. To achieve this, network
numbers are allocated by the Network Solutions, InterNIC Registration Ser-
vices, to ensure that all Ethernet networks have unique numbers regardless of
where they exist. The local system administrator is left the responsibility of allo-
cating unigue host numbers locally. You therefore should obtain a network num-
ber from the InterNIC Registration Services to ensure uniqueness and allow for
future network expansions if required.

To apply for a network number, request the NETINFO/INTERNET-NUMBER-
TEMPLATE.TXT by electronic mail from HOSTMASTER@INTERNIC.NET and
you will receive the proper application form. This form (see Appendix | IP Net-
work Address Request Form) can then be submitted to receive a network num-
ber that is guaranteed to be unique from everyone else to which the InterNIC
Registration Services have allocated a number.

You will undoubtedly need only one network number even if you need to estab-
lish multiple networks because you can use subnet numbers to establish multi-
ple local networks under the same network number, as described later in this
manual.

23



Ethernet Unit System Setup Section 2-6

2-5-3 IP Address Settings

An IP address must be set for the Ethernet Unit before Ethernet communications
can proceed. The IP address is set for each Ethernet Unit in the CPU Bus Unit
system setup made from the CVSS or other Programming Device. Refer to 2-6
Ethernet Unit Settings for more details about the setting procedure.

2-5-4 Subnet Numbers

Operation and management of a network may become very difficult if too many
nodes are connected on a single network or if a single organization has to man-
age too many network numbers. It can therefore be convenient to divide a single
network up into several subnetworks by using part of the host number as a sub-
net number. Internally the network can be treated as a number of subnetworks,
but from the outside it acts as a single network and uses only a single network
number.

To establish subnetworks, the host number in the IP address is divided into a

subnet number and a host number by using a setting called the subnet mask.

The subnet mask indicates which part of the host number is to be used as the

subnet number. The user must first determine the number of bits of the host

number to be used as the subnet number and then set the subnet mask accord-

ingly. All bits in the subnet mask that correspond to the bits in the IP address

used either as the network number or subnet number are set to “1” and the re-

maining bits, which will correspond to the bits in the IP address actually used for

the host number, are set to “0”.

The following example shows the subnet mask for an 8-bit subnet number used

in a class-B IP address. This subnet mask is structured as follows:

» The first two octets (16 bits) are set to 1 to indicate the portion of the IP address
that corresponds to the network number.

e The next octet (8 bits) is set to 1 to indicate the portion of the host number that is
to be used as a subnet number.

e The last octet is set to 0 to indicate the portion of the host number to actually be
used as the host number.

This would thus be a class-B IP address masked as a class-C IP address, i.e.,

externally it would be allocated a class-B IP address but internally it can be ad-

dressed using class-C IP addresses.

Subnet mask: 11111111 11111111 11111111 00000000 (FFFFFFOQO)

It is only necessary to set subnet masks if subnetworks are used. If a subnet

mask is not set by the user, a default mask will be set automatically according to

the IP address class to indicate that the entire host number will be used as the

host number, i.e., no bits will be assigned for use as the subnet number.

All nodes on the network that are going to belong to the same subnetwork must

have the same subnet mask.

2-6 Ethernet Unit System Setup

To use the Ethernet Unit as a node on an Ethernet network, make the relevant
system settings using a Programming Device (SYSMAC-CPT, SYSMAC Sup-
port Software, or CV Support Software Version 2 or later).

Note 1. For Programming Device operating instructions, refer to SYSMAC
CVM1/CV-series Support Software Operation Manual Network Version
(Cat. No. W201), or the section on CPU Special I/O Unit system settings in
the C-series and CVYM1 PCs SYSMAC Support Software Operation Manual
(Cat. No. W249).

2. After making the system settings, turn OFF the power supply to the PC, and
then turn it ON again. (System settings are not enabled merely by saving
them.)
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2-6-1 System Setup Configuration

The system setup values are stored beginning from the first byte in the system
setup area in the order shown in the following table.

Position relative Setting Size
to first byte

+0 Mode setting 2 bytes
+2 Not used. 6 bytes
+8 Local IP address 4 bytes
+12 Subnet mask 4 bytes
+16 FINS UDP port # 2 bytes
+18 FTP login name 12 bytes
+30 FTP password 8 bytes
+38 IP address table 194 bytes
+232 IP router table 66 bytes

2-6-2 Individual Settings

The following items can be set for the Ethernet Unit.

Mode Setting

Set bits #0 to #4 as described below.

04 03

02 01 00

- IP Address Setting
Broadcast Address Setting
IP Address Conversion

FINS UDP Port Number
Designation

Bit 00, IP Address Setting: Specifies whether the node number set on the
rotary switches on the front panel of the Unit is to be used as the node number in
the IP address. Set this bit to 0 if automatic generation is specified as the IP ad-
dress conversion method.

Bit

Setting

0 Node number setting rotary switch used

1 Node number setting rotary switch not used

Bit 01, Broadcast Address Setting: Specifies when broadcasts are run.

Bit

Setting

0 Broadcast when the host number is all ones (4.3BSD specification)

1 Broadcast when the host number is all zeros (4.2BSD specification)

Note The broadcast address is the address to which the host number is set to send a
transmission simultaneously to all nodes on a network. Either all ones or all zer-
os can be used for the broadcast address. This setting must be the same for alll
Ethernet Units and other nodes that are to be part of the broadcast. Refer to your
host computer’s documentation to specify the broadcast address for it.
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Local IP Address

Subnet Mask

FINS UDP Port Number

26

Note

Bits 02 and 03, Destination IP Address Conversion: Specifies the method for
converting the FINS destination node number to an IP address.

Bits Setting
03 | 02
0 0 Automatic conversion: IP addresses will be generated automatically from
0 1 the FINS node numbers. The IP address table will not be used.
1 0 IP address table used.
1 1 IP address table and automatic generation used.

Note Refer to Section 3 FINS Communications Service for details about
destination IP address conversion.

Bit 04, FINS UDP Port Number Designation: Specifies the method by which
the UDP port number is specified for the FINS communications service.

Bit 04 Setting
0 Default value (9600)
1 Use value set in system setup

Set the IP address for the Ethernet Unit. The Ethernet Unit cannot communicate
unless this address is set. The ERH indicator will flash if no IP address is set or if
an illegal IP address is set.

The following IP addresses cannot be set:

o Addresses with all bits of the host number setto 0 or 1

¢ Addresses with all bits of the network number set to 0 or 1

¢ Addresses with all bits of the subnet number set to 1

¢ |P addresses starting with 127 (7F hexadecimal), for example 127.35.21.16

If bit O of the mode setting is set to 0 (OFF) in the first system setup word, the
node number set on the rotary switches on the front panel of the Unit will be auto-
matically input as the host number in the fourth byte (octet) of the local IP ad-
dress. If the node number set on the Unit is used as the host number, set only the
most significant 3 bytes of the address in the local IP address setting; the IP ad-
dress will automatically be updated each time the node number is changed on
the Unit’s rotary switches, eliminating the need to change the system setup.

Set all bits in the subnet mask that correspond to the bits in the IP address used
for the network number and the bits used for the subnet number to “1” and set all
bits in the subnet mask that correspond to the bits in the IP address used for the
host number to “0”.

The subnet mask must be set only when configuring a system which runs using
subnetworks. If no subnet mask is set, the subnet mask will be automatically set
to one of the following values, depending on the local IP address setting:

e Class-A IP Address: FF000000
e Class-B IP Address: FFFFO000
e Class-C IP Address: FFFFFFOO

Set the UDP port number used for the FINS communications service. This port
number is valid if the FINS UDP port number designation bit (bit #4) in the mode
settings is set to 1 in the first system setup word. The FINS UDP port number
cannot be set to 0. If a value of 0 is set, the default value (9600) will be used as
the FINS UDP port number. We recommend that the FINS UDP port number be
set to a value between1024 and 65535.

Set the UDP port number of all nodes (Ethernet Units) using FINS communica-
tions on the Ethernet network to the same FINS UDP port number. FINS commu-
nications is not possible between two nodes with different FINS UDP port num-
bers.
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Sample Setting Display

The screen display produced by the CVSS to set the CPU Bus Unit system setup
will appear as shown in the following diagram. This diagram shows data input for
the settings given for each item.

[CPU SIOU Unit System Setup]

unit # 00 ET

BYTE b7 b0 HEX BYTE b7 b0 HEX
Mode Setting [ + 0 [0000 0000] 00 + 10 [0010 0100] 24 J« Local IP Address (contd.)
Unit number (rotary + 1 [0000 0001] 01 + 11 [0000 0101] 05 365
switch setting) not used + 2 [0000 0000] 00 + 12 [0000 0000] 00 =~ Subnet Mask
as host number in IP + 3 [0000 0000] 00 + 13 [0000 0000] 00 Default (N
address and IP address || + 4 [0000 0000] 00 + 14 [0000 0000] 00 efault (Not set.)
table used for IP_ + 5 [0000 0000] 00 + 15 [0000 0000] 00
address conversion + 6 [0000 0000] 00 + 16 [0000 0000] 0O ~— FINS UDP Port Number

+ 7 [0000 0000] 00 + 17 [0000 0000] 00 Default (Not set.)

. + 8 [1000 0010] 82 + 18 [0000 0000] 00

i;’gf’;'S'PAddress | | + o [0001 1001] 19 + 19 [0000 0000] 0O

FTP Login Name

FTP Password

IP Address Table

Set the login name of the Unit's FTP server. Refer to 4-2 Setting Login Names
and Passwords for details. If no login name is specified, the default login name of
“CONFIDENTIAL” will be used and no FTP password will be required. Any pass-
word that is set for the default login name will be ignored.

Set the password for the Unit's FTP server. Refer to 4-2 Setting Login Names
and Passwords for details.

This table contains the conversion data used to generate IP addresses from
FINS node numbers when using FINS communications. This table is ignored if
the IP address conversion method is set to automatic generation only. The con-
figuration of the IP address table is shown in the following diagram.

00 00 4dbytes | 0 - ----- 00 4 bytes
\ s \
Number FINS IP address FINS IP address
of records node node
number number

1 record (for 1 node)

32 records max.

The first two bytes specify how many records (nhodes) are stored in the table.
This is followed by a record for each node. Each record consists of an FINS node
number (2 bytes with the most significant byte always 00) and the corresponding
IP address (4 bytes). The records are repeated for the specified number of re-
cords, up to the maximum of 32 records (nodes).
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Sample Setting Display

The screen display produced by the CVSS to set the CPU Bus Unit system setup
will appear as shown in the following diagram. The display shows data input for
the settings shown in the following table.

FINS node number IP address
15 130.25.36.50
16 130.25.36.5
17 130.25.36.88

[CPU SIOU Unit System Setup]
unit# 00 ET

+ 27 [0000 0000] 00 + 37 [0000 0000] 0O
+ 28 [0000 0000] 00 + 38 [0000 0000] 00 |||~ Number of records
+ 29 [0000 0000] 00 + 39 [0000 0011] 03

[CPU SIOU Unit System Setup]

unit# 00 ET
BYTE b7 b0 HEX BYTE b7 b0 HEX
Node number a[ + 40 [0000 0000] 00 + 50 [0010 0100] 24 Jk IP Address (contd.)
+ 41 [0000 1111] OF + 51 [0000 0101] 05
IP Address — + 42 [1000 0010] 82+ 52 [0000 0000] ~ 00 ™)<~ Node Number
+ 43 [0001 1001] 19 + 53 [0001 0001] 1
[ + 44 [0010 0100] 24 + 54 [1000 0010] 82 P Address
+ 45 [0011 0010] 32 + 55 [0001 1001] 19
Node number —- + 46 [0000 0000] 00 + 56 [0010 0100] 24 ]
L+ a7 [0001 0000] 10 + 57 [0101 1000] 58
IP Address ——= [ + 48 [1000 0010] 82 + 58 [0000 0000] 00
+ 49 [0001 1001] 19 + 59 [0000 0000] 00
IP Router Table The IP router table sets how the Ethernet Unit communicates via the IP router

with nodes on other IP network segments. The configuration of the IP router
table is shown in the following diagram.

—_ - -
00 4 bytes 4 bytes | 0 ------ 4 bytes 4 bytes
e e O (U
Number IP Router IP 1P Router IP
of records network address network address
| number | number
1 record

8 records max.

The first two bytes specify how many records (up to the maximum of 8) are
stored in the table. This is followed by a record for each network segment with
which communications are to be conducted. Each record consists of the IP net-
work number (4 bytes) for another network and the IP address (4 bytes) of the
router that communications must first pass through to get to the network seg-
ment. The records are repeated for the specified number of records.

The length of the network numbers (in bytes) of the other networks to be commu-
nicated with depend on the class of the IP addresses. Although a total of four
bytes are allowed for the IP network number, set only the required number of
bytes for the network number from the start of the allocated space and fill any
remaining bytes with zeros.
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Sample Setting Display

The screen display produced by the CVSS to set the CPU Bus Unit system setup
will appear as shown in the following diagram for node A. The display shows
data input for the settings shown in the following diagram: Node A is set to com-
municate with the network with the network number 130.26 (hexadecimal:
82.1A) via the IP router with IP address 130.25.36.99 (hexadecimal:
82.19.24.63).

130.25.X.X (82.19.X.X) 130.26.X.X (82.1A.X.X)
Node A IP router Node B
130.25.36.99

(82.19.24.63)

[CPU SIOU Unit System Setup]
unit#00 ET
BYTE b7 b0 HEX BYTE b7 b0 HEX
+ 220 [0000 0000] 00 + 230 [0000 0000] 00
+221 [0000 0000] 00 +231 [0000 0000] 00
+ 222 [0000 0000] 00 +232 [0000 0000] 00 j <— Number of Records
+ 223 [0000 0000] 00 +233 [0000 0001] 01
+ 224 [0000 0000] 00 +234 [1000 0010] 82 ~ |P Network Number
+ 225 [0000 0000] 00 +235 [0001 1010] 1A
+226 [0000 0000] 00 +236 [0000 0000] 00 ]
+ 227 [0000 0000] 00 +237 [0000 0000] 00
+ 228 [0000 0000] 00 +238 [1000 0010] 82 T« Router IP Address
+229 [0000 0000] 00 +239 [0001 1001] 19
[CPU SIOU Unit System Setup]
unit#00 ET
BYTE b7 b0 HEX BYTE b7 b0 HEX
Router IP Address —» + 240 [0010 0100] 24  + 250 [0000 0000] 00
(contd.) +241 [0110 0011] 63 +252 [0000 0000] 00
+ 242 [0000 0000] 00 +252 [0000 0000] 00

2-7 CPU Bus Unit Data Areas

The Ethernet Unit is located specific words in the CPU Bus Unit Area and DM
Area of the PC to store TCP/UDP socket status information and internode test
status information. The configuration of the words allocated to the Unit in these
areas is described in this section.
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2-7-1 Allocated Words

Words are allocated to the Ethernet Unit according to the unit number of the Unit,
as shown in the following tables. Each Unit is allocated 25 words of the CPU Bus
Unit Area and 100 words of the DM Area.

CPU Bus Unit Area Unit number Allocated words Unit number Allocated words
0 ClO 1500 to CIO 1524 8 CIO 1700 to CIO 1724
1 ClO 1525 to CIO 1549 9 ClO 1725 to CIO 1749
2 ClO 1550 to CIO 1574 10 CIO 1750 to CIO 1774
3 ClO 1575 to CIO 1599 11 ClO 1775 to CIO 1799
4 ClO 1600 to CIO 1624 12 ClO 1800 to CIO 1824
5 ClO 1625 to CIO 1649 13 ClO 1825 to CIO 1849
6 ClO 1650 to CIO 1674 14 ClO 1850 to CIO 1874
7 CIO 1675 to CIO 1699 15 ClO 1875 to CIO 1899
DM Area Unit number Allocated words Unit number Allocated words
0 D2000 to D2099 8 D2800 to D2899
1 D2100 to D2199 9 D2900 to D2999
2 D2200 to D2299 10 D3000 to D3099
3 D2300 to D2399 11 D3100 to D3199
4 D2400 to D2499 12 D3200 to D3299
5 D2500 to D2599 13 D3300 to D3399
6 D2600 to D2699 14 D3400 to D3499
7 D2700 to D2799 15 D3500 to D3599

2-7-2 Area Configuration

The information contained in the CPU Bus Unit Area is described next.

CPU Bus Unit Area The status information listed below is stored in the CPU Bus Unit Area words
allocated to each Unit. The first word is calculated using the following formula:
First word = 1500 + (25 x unit number). All other words are calculated by adding
the specified offset to the address of the first word.

Offset Content
+0 (first word) Internode Test Start Bit
+1 Status of UDP socket #1
+2 Status of UDP socket #2
+3 Status of UDP socket #3
+4 Status of UDP socket #4
+5 Status of UDP socket #5
+6 Status of UDP socket #6
+7 Status of UDP socket #7
+8 Status of UDP socket #8
+9 Status of TCP socket #1
+10 Status of TCP socket #2
+11 Status of TCP socket #3
+12 Status of TCP socket #4
+13 Status of TCP socket #5
+14 Status of TCP socket #6
+15 Status of TCP socket #7
+16 Status of TCP socket #8
+17 FTP server status
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The bit configurations of each word are described next.

Internode Test Start Bit

Bit 15

+0

08 07 00

0

o,0,0j]0|0}0|jO|Oj]O0O|O|0O0|]0O]O0O]x,0

1. Starts internode test

L[ 0: Stops internode test

UDP/TCP Socket Status

BIt 15

08 07 00

X

X1 0,0, 00|00 O0]O0O]O0]O0 ] x| x| x|=x

FTP Server Status

Bit 15

B Results Storage Error Flag B Opening Flag
0: Normal 0: Open completed
1: Result storage error 1: Opening
B Open Flag B Receiving Flag
0: Not open 0: Receive completed
1: TCP connected/UDP open 1: Receiving
B Sending Flag
0: Send completed
1: Sending
B Closing Flag
0: Close completed
1: Closing
08 07 00

0

o,0,0|0|O0O|O0O|O|O0O|O0O|O0O|0]O0]|O0] x

L[ 0: FTP server on standby

1: FTP server running

DM Area (Software Switches) The information listed below is stored in the DM Area words allocated to each

Unit starting at the first word. The first word is calculated using the following for-
mula: First word = D02000 + (100 x unit number). All other words are calculated
by adding the specified offset to the address of the first word.

Offset Contents
+0 Bits 8 to 15: Bits 0 to 7:
Target network address Target node number
+1 Number of send bytes
+2 Response monitor time
+3 Test status
+4 Number of internode test runs
+5 Number of timeout errors
+6 Number of response errors
+7 Number of send errors
+8 Number of times data did not match
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Words +0 through +2 must be set when running an internode test. The set pa-
rameters and their setting ranges are shown in the following table.

Parameter

Range

Target network address

01to 7F (1 to 127 decimal)

Target node number

01 to 7E (0 to 126 decimal)

Number of send bytes

0001 to 07CC (1 to 1996 decimal)
0000 specifies the max. length of 1,996 bytes.

Response monitor time
(Unit: 0.1 s)

0001 to FFFF (1 to 65535 decimal)
0000 specifies 2 s

Note The network address used here is the address used by the FINS communica-
tions service. It is NOT the IP address network number.

The following diagram shows the bit configuration of the test status (word+3),
which indicates the results of the internode test.

Bit 15 08 07

00

+3 | x| x| x| 0| 0O0|O0O|]O0O|]0O0] 0] 0] x| x

X X X

[

: Timeout error

. Response error

. Send error

Data not matched

: Routing table error

PP PR PP

Bits

Meaning

Normal

Timeout error

Response (response code) error

Send error

Data not matched

Routing table error

PPk PrOO|O|O
P OO |k, |O|O
O|r|OFr|O|FL|O

Send parameter error

2-8 Initial Startup Procedures

. Send parameter error

The following procedures must be followed when installing and starting an
Ethernet Unit for the first time. Refer to the specified pages for details. Refer to
the CVSS Operation Manuals for details on procedures for setting the system

setup.

Note Always restart the PC after changing any system setup parameters. All settings
are stored in the CPU Unit. You must make the settings again each time you re-

place the CPU Unit.

2-8-1 Ethernet Unit

1,2, 3. 1. Set the node number and unit number switches on each Ethernet Unit in the

system. (Page 9.)

2. Set the IP address for each Ethernet Unit in the system. (Pages 9 and 22.)
3. Mount all Ethernet Units to the appropriate Racks and turn ON power to the

PCs. (Page 12.)

4. Connect a computer running the CVSS to each PC and generate 1/O tables.
(Refer to CVSS operation manuals for details.)
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2-8-2 Setting the CPU Bus Unit System Setup

This section describes how to set the system setup settings required for Ether-
net Unit operation. The General Settings must be set for any Ethernet System.
The other settings are required only if the feature indicated is going to be used.

General Settings
1,2,3... 1. Setbit 0inthe Ethernet Unit modes in the first word of the system setup to
specify if the unit number setting on the Ethernet Unit is to be used as the
host number. (Page 25.)

2. Set the IP address. Only the network number (and subnet number, if subnet-
works are being used) needs to be set if the unit number setting on the Ether-
net Unit has been enabled for use as the host number in the mode settings in
step 1. (Page 26.)

3. Set a subnet mask if subnetworks are going to be used. (Pages 24 and 26.)

Settings for FINS Communications (Using SEND(192)/RECV(193)/CMND(194))
1,2,3... 1. Setbit 4inthe Ethernet Unit modes in the first word of the system setup to

specify if the default FINS port number is to be used. (Page 25.)

2. If the default FINS port number is not to be used, set the desired port num-
ber. (Page 26.)

3. Set the IP Address Conversion method in bits 2 and 3 in the Ethernet Unit
modes in the first word of the system setup. (Page 26.)

4. If an IP address table is specified for use in IP address conversion in step 3.
(setting of “10” or “11”), input the IP address table. (Page 27.)

5. Set routing tables. If communications are to be conducted only within the
Ethernet System, set only the local routing table. (Page 41.)

or If communications are to be conducted with other OMRON networks (e.g.,
other Ethernet network, SYSMAC NET networks, or SYSMAC LINK net-
works), set both local and relay routing tables. (Page 41.)

Settings for Socket Services
Set a local routing table. (Page 41.)

Settings for FTP Server Services
Set a login name and password if a login name other than the default (CONFI-
DENTIAL) is to be used. (Page 27.)

Settings for Communications with Other Network Segments via IP Routers
Set the IP router table (Pages 28 and 40.)
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SECTION 3
FINS Communications Service

This section provides information on communicating on Ethernet Systems and interconnected networks using FINS com-
mands. The information provided in the section deals only with FINS communications in reference to Ethernet Units. Refer to
the FINS Command Reference Manual for details on FINS commands for other Units and networks.

FINS commands issued from a PC are sent viathe SEND(192), RECV (193), and CMND(194) instructions programmed into
the user ladder-diagram program. Although an outline of these instructions is provided in this section, refer to the CV-series
PC Operation Manual: Ladder Diagrams for further details on ladder-diagram programming.
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3-1

Introduction

The FINS communications service was developed by OMRON for its factory au-
tomation networks. FINS communications allow PCs on these networks to be
controlled by reading or writing memory area data without the need to program
these operations into the PC user program.

FINS communications use a unique set of addresses which differ from the ad-
dress system of the Ethernet network. This different addressing system was im-
plemented to provide a consistent communications method that can be used re-
gardless of whether the PC at the target node is on an Ethernet network or is on
another FA network, such as a SYSMAC NET or SYSMAC LINK network.

UDP/IP Communications Communications Units that support FINS communications provide the FINS

communications service through the features of the individual networks. Ether-
net Units provide the FINS communications service via UDP/IP ports. There-
fore, when a host computer communicates with a PC, for example, it is able to
read or write the PC memory data and control the PC simply by sending a data-
gram containing the FINS commands to the UDP port for FINS communications
with the Ethernet Unit.

A datagram is the unit of data handled by UDP/IP communications through the
port specified for UDP communications. A communications service using UDP/
IP normally allocates uniqgue communications ports to run the service.

The basic flow of an FINS command (and the response to it) is shown in the fol-
lowing diagram.

Host computer

‘ Datagram (FINS command)

I
l
Datagram (FINS response) ‘ T

Ethernet Unit

PC

Note The UDP/IP protocol does not provide communications control to ensure com-
munications reliability. Consequently, the FINS communications services using
the UDP/IP protocols cannot guarantee that any message arrived safely and un-
altered at the destination. Methods to ensure reliability must be programmed
into the user application, e.g., programming reties and appropriate processing
of FINS responses.

Frame Format Datagrams of the following format are sent and received during FINS commu-
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Section 3-2

3-2 Address Conversion

()

Nodes are specified by IP addresses for Ethernet communications, whereas the
FINS node numbers are used for FINS communications. Therefore, the Ether-
net Unit must be able to convert between IP addresses and FINS node numbers.

The following procedure is used to transfer datagrams when an FINS command
is sent from node A on an Ethernet network to node B on another network, as
shown in the diagram following the procedure.

Note Referto 2-6 Ethernet Unit System Setup for details about setting the conversion
method.

1,2 3.

1. The Ethernet Unit on the middle PC receives the Ethernet message (data-

gram) sent from host A, saves the FINS message only, and disposes of the
unneeded header information.

. The FINS message is then delivered to the destination node, node B, by us-
ing routing tables.

. The destination node returns a response for the FINS command it received.
This response is delivered to the Ethernet Unit on the middle PC, again by
using routing tables.

. The FINS response received by the Ethernet Unit contains the FINS node
number of the remote node (host computer) but no IP address, which is re-
quired to return the response over the Ethernet network.

Without the IP address, the response cannot be delivered to the remote
node, and that is where address conversion comes in. To achieve this, the
Ethernet Unit uses one of the conversion methods described next to convert
the addresses. Which of the conversion methods is used is set by the user in
the CPU Bus Unit system setup.

A Host computer
Ethernet header Ethernet header Ethernet network
IP/UDP header, FINS header t IP/UDP header, FINS header @)
/77BN /////7
Command | Response
PC —
Ethernet Unit ——
(2) FINS header ! FINS header ®)
‘ ‘ ‘ ‘ ‘ ‘ SYSMAC NET or
SYSMAC LINK
Command | Response network
PC
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3-2-1 Automatic Address Generation

Automatic address generation converts addresses using the FINS node number
as the host number of the IP address. The IP address of the target node is thus
calculated from a logical AND between local Ethernet Unit's IP address and sub-
net mask, to which is added the FINS node number of the target node:

IP address of target node =
(local IP address AND subnet mask) + FINS node number of target node

Example
The IP address is calculated for the node using the following settings:
Local IP address: 130.25.36.8 (decimal)
Subnet mask: FF.FF.FF.00 (hexadecimal)
FINS node number: 5
130.25.36. 8 Local IP address
AND FF. FF. FF. 00 Subnet mask
130. 25. 36. 00
+ 05 FINS node number
130. 25. 36. 05 IP address

Host computer (130.25.36.5)
Node number 5

IP network seg-
ment on Ethernet
network
L[] !
Send to IP address 130.25.36.5
Ethernet Unit
(130.25.36.8)

‘ ‘ ‘ t SYSMAC NET or
Response for FINS node ﬁ;?v'(\:rlA(C LINK
number 5 on Ethernet
network ]

Note Before using the automatic generation method to convert IP addresses, the
Ethernet network must be configured so that the host number of the IP address
of each node in the network matches the FINS node number. The setting range
of the FINS node numbers is from 1 to 126, so that the host numbers of the IP
addresses of the Ethernet Units must also fall within this range.

e Example 1
The IP address for FINS node number 75 on a network with network num-
ber 130.25.??.?? (subnet mask: FFFF0000) is 130.25.0.75.

e Example 2
The IP address for FINS node number 75 on a network with network num-
ber 130.25.40.?? (subnet mask: FFFFFF0O) is 130.25.40.75.
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3-2-2 |IP Address Table

An |IP address table can be used to convert between FINS node numbers and IP
addresses. The IP address table is set from a Programming Device, such as the
CVSS. Refer to 2-6 Ethernet Unit System Setup for detalils.

Example
We'll consider the IP address table for the following record in the IP address
table.

FINS node number: 11
IP address: 150.31.2.83

For this setting, an FINS message for FINS node #11 will be sent to the node at
IP address 150.31.2.83.

3-2-3 Combined Addresses Conversion

Both automatic generation and use of an IP address table can be specified to-
gether. In this case, the IP address table is accessed first and if the required
node number is not contained in the table, the IP address is calculated using au-
tomatic generation.

3-3 FINS UDP Port Number

Note

3-4 Internetwork

3-4-1 PC Gateways

The default value for the UDP port number used by the FINS communications is
9600 (decimal). This UDP port number can be changed in the system setup.

A datagram received at this port is processed as an FINS communications mes-
sage. Also, when sending data with the SEND(192)/RECV(193) instructions
from the PC or when relaying an FINS message received from another network,
the data is sent from this port to the destination port using the same port number.
Therefore, set the UDP port number of all nodes (Ethernet Units) using FINS
communications on the Ethernet network to the same FINS UDP port number.
FINS communications is not possible between two nodes with different FINS
UDP port numbers.

1. FINS communications are not possible if an FINS message is received from
a UDP port not specified for FINS communications.

2. The FINS UDP port number cannot be set to zero. If zero is set, the default
value of 9600 will be used.

Connections

Multiple networks can be interconnected via a PC or IP router to allow commu-
nications between nodes on remote networks.

Mounting multiple Communications Units (which include the Ethernet Unit) on a
PC permits FINS communications service to operate between nodes on an
Ethernet networks and node on other types of FA networks. A PC that belongs to
two networks and can thus function as an interface between them is called a PC
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gateway. Nodes on two different networks interconnected using a PC gateway
can communicate only by using the FINS communications service.

PC (gateway) PS: Power Supply Unit

SLK: SYSMAC LINK Unit

SNT: SYSMAC NET Link Unit

P ETN: Ethernet Unit

RM: SYSMAC BUS/2 Remote I/O Master Unit

Z-4m
420
Z-m
x<rrm
<
(e N @]
(7]

I

SYSMAC BUS/2

Ethernet network 1 SYSMAC LINK network

SYSMAC NET network Ethernet network 2

Note 1. The PC gateway is provided using the FINS commands for the FINS com-
munications service only. PC gateways cannot be used for the socket ser-
vice.

2. A maximum data length of 2 Kbytes is possible for communications between
Ethernet and SYSMAC NET networks, but the length is restricted to 552 by-
tes for communications between Ethernet and SYSMAC LINK or SYSMAC
BUS/2 networks.

3. The maximum FINS message length that can be handled by an Ethernet
Unit, including the FINS header, is 2,002 bytes.

3-4-2 Ethernet Connections Via IP Routers

Two Ethernet networks can be connected together via an IP router. Nodes on
two network segments connected via an IP router can communicate with each
other using all of the features provided by the Ethernet Unit. The FINS commu-
nications service is also possible between nodes on two networks connected via
an IP router, and for the purpose of FINS communications, these two networks
are actually considered as one network level and are set to the same FINS net-
work address.

Host computer Host computer Host computer

Host computer PC IP router PC PC

Ethernet network 1 Ethernet network 2

Note Setthe same FINS network address for all Ethernet networks connected via IP
routers (but, the network number and/or subnet number in the IP address will be
different). For example, all PCs (Ethernet Units) in the diagram above must have
the same FINS network address (i.e., same network level) to enable FINS com-
munications on the same network level.

IP Router Table To communicate between nodes on interconnected networks, IP router tables
must be set in the Ethernet Units. Refer to 2-6 Ethernet Unit System Setup for
details.

Broadcasting is not possible between two Ethernet networks connected by an IP
router, such as the two shown in the above diagram.
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3-5 Routing Tables

Local Network Tables

Relay Network Tables

Routing tables must be set in the PC to use SEND(192), RECV(193), or
CMND(194) or to otherwise exchange data between two networks. The routing
tables defines the data transmission path between the local network and remote
networks.

There are two kinds of routing tables, local network tables and relay network
tables.

A local network table provides the network address and corresponding unit
number for each Ethernet Unit, SYSMAC NET Link Unit, or SYSMAC LINK Unit
that is mounted to the PC. You can set up to 16 local networks for a single PC.
Table entries are not necessary for SYSMAC BUS/2 Remote I/O Systems.

A relay network table provides the transmission path from the local network to
the designated network. There can be up to 20 entries in a relay network table for
a single PC. You need not set a relay network table if there will be no data ex-
changes with remote networks.

3-5-1 Setting Routing Tables

Note

Routing tables can be set from a computer on the network or from a CV-series
PC by sending a PARAMETER AREA WRITE command from a node that sup-
ports it. For details, refer to FINS Command Reference Manual for details on the
PARAMETER AREA WRITE command.

The routing tables can also be set using CVSS. Refer to the CVSS Operation
Manual: Online for details.

After you set the routing tables with PARAMETER AREA WRITE, be sure to re-
start the PC. You do not need to restart the PC if you have set the routing tables
with CVSS because CVSS automatically resets the PC.

3-5-2 Local Network Tables

Setting Data

Note

A local network table consists of a list of unit numbers and the corresponding
network addresses for all local networks. If a single PC is mounted with more
than one Ethernet Unit, SYSMAC NET Link Unit and/or SYSMAC LINK Unit, the
local network table will need to list the corresponding network for each Unit.

The SYSMAC BUS/2 Remote I/0 System does not have a network address and
is not registered in local network tables.

Set the following data for each Unit.

Item Range Contents

Local network address 1to 127 The address of the network to which the
Ethernet Unit, SYSMAC NET Link, or
SYSMAC LINK Unit belongs

CPU Bus Unit unit number Oto 15 The unit number of the Ethernet Unit,
SYSMAC NET Link Unit, or SYSMAC
LINK Unit
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The local network table setting display will appear on the CVSS as follows:

[ Local Network Table 1

#t Loc siou 1 Loc stol
Netwk | unit # Netwk | unit &

881 o8 9
18
11
12
13
14
15
16

OO 1O Olds W N —

3-5-3 Relay Network Tables

To exchange data between two networks, you must set a relay network table that
specifies the data transmission path for remote networks. You can register up to
20 destination networks.

Setting Data Data transmission paths include the following.
Item Range Contents
Destination 1to 127 The network address of the
network designated node
Relay network | 1to 127 The address of the network through
which the destination network can be
reached
Relay node Ethernet Units or The address of the node on the relay
SYSMAC NET Link Units: | network through which the
1to 126 destination network can be reached
SYSMAC LINK Units:
1to 62

The relay network table setting display will appear on the CVSS as shown below.
[ Relay Network Table ]

#t End Relay g End Relay
Netwk| PC ID Netwk node Netwk| PC ID Netwk node

po2 ga1 | 0@l 1
12
13
14
15
16
17
18
19
20

SO0 -A0 0T WD

—

Each node can be assigned a unique PC name (PC ID). If a node has a PC name
(the name of the PC on the node), you need not designate the network address
or node number. For details, refer to the CVSS Operation Manual: Online.
Note 1. You must set a relay network table that will not conflict with the local network
table or a routing table error will result.

2. Each network in the entire interconnected system must have a unique ad-

dress.
3-5-4 Routing Table Examples
Local Network Table with The following illustration shows an example of routing table settings for a single
More Than One Unit PC mounted with more than one Unit. The PC shown here belongs to three net-
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SYSMAC LINK System

Network address A

PC (gateway)

Three Connected Networks

works that require routing tables, and there are thus two entires in the local net-
work table. The SYSMAC BUS/2 System does not have a network address and
is not registered on the local network table. Here, letters are used to indicate net-
work addresses and unit numbers in stead of the normal values.

Ethernet System
Network address B

SYSMAC NET Link System
Network address C

| SYSMAC BUS/2 Remote 1/O System

((
))

SLK

ETN |SNT | RM

BSC |CPU | PS

((
))

Unit number a J

Unit number b
Unit number ¢
Unit number d
Unit number e

PS:
CPU:
ETN;
SNT:
SLK:
RM:
BSC:

Power Supply Unit

CPU
Ethernet Unit

SYSMAC NET Link Unit

SYSMAC LINK Unit

SYSMAC BUS/2 Remote I/O Master

Basic Unit

Local Network Table

No. Loc SIoU
Netwk unit #
1 A (a)
2 B (b)
3 C (c)

The following shows an example of routing table setting with three networks con-
nected to one another. Take a look at the relay network table for PC 3. When
network A is the destination network for PC 3, B is the relay network and c is the
relay node. When network C is the destination network, B is the relay network
and e is the relay node.

Network
address A

Network

address B |

Network
address C

3-6 Unit Addresses

Unit addresses are used to designate the actual Units that are to participate in
FINS communications. Unit addresses are required because communications
are possible with more than one Unit at each node.

PC1

Node number ¢

PC3

Node number f

PC 5

Node number g

Relay Network Tables

No. End Relay
Netwk PCID Netwk node
1 B A b
2 C A b
No. End Relay
Netwk PCID Netwk node
1 C ‘ B e
No. End Relay
Netwk PC ID Netwk node
1 A B c
2 C B e
No. End Relay
Netwk PCID Netwk node
1 A ‘ B c
No. End Relay
Netwk PC ID Netwk node
1 A C f
2 B C f

43



Unit Addresses Section 3-6

When a network node is occupied by a PC, communications are possible with
the PC’s CPU or with a CPU Bus Unit mounted to the PC. The unit addresses
used to distinguish between these are given in the following table.

Destination Unit address
PC's CPU 00
CPU Bus Units (see note 1) 10 + unit number or FE (see note 2)
SYSMAC BUS/2 Group-2 Slave $90 to $CF:
(Sclgyergsamds cannot be sent to Group-1 Unit number+90+10xMaster address

Note 1. Communications are possible with the following CPU Bus Units: Ethernet
Units, SYSMAC NET Link Units, SYSMAC LINK Units, SYSMAC BUS/2
Units, Personal Computer Units, and BASIC Units.

2. FE is used for Ethernet, SYSMAC NET Link, and SYSMAC LINK Units to
specify the Unit actually connecting the destination node to the network and
can be used to communicate with such Units without having to worry about
unit addresses.

3. Ranges are as follows:

Unit numbers: Oto F(0to 15)
Master addresses: 0to3(0to 3)

When a network node is occupied by an IBM PC/AT or compatible connected via
a SYSMAC LINK Support Board, the unit addresses given in the following table

are used.
Destination Unit address
User application on the computer 01
SYSMAC LINK Support Board 10 or FE (see note 1)

Note 1. The unit number of the SYSMAC LINK Support Board is fixed at 0, i.e., “10”
is 10 plus the unit number. FE is used to specify the Unit actually connecting
the destination node to the network, i.e., the SYSMAC LINK Support Board,
without regard to the unit number.

2. User applications must be written to return responses if desired or com-
mands must be set without requests for responses.

There are no specific restrictions to unit addresses for FINS communications
with host computers. Be sure to use unique unit addresses on each network.
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3-7 PC-originating Commands

3-7-1

FINS commands can be sent from the user’s ladder-diagram program in the PC
by using the SEND(192), RECV(193), and CMND(194) instructions.

Communications Specifications

The PC’s communications specifications are given in the following table.

Item

Specifications

Destination

1:1 SEND(192), RECV(193), CMND(194) instructions
1:N SEND(192), CMND(194) instructions (broadcasting)
There will be no response from the nodes for broadcasting.

N is 126 max. in SYSMAC NET Link Systems; 62 max. in SYSMAC LINK Systems.

Data length

SEND(192): 990 words (1,980 bytes) max. (broadcasting: 727 words)
RECV(193): 990 words (1,980 bytes) max.
CMND(194): 1,990 bytes max. after command code (broadcasting: 1,462 bytes)

Contents of transmission

SEND(192): Instruction requesting the destination node to receive data
RECV(193): Instruction requesting the destination node to send data
CMND(194): Any available FINS commands

Communications port number

Ports 0 to 7 (8 transmissions can occur simultaneously)

Response monitor time

0000: 2 s (default)
0001 to FFFF: 0.1 to 6,553.5 s in 0.1-s increments (specified by user)

Number of retries

0 to 15 times

Note

3-7-2 Data Areas

Note

The maximum data length is limited to 512 bytes for data exchange between the
PC and SYSMAC LINK Systems or the PC and SYSMAC BUS/2 Remote I/O
Systems.

The available data areas and words for data exchange using the SEND(192)
and RECV(193) instructions vary with the CV-series PC model as follows:

Data area CV1000/CVv2000/ CV500/CVM1-CPUO1-E
CVM1-CPU11-E
CIO Area 0000 to 2555

Auxiliary Area AO000 to A511

CPU Bus Link Area G000 to G255

DM Area D00000 to D24575 D00000 to D08191
EM Area E00000 to E32765 (8 banks) | ---

Timer Area TO00O to T1023 TO00O to TO511
Counter Area C0000 to C1023 C0000 to C0511

1. Areas other than those listed above must not be used.

2. G000 to G007 and A256 to A511 are read-only.

3. The EM Area is available only when you mount the Expansion Memory Unit
to the PC. Up to 8 banks (32 K words per bank) can be used (the number of

available banks varies with the model of the Expansion Memory Unit). For
details, refer to the CV-series PC Operation Manual: Ladder Diagrams.

3-7-3 Communications Ports

Timing

When you have executed the SEND(192), RECV(193), or CMND(194) instruc-
tion, the status information of the instruction for each communications port is
held in the Auxiliary Area of the PC. Using this status information, the PC can
adjust the execution timing of the SEND(192), RECV(193), and CMND(194) in-
structions while the user’s program is running.

You can use eight communications ports simultaneously to execute the
SEND(192), RECV(193), and/or CMND(194) instructions. You cannot, howev-
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er, execute more than one instruction per port at the same time. If you want to
execute more than one instruction in sequence at the same port, use network
communications Enabled Flags to be sure that only one instruction is being ex-
ecuted for each port at any one time. Network communications Enabled Flags
are contained in the status data.

Status Data The following table shows the configuration of the status data in the Auxiliary
Area.
Word Bit 15t0 8 Bit7to 0
A502 | Execute Error Flags Enabled Flags

A503 | Completion code for port 0
A504 | Completion code for port 1
A505 | Completion code for port 2
A506 | Completion code for port 3
A507 | Completion code for port 4
A508 | Completion code for port 5
A509 | Completion code for port 6
A510 | Completion code for port 7

Enabled Flags (A502) Each bit in word A502 corresponds to a port, as shown below. A port is available
for instruction execution if its Enabled Flag is ON (1).

0 (OFF): Executing
1 (ON): Not executing

Execute Error Flags Each bit in word A502 corresponds to a port as shown below. The ON/OFF con-
(A502) dition of the bits will be retained until execution of the next instruction.

Bit 15 14 13 12 11 10 9 8

0 (OFF): Executed without error
1 (ON): Error occurs

Completion Codes The status after execution of an instruction will be shown by a completion code.

(A503 to A510) The completion code will be retained until the PC executes the next instruction
for that port. The completion code is 0000 while an instruction is being executed.
There is no difference in content between completion codes and response
codes. For details, refer to Section 9 Troubleshooting.
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Flag Timing The following timing chart shows the timing of the Enabled Flag, Execute Error
Flag, and Completion Code. In this example, two instructions are executed at
port 0 and there was an error when instruction 1 was being executed.

Instructionl Instruction 2

i !

Execution possible Executing Execution possible Executing Execution possible

Network communication
Enabled Flag (port 0)

1
Network communication ‘ Instruction 1
Error Flag (port 0) execution error

Network communication Completion code for the: 0000
completion code (port 0) previous instruction. ‘

Completion code

Completion code ‘
! for instruction 2

' for instruction 1

1 i t {

Reception of Completion Reception of Completion
instruction of execution instruction of execution

Caution Be sure to confirm that the Execution Enabled Flag has turned back ON follow-
ing communications before changing the contents of data that is being sent. It
will not be possible to determine what data was sent if the send data is changed
during a transmission.

Execute Error Flag and The following will cause the Execute Error Flag to turn ON and/or will be re-
Completion Codes with corded as the completion code when the CMND(194) instruction is executed.
CMND(194)
1,2, 3. 1. A response time-out error.
2. The number of transmission data bytes exceeding the maximum permissi-
ble range.

3. The number of response data bytes exceeding the number of reception data
bytes requested (in this case, no response will be recorded).

Errors other than the above will be output as the response code and will not be
recorded as completion codes.

3-8 Using SEND(192)/RECV(193)/CMND(194)
3-8-1 NETWORK SEND Instruction — SEND(192)

The SEND(192) instruction allows a PC to write data to the memory of a device
located at a node on a local or remote network.

Format The format of the SEND(192) instruction is as follows:
Ladder Symbol Operand Data Areas
(192) S: 15t source word CIO, G, A, T, C, DM, DR*, IR*

—LSEND S D cl

D: 1St destination word CIO, G, A, T, C, DM, DR*, IR*
Variations

C: 15t control word ClO, G, A, T, C, DM, DR?*, IR*
T SEND(192)

*Indirect addressing only

Control Data Set the destination node number to $FF to broadcast the data to all nodes in the
designated network or to $00 to send to a destination within the node of the PC
executing the send.
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Using SEND(192)/RECV(193)/CMND(194) Section 3-8
Word Bits 00 to 07 Bits 08 to 15
C Number of words (1 to 990 in 4-digit hexadecimal, i.e., $0001 to $03DE)
C+1 Destination network address Bits 08 to 15: Set to 0.
(1to 127, i.e., $01 to $7F)
C+2 Destination unit address Destination node number
C+3 Bits 00 to 03: Bits 08 to 10:
No. of retries (0 to 15 in Communications
hexadecimal, port number ($0 to $7)
i.e., $0 to $F) Bit 11 to 14: Setto O.
Bits 04 to 07: Bit 15: Response Request Bit
Set to 0. ON: Don't request
response
OFF: Request response
C+4 Response monitor time ( $0001 to $FFFF = 0.1 to 6553.5 seconds)

48

Note Transmissions cannot be sent to the PC executing the send.

1,2 3.

1. Number of Words

Set the total number of words to be transferred.

. Destination Network Address

Set the destination network address. Do not set 00 to designate the local
network; this is not possible with an Ethernet Unit.

. Destination Node Number

Set the destination node number to FF for broadcasting within the local net-
work. Set to 00 for transmission to a device at the local PC.

. Destination Unit Address

Set the destination unit address to 00 if the destination is a PC. If the destina-
tion is a user application on an IBM PC/AT-compatible computer, the unit ad-
dress will depend on the board. Refer to documentation for the board being
addressed. For a CPU Bus Unit, add 10 to the unit number (0 to F) so that the
destination unit address is from 10 to 1F.

Destination Address (hexadecimal)
PC (CPU) 00
NSB, NSU See documentation for NSB or NSU.
CPU Bus Unit Unit no. + 10 (10 to 1F for Unit O to F (O to 15))

. Response Request Bit (Bit 15 of C+3)

Usually set this bit to OFF (0: Request response). If you do not need any
response, set the bit to ON (1: Don’t request response).

. Communications Port No.

Set the communications port number that the SEND(192) instruction will be
sent from.

. Number of Retries

Set the number of retries for unsuccessful transmissions. You can set the
number between 1 to 15.

. Response Monitor Time (Unit: 0.1 S)

Designates the length of time that the PC retries transmission when bit 15 of
C+3is OFF and no response is received. The default value is $0000, which
indicates 2 seconds. The response function is not used when the destina-
tion node number is set to $FF, broadcasting to all nodes in the network.
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Range of Control Data

The permissible ranges of control data to be set are as follows:

Item

Value

Number of words (see note 1.)

0001 to 03DE (1 to 990 words)

Destination network address

01 to 7F: Destination network address

Destination node number

00: Transmission within local PC

01 to 7E: Destination node number (1 to 126) (Ethernet or SYSMAC NET)
01 to 3E: Destination node number (1 to 62) (SYSMAC LINK)

FF: Broadcasting

Destination unit address (see note 2.)

00: PC
10 to 1F: CPU Bus Unit (unit numbers 0 to F, respectively)

Response request bit

0 (OFF): Request response
1 (ON): Don't request response

Communications port number

0to7(0to7)

Number of retries

Oto F (0 to 15)

Section 3-8

Response monitor time 0000: 2 s (default)

0001 to FFFF: 0.1 to 6,553.5 s with 0.1-s increments (set by the user)

1. A maximum of 727 words can be sent for broadcasts.

2. Refer to documentation for the board being addressed if the destination is a
user application on an IBM PC/AT-compatible computer.

Note

3-8-2 NETWORK RECEIVE Instruction — RECV(193)
The RECV(193) instruction enables the local node to write to its memory data
from a node either on a local or remote network.

Format The format of the RECV(193) instruction is as follows:

Ladder Symbol
(193)

—RECVY S D

Operand Data Areas

S: 1St source word ClO, G, A, T, C, DM, DR?*, IR*

c]

D: 1St destination word CIO, G, A, T, C, DM, DR*, IR*
Variations

T RECV(193)

C: 15t control word ClO, G, A, T, C, DM, DR?*, IR*

*Indirect addressing only

Set the source node number to $00 to send data within the PC executing the
instruction.

Note The source is the node that sends data as a result of executing RECV(193), i.e.,
the node to which RECV(193) is being sent.

Control Data

Word Bits 00 to 07 ‘ Bits 08 to 15
C Number of words (1 to 990 in 4-digit hexadecimal, i.e., $0001 to $03DE)
C+1 Source network address Bits 08 to 15: Set to 0.
(1to 127, i.e., $01 to $7F)
C+2 Source unit address Source node number
C+3 Bits 00 to 03: Bits 08 to 10:
No. of retries (0 to 15 in Communications port
hexadecimal, number ($0 to $7)
i.e., $0 to $F) Bit 11 to 15: Setto 0.
Bits 04 to 07:
Setto 0.
C+4 Response monitor time ( $0001 to $FFFF = 0.1 to 6553.5 seconds)

1. Number of Words
Set the total number of words to be transferred.

2. Source Network Address
Set the source network address. Do not set 00 to designate the local net-
work; this is not possible with an Ethernet Unit.

1,2 3.
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Range of Control Data

3. Source Node Number

Set the source node number to 00 for transmission to devices at the local
PC.

. Source Unit Address

Set the source unit address to 00 if the source is a PC. If it is a user applica-
tion on the IBM PC/AT or compatible computer, the unit address will depend
on the board. Refer to documentation for the board being addressed. For a
CPU Bus Unit, add 10 to the unit number (0 to F) so that the destination unit
address is from 10 to 1F.

Destination Address (hexadecimal)
PC (CPU) 00
NSB, NSU See documentation for NSB or NSU.
CPU Bus Unit Unit no. + 10 (10 to 1F for Unit 0 to F (0 to 15))

. Communications Port Number

Set the communications port number that the RECV(193) instruction will be
sent to.

. Number of Retries

Set the number of retries for unsuccessful transmissions. You can set the
number between 1 to 15.

. Response Monitor Time

Designates the length of time that the PC retries transmission when bit 15 of
C+3 is OFF and no response is received. The default value is $0000, which
indicates 2 seconds.

The permissible ranges of control data to be set are as follows:

Note For RECV(193), the source is the node that will be sending data in response to

the command, i.e., the node that is the source of the data being transferred as a
result of executing RECV(193). The source is thus the node to which
RECV(193) is being sent.

Item

Value

Number of words

0001 to 03DE (1 to 990 words)

Source network address

01 to 7F: Address of the network from which data is being requested (source)

Source node number

00: Transmission within local PC

01 to 7E: Source node number (1 to 126) (Ethernet or SYSMAC NET)
01 to 3E: Source node number (1 to 62) (SYSMAC LINK)

FF: Broadcasting

Source unit address (see note)

00: PC
10 to 1F: CPU Bus Unit (for unit numbers O to F, respectively)

Communications port number

Oto7(0to7)

Number of retries

Oto F (0to 15)

Response monitor time

0000: 2 s (default)

0001 to FFFF: 0.1 to 6,553.5 s in 0.1-s increments (set by the user)

Note Refer to documentation for the board being addressed if the destination is a user
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3-8-3 DELIVER COMMAND Instruction — CMND(194)

The CMND(194) instruction can be used to send any available FINS command
to a desired node.

Format The format of the CMND(194) instruction is as follows:
Ladder Symbol Operand Data Areas
(194) S: 1st command word  CIO, G, A, T, C, DM, DR*, IR*
—{CMND S D cl

D: 1stresponse word ClO, G, A, T, C, DM, DR?*, IR*
Variations
T CMND(194)

C: 15t control word ClO, G, A, T, C, DM, DR?*, IR*

*Indirect addressing only

The CMND(194) instruction transmits a command beginning at word S to the
designated Unit at the destination node number in the designated network and
receives the response beginning at word D.

Control Data The control words, beginning with C, specify the number of bytes of control data
to be sent, the number of bytes of response data to be received, the destination
node, and other parameters.

Word Bits 00 to 07 | Bits 08 to 15
C Number of bytes to send (2 to 1,990, i.e., $0002 to $07C6)
C+1 Number of bytes to receive (2 to 1,990, i.e., $0002 to $07C6)
C+2 Destination network address Bits 08 to 15: Set to 0.
(1to 127, i.e., $01 to $7F)
C+3 Destination unit address Destination node number
C+4 Bits 00 to 03: Bits 08 to 10:
No. of retries (0 to 15 in Communications port
hexadecimal, number ($0 to $7)
i.e., $0 to $F) Bit 11 to 14: Set to O.
Bits 04 to 07: Bit 15: Response Request Bit
Set to 0. ON: Don't request
response
OFF: Request response
C+5 Response monitoring time ( $0001 to $FFFF = 0.1 to 6553.5 seconds)

1,2, 3... 1. Number of Bytes to Send
Set the total number of bytes of command data (including the command
code) stored at the first command and following words of the command
block.
2. Number of Bytes to Receive
Set the total number of bytes of response data (including the response
code) to be stored at the first response and following words of the response
block.

Note Maximum number of bytes that can be sent or received is as follows:

System Max. number of bytes
Ethernet or SYSMAC NET Link $07C6 (1,990)
SYSMAC LINK $021E (542)
SYSMAC BUS/2 $021E (542)

3. Destination Network Address
Set the destination network address. Do not set 00 to designate the local
network; this is not possible with an Ethernet Unit.

4. Destination Node Number
Set the destination node number to FF for broadcasting within the local net-
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work. Set to 00 for transmission to a device at the local PC. The destination
node number can have the following values:

Possible values
$01 to $7E (nodes 1 to 126)
$01 to $3E (nodes 1 to 62)
$FF
$00

System/type of transmission
Ethernet or SYSMAC NET Link System
SYSMAC LINK System
Broadcast to all nodes in network
Transmit within the PC

. Destination Unit Address

Set the destination unit address as follows:

Destination Designation (hexadecimal)
PC (CPU) 00
NSB, NSU See documentation for NSB or NSU.
SYSMAC NET Link Unit FE
CPU Bus Unit Unit no. + 10 (10 to 1F for Unit 0 to F (0 to 15))

. Response Request Bit

Usually set this bit to OFF (0: Request response). If no response is required,
set the bit to ON (1: Don’t request response).

. Communications Port Number

Set the communications port number that the CMND(194) instruction will be
sent to.

. Number of Retries

Set the number of retries for unsuccessful transmissions. You can set the
number between 1 to 15.

. Response Monitor Time (Unit: 0.1 S)

Designates the length of time that the PC retries transmission when bit 15 of
C+3 is OFF and no response is received. The default value is $0000, which
indicates 2 seconds.

Note If more than the number of bytes to receive is received, no response will be
stored. If fewer bytes are received, the response data will be stored and the un-
used memory area of the PC will remain unchanged.

Range of Control Data

The permissible ranges of control data are as follows:

Item

Value

Number of bytes to send
(see note 1.)

0002 to 07C6 (2 to 1,990 bytes) (after FINS command code)

Number of bytes to receive

0002 to 07C6 (2 to 1,990 bytes)

Destination network address

01 to 7F: Destination network address

Destination node number

00:
0l to 7E:
01 to 3E:
FF:

Transmission within local PC

Destination node number (1 to 126) (SYSMAC NET)
Destination node number (1 to 62) (SYSMAC LINK)
Broadcasting

Destination unit address (see note 2.)

00:
10 to 1F:

PC
CPU Bus Unit (unit number: 0 to F, respectively)

Response request bit (see note 3.)

0 (OFF): Request response
1 (ON): Don't request response

Communications port number

0to7(0to7)

Number of retries

Oto F (0to 15)

Response monitor time

0000: 2 s (default)
0001 to FFFF: 0.1 to 6,553.5 s with 0.1-s increments (set by the user)

Note

1. A maximum of 1,462 bytes can be sent for broadcasts.

2. Refer to documentation for the board being addressed if the destination is a
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3. In the case of broadcasting, set the Response request bit to ON (1: Don't
request response).

Command Format The command stored beginning at word S (specified in instruction) must be in
the following format. The text can be up to 1,988 bytes long.

]

Command Text
code
Response Format The response returned for the command and stored beginning at word D (speci-
fied in instruction) will be in the following format. The text can be up to 1,986 by-
tes long.
\ \ T
1 i
Command Response Text
code code

3-8-4 Program Example

The following program example shows use of the SEND(192) and RECV(193)
instructions. Remember, you must be sure that only one communications pro-
cess is being executed simultaneously for each port.
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Conditions for execution

0000 A502 0128 The SEND(192) program section will run when 000000
00 07 02 (011) is ON, provided that the Enabled Flag for port 4 is ON
— [ KEEP 012800 — and the RECV(193) instruction is not being executed.
Bit 012800 is ON while the SEND(192) instruction is
0128 being executed, and it goes OFF when the execution of

the instruction has been completed.

|
ml . . :
The control data is set in consecutive words starting
from D0000O0 as shown in the following table.

0128
00 or Word | Content Meani
— | [ TMOV  #000A D00000 |— or onten eaning
(030) .
[ TMOV #0001 D000O1 ] D00000 | 00 | OA| Number of words: 10
(030) D00001 |00 ' 01| Destination network address: 1
[ TMOV #0300 D00002 }——
D00002 |03 ' 00| Destination node number: 3
(050 ! Destination unit address: 0 (PC)
[ TMOV #0405 D00003 }— | estina :
. (030) D00003 | 04 . 05| Communications port no.: 4
{ TMOV #0000 D00004 | ‘ Number of retries: 5
040 ‘
— T(XFE)R #0010 0100 Dooo10 |— |D00004 |00 00| Response monitor time: 2s (default)
192 .
E— 1§SE[\)jD D00010  D00020 DOo0o0 | The 10 words of data starting from 0100 are transferred
to words starting at D00010.

0128 A502 The 10 words of data starting from D00010 on the local
00 04 (013) PC are sent to D00020 and following words on the PC
— {f [DIFU 012801 |—— with a unit address of 0, node number of 3, and network

address of 1 (as specified in control data).
0128 AS02 0002 Sending is finished when the Port Enable Flag for port
#4 (A50204) comes ON to turn ON bit 012801.
—— O ey

Bit 000200 is turned ON to indicate an error if the Port
Execution Error Flag for port #4 (A50212) turns ON.

Conditions for execution The RECV(193) program will run when 000001 is ON,
0000 A502 0128 provided that the Enabled Flag for port 4 is ON and the
o1 04 00 (011) SEND(192) instruction is not being executed.

\ [ | [KEEP 012802 —
il - Bit 012802 is ON while the RECV(193) instruction is
being executed, and it goes OFF when the execution of

0128 the instruction has been completed.
— | The control data is set in consecutive words starting
from D00100 as shown in the following table.
0128 030) Word | Content Meaning
‘ [ TMOV  #000A D00100 |—
ml - D00100 | 00  OA|Number of words: 10

030) ‘
[%MOV #0001 D00101 }— | DOO101 |00 . 01| Destination network address: 1

[T‘%’%, #0400 D00102 ] D00102 | 04 : 00 | Destination node number: 04

! Destination Unit address: 0

(030)
[ TMOV #0405 D00103 D00103 |04 ' 05| Communications port no.: 4

|
- (030) : Number of retries: 5
[ TMOV #0030 D00104 }—| ‘

D00104 {00 = 30| Response monitor time: 4.8 s

(193)
L[ TRECVD01000  D02000 D00100 |—

0128 A502 The 10 words of data starting from D01000 on the PC
02 04 (013) with a unit address of 0, node number of 04, and a
— | | [DIFU 012803 |— network address of 1 are stored at D02000 and
following words in the local PC.
0(1)58 A532 0822 Bit 000201 is turned ON to indicate an error if the Port

Execution Error Flag for port #4 (A50212) turns ON.
O gforp ( )

ul

0128 0128 AS02
02 03 12 (040)

\ [l | r
— | X 1 [ XFER #0010  D02000 D05030 }——

When the data is received without an error, the 10 words
of data received at D02000 and following words are
stored in DO5030 and following words on the same PC.

Note To execute more than one instruction in sequence at the same port, you must
use the Enabled Flags to be sure that only one instruction is being executed at
the same time for any one port (refer to page 45).
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3-8-5 Transmission Delays

SEND(192)

Send(192) executed
in user program

!
—_—

The methods of computing the minimum time required from execution of the
SEND(192), RECV(193), and CMND(194) instructions until data arrives are de-
scribed in this section. These are, however, the minimum transmission delays
and they can be greatly increased depending on the conditions under which the
instructions are executed.

The transmission delay for the SEND(192) instruction can be calculated using
the following equation, which is illustrated in the following diagram.

Min. delay = local node service cycle + local node service processing time +
send processing time + reception processing time + remote node
service processing time

l

‘ ‘ ‘ CPU Bus Unit service cycle (local)

— CPU Bus Unit service processing time (local)

‘—n Send processing time

———  Reception processing time

|
!
|
!

Minimum transmission delay

‘ % ‘ CPU Bus Unit service cycle (remote)

————» CPU Bus Unit service processing time(remote)

CPU Bus Unit Service Cycle The CPU Bus Unit service cycle is either one cycle for synchronous processing

CPU Bus Unit Service
Processing Time

Send and Reception
Processing Times

Note

or the peripheral device processing time for asynchronous processing. Refer to
the CV-series PC Operation Manual: Ladder Diagrams for details.

This is the time required to process CPU Bus Units and is approximately 1 ms for
Ethernet Units.

The send and reception processing times are each equivalent to 0.047 ms/word
times the number of words transferred, plus 10 ms. For synchronous PC execu-
tion processing, the reception processing time can be much larger than calcu-
lated with this equation. When the remote node is set for synchronous execution
processing, use the first integral multiple of the minimum cycle time of the PC
that is larger than 0.047 ms/word x number of transfer words + 10 ms.

The operating environment can cause transmission delays larger than those
calculated with the methods given here. Among the causes of longer delays are
the following: traffic on the network, window sizes at network nodes, traffic
through the Ethernet Unit (e.g., socket servicing, FTP server communications,
etc.), and the system configuration.
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Example Calculations

RECV(193)

RECV/(193)
executed in user
program

The following example shows calculations for sending 256 words between two
PC nodes using SEND(192). Both nodes are set for synchronous processing,
the local node’s CPU cycle time is 40 ms, and the remote node’s CPU cycle time
is 15 ms. Calculations are shown in the following table.

Item Calculation
Local node service cycle PC cycle time = 40 ms
Local node service processing time 1ms
Send processing time 256 x 0.047 + 10 = 22 ms
Reception processing time 256 x 0.047 + 10 = 22 ms

(Use 30 ms to compensate for synchro-
nous processing)

Remote node service processing time 1ms

Total 40+1+22+30+1=94ms

The transmission delay for the RECV(193) instruction can be calculated using
the following equation, which is illustrated in the following diagram.

Min. delay = local node service cycle + local node service processing time +
send processing time (command) + reception processing time
(command) + remote node service processing time + send proces-
sing time (response) + reception processing time (response) + lo-
cal node service processing time

CPU Bus Unit service processing time(local)
=

—— CPU Bus Unit service processing time (local)

\ CPU Bus Unit service cycle (local)

I
\ \ \ \ I

» Send processing 4 Receive processing
« time (command) ' time (response)

, Send processing

time (command)

1 time (response) 1

: Reception processing |

‘ ‘ ‘ ‘ ‘ CPU Bus Unit service cycle (remote)

» CPU Bus Unit service

processing time(remote) |

Minimum transmission delay

CPU Bus Unit Service Cycle

CPU Bus Unit Service
Processing Time

Send and Reception
Processing Times

Note
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The CPU Bus Unit service cycle is either one cycle for synchronous processing
or the peripheral device processing time for asynchronous processing Refer to
the CV-series PC Operation Manual: Ladder Diagrams for details.

This is the time required to process CPU Bus Units and is approximately 1 ms for
Ethernet Units.

The send and reception processing times are each equivalent to 10 ms for com-
mands and to 0.047 ms/word times the number of words transferred, plus 10 ms
for responses. For synchronous PC execution processing, the processing times
can be much longer than calculated with this equation. When the PC is set for
synchronous execution processing, use the first integral multiple of the mini-
mum cycle time of the PC that is larger than 0.047 ms/word x number of transfer
words + 10 ms.

The operating environment can cause transmission delays larger than those
calculated with the methods given here. Among the causes of longer delays are
the following: traffic on the network, window sizes at network nodes, traffic
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through the Ethernet Unit (e.g., socket servicing, FTP server communications,
etc.), and the system configuration.

Example Calculations The following example shows calculations for receiving 256 words between two
PC nodes using RECV(193). Both nodes are set for synchronous processing,
the local node’s CPU cycle time is 40 ms, and the remote node’s CPU cycle time
is 50 ms. Calculations are shown in the following table.

Item Calculation
Local node service cycle PC cycle time = 40 ms
Local node service processing time 1ms
Send processing time (command) 10 ms

Reception processing time (command) + | 10 ms +1 ms +256 x 0.047 + 10 = 33 ms
Remote node service processing time + (Use 50 ms to compensate for

Send processing time (response) synchronous processing)

Reception processing time (response) + | 256 x 0.047 + 10 +1 =23 ms

Remote node service processing time (Use 40 ms to compensate for synchro-
nous processing)

Total 40+1+10+50+40=141ms

3-9 Host Computer-originating Commands

Commands and responses sent from host computers must be in the formats de-
scribed in this section and must provide the proper FINS header information.
These formats can also be used to decode commands and responses received
from other network nodes.

3-9-1 Command/Response Formats

Commands
Commands consist of an FINS header, command code, and text. The length and
content of the text depends on the particular command.

T T S

ICF RSV GCT DNA DAl DA2 SNA SAl1 SA2 SID Comrgand Text
code
FINS header

Responses

A response block includes a response code (a 2-byte code in binary) added to
the command format. In the FINS header information, DNA DAL, and DA2 are
interchanged with SNA, SA1, and SA2 (in comparison to the command header)
and SID is the same as that in the command header.

CT T T T T T

ICF RSV GCT DNA DAl DA2 SNA SAl SA2 SID, Command Response Text
code code
FINS header

Text Length

The maximum length of the text is as follows:

Commands: 1,988 bytes
Responses: 1,986 bytes

Text length, however, must meet the specifications of the remote node if internet-
work communications are conducted with other types of networks, such as SYS-
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MAC NET or SYSMAC LINK network. Refer to the system manual for each net-
work for details.

FINS Header Information

ICF (Information Control Field)
The configuration of the ICF is as follows:

1] Jofojofojo] |
A
‘ - - - Response Request Bit

(0: Request response; 1: Don’t request response)
****************** Kind of data (0: command; 1: response)

RSV (Reserved by system)
Set to 00.

GCT (Permissible Number of Gateways)
Set to 02.

DNA (Destination Network Address)
01 to 7F: Destination network address (1 to 127)
DA1 (Destination Node Number)

00: Local PC Unit

01 to 7E: Node in Ethernet or SYSMAC NET Link System (1 to 126)
01 to 3E: Node in SYSMAC LINK System (1 to 62)

FF: Broadcasting

DA2 (Destination Unit Address)

00: PC (CPU)
FE: Communications Unit (i.e., the Unit at the node receiving FINS
data)

10 to 1F: CPU Bus Unit
SNA (Source Network Address)

01 to 7F: Local network address (1 to 127)
SA1 (Source Node Number)

00: Local PC Unit
01 to 7E: Node in Ethernet or SYSMAC NET Link System (1 to 126)
01 to 3E: Node in SYSMAC LINK System (1 to 62)

SA2 (Source Node Address)

00: PC (CPU)
FE: Communications Unit
10 to 1F: CPU Bus Unit

SID (Service ID)

The SID is used to identify the process that data is sent from. Set any desired
number from 00 to FF for the SID. The same number will be returned in the re-
sponse, allowing you to match commands and responses in your application.
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3-9-2 Designating Remote Addresses

Intranetwork Addressing

Internetwork Addressing

UDP sockets are used when sending FINS commands from a host computer to a
PC. This section provides an example of addressing remote PCs from the host
computer for communications. In the first example, the PC and the host comput-
er are on the same network. In the second example, the PC and host computer
are on different networks connected by a PC gateway, i.e., a PC that belongs to
both networks.

The communications parameters specified from the host computer would be as
follows:

Destination IP Address: 196.36.32.100 (Ethernet Unit of remote node)
UDP port number: FINS UDP port No. (Ethernet Unit of remote node)
FINS addresses: DNA, DAL, DA2 =1, 64, 0 (hex) (PC)

SNA, SAl, SA2 =1, 32, 0 (hex) (host computer)

Host computer
IP address: 196.36.32.50
FINS network/node/unit: 1/32/0 hex)

PS: Power Supply Unit
ETN: Ethernet Unit

Zz-m 117
[ |

cCTooO
n

Remote node
IP address: 196.36.32.100
FINS network/node/unit: 1/64/0 hex)

The communications parameters specified from the host computer would be as
follows:

Destination IP Address: 196.36.32.100 (Ethernet Unit of relay node)

UDP port number: FINS UDP port number (Ethernet Unit of relay node)

FINS addresses: DNA, DAL, DA2 =2, 1, 0 (hex) (PC of remote node)
SNA, SA1l, SA2 =1, 32, 0 (hex) (host)

Host computer
IP address: 196.36.32.50
FINS network/node/unit: 1/32/0 hex)

PS: Power Supply Unit
ETN: Ethernet Unit
SLK: SYSMAC LINK Unit

{ ] |
T
E S C P S C P
T L P S L P S
N K U K U
\ |
Relay node Remote node
IP address: 196.36.32.100 FINS network/node/unit:

2/1/0 hex)
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3-9-3 Sample Program

Operation of the Program This program reads 150 words of the PC memory beginning at D00100 by send-
ing an FINS command (MEMORY AREA READ, command code 0101) from a
UNIX workstation to the PC on the Ethernet network. If no response is received
within 2 seconds of sending the FINS command, the command will be resent.

Settings The Ethernet Unit IP address is 196.36.32.100, and the FINS node number is
100. IP address conversion is set to automatic generation.

The workstation’s IP address is 196.36.32.50 and it's FINS node number is 50.
The FINS UDP port number is 9600 (default).

Sample Program

1 #include <errno. h>

2 #include <stdio. h>

3 #include <sys/types. h>
4  #include <sys/socket. h>
5 #include <netinet/in.h>
6 #include <signal.h>

-

8

9

#defi ne FI NS _UDP_PORT 9600

#define SERV_| P_ADDR " 196. 36. 32. 100" /*ETN | P ADDRESS*/
10 #define MAX MSG 2010
11 #define RESP_TI MEQUT 2

14 /*

15 * FINS COMMUNICATIONS SAMPLE PROGRAM
16 */

17 main(argc, argv)

18 int argc;

19 char *argv[];

20 {

21 i nt sockf d;

22 struct sockaddr in , ws_addr,cv_addr;

23 char fins_cmmd[ MAX_ MSQG, fi ns_resp[ MAX M5QG ;
24 i nt sendl en, recvl en, addr | en;

25 char si d=0;

26 extern recv_fail();

27

28 / * GENERATE UDP SOCKET*/

29 i f((sockfd=socket (AF_I NET, SOCK_DGRAM 0) ) <0)
30 err_exit(”can't open datagram socket”);
31

32 / * ALLOCATE IP ADDRESS AND PORT # TO SOCKET*/
33 bzero((char*) &ws_addr, si zeof (ws_addr) ) ;

34 ws_addr. si n_fam | y=AF_| NET;

35 ws_addr. si n_addr. s_addr =ht onl (1 NADDR_ANY) ;
36 ws_addr. si n_port=htons(FI NS _UDP_PORT);

37 i f(bind(sockfd, (struct sockaddr*)&ws addr, si zeof (ws_addr)) <0)
38 err_exit(”"can't bind | ocal address”);
39

40 /*

41 * GENERATE MEMORY AREA READ COMMAND

42 *( READ 150 WORDS FROM D00100.)

43 /*

44 fins_cnmd[ 0] =0x80; /*1 CF*/

45 fins_cnmd[ 1] =0x00; /*RSV*/
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46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74

75
76
77
78
79
80
81
82
83

84
85
86
87
88
89
90
91
92
93
94
K*/
95
96
97
98

fins_cmmd[ 2] =0x02; /*GCT*/

fins_cnmd[ 3] =0x01; /*DNA*/

fins_cmmd[ 4] =0x64; /*DAl*/ / *WS FINS NODE NUMBER*/
fins_cnmd[ 5] =0x00; /*DA2*/

fins_cnmd[ 6] =0x01; /*SNA*/

fins_cmmd[ 7] =0x32; [/ *SAl*/ / *ETN FINS NODE NUMBER*/
fins_cnmd[ 8] =0x00; /*SA2*/

fins_cmd[ 9] =++sid; /*SI Dt/

fins_cmmd[ 10] =0x01; /*MRC*/

fins_cmmd[ 11] =0x01; /*SRC*/

fins_cmmd[ 12] =0x82; /*VARIABLE TYPE: DM*/

fins_cmmd[ 13] =0x00; /*READ START ADDRESS: 100*/
fins_cnmd[ 14] =0x64;

fins_cnmd[ 15] =0x00;

fins_cmmd[ 16] =0x00; /*WORDS READ: 150*/

fins_cnmd[ 17] =0x96;

/ * SEND FINS COMMAND*/

bzero((char*)&cv_addr, si zeof (cv_addr));

cv_addr. sin_fam | y=AF_| NET;

cv_addr. si n_addr. s_addr =i net _addr ( SERV_| P_ADDR) ;
cv_addr. si n_port=ht ons(FI NS_UDP_PORT) ;

singnal ((SI GALRM recv_fail);

CMND_SEND:

sendl en = 18;
i f(sendto(sockfd, fins_cnnd, sendl en, 0, &v_addr, si zeof (cv_addr))
==sendl en) {

}

el se{

}

al ar m{ RESP_TI MEQUT) ; /*START RESPONSE MONITOR TIMER*/
printf(”send | ength %¥n”, sendl en);

err_exit("send error”);

/ * RECEIVE FINS RESPONSE*/
if((recvlen = recvfron(sockfd, fins_resp, MAX M5G 0, &v_addr, &ddr | en))

<0) {

el se{

if(errno == EINTR)
got o CVMND_SEND; /*RE-SEND FINS COMMAND*/
err_exit("receive error”);

alarm(0); /*STOP RESPONSE MONITOR TIMER*/
printf(”"recv | ength %d¥n”, recvlen);
i f(recvl en<l14) /*ILLEGAL RESPONSE LENGTH CHECK*/
err_exit("FINS length error”);
if((fins_cmd[3]!=fins resp[6])||(fins_cmmd[4]!=fins_resp[7])
|| (fins_crmd[5]!=fins_resp[8])){ /*DESTINATION ADDRESS CHEC

err_exit(”illegal source address error”);

}
if(fins_cmmd[9]!=fins_resp[9]) /*SID CHECK*/
err_exit(”illegal SID error”);
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99

100
101
102
103
104 }
105 /*

/ * CLOSE SOCKET*/

cl ose(sockfd);

106 * ERROR PROCESSING FUNCTIONS

107 */

108 err_exit(err_mnsQ)

109 char
110 {
111

112
113}
114

115 /*

*err_nmnsg;

printf(”client:
exit(1l);

% 9X¥n”,err_msg, errno);

116 * SIGNAL CAPTURE FUNCTIONS

117 */

118 recv_fail ()

119 {
120
121 }

printf(”"response timeout error ¥n");

3-9-4 Minimum Delays for Accessing PC Memory

PC CPU Execution Setting

Example

62

Note

The time for the response to be received after a remote node on the Ethernet
network sends a memory area read or write command to a PC can be calculated
using the following formula. This time may be extended under some operating
conditions.

Write command delay time = remote node communications processing time +
25 + (0.047 x words written) (ms)

Read command delay time = remote node communications processing time +
29 + (0.032 x words read) (ms)

If the PC CPU is set to synchronous processing, the actual delay time may be
longer than the delay time calculated with the formulas above. Therefore, when
the PC is set to run synchronously, replace the calculated delay time with the first
integer multiple of the cycle time which exceeds the calculated delay time.

The transfer time may exceed the calculated value due to the actual operating
environment. Factors affecting the transfer time are network traffic, the window
size of each node, Ethernet Unit traffic (e.g., socket services, FTP server com-
munications, etc.), and the system configuration.

This example shows calculations for a host computer sending a write command
for 256 words to the PC. The minimum transfer delay time is given below for the
following conditions:

PC CPU operation setting = synchronous
PC CPU cycle time = 40 ms

Minimum transfer delay time
= host computer communications processing time + 25 + (0.047 x 250)
= host computer communications processing time + 36.75
— host computer communications processing time + 40 (ms)
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FTP Server Communications

This section describes the features and use of the FTP (File Transfer Protocol) from the host computer to read and write filesto
and from aMemory Card inserted in the PC. The Ethernet Unit uses the FTP server for these operations.
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I ntroduction

Section 4-1

4-1 Introduction

]

The Ethernet Unit supports the server functions of FTP (File Transfer Protocol),
a standard protocol TCP/IP. FTP is used to transfer data by files. FTP allows a
host computer on the Ethernet network to read and write files to and from a
Memory Card inserted in the PC's CPU. The PC, however, is unable to read or
write files at other nodes using FTP because the Ethernet Unit does not support
FTP client functions.

Ethernet network

Note

Disk

The FTP server manipulates files in the Memory Card inserted in the PC. A for-
matted Memory Card must be inserted in the PC before the FTP server will at-
tempt to read or write files there. Refer to 4-3 Using Memory Cards for details on
initializing Memory Cards.

FTP Clients and the FTP Server

When the FTP service is started, the node requesting file transfer to/from anoth-
er node is called the FTP client, and the node responding to the request is called
the FTP server. The Ethernet Unit supports FTP server functions only.

FTP service request
FTP client FTP server

File transfer

4-1-1 Directory Structure and Files

Files in Memory Card

Note

Note

The current directory when a host computer logs onto the Ethernet Unit is the
root directory (/). The files in the Memory Card inserted in the PC are contained
in the MEMCARD directory under the root directory. The MEMCARD directory is
not a physical directory in the Memory Card, rather a virtual directory in the
Ethernet Unit. This directory exists only when a Memory Card is correctly in-
serted.

/ — — — — Root directory
Directory at log-in

MEMCARD  — — — — Memory Card directory
Memory Card files are contained in this directory.

No MEMCARD directory will exist after logging in if no Memory Card is inserted
in the PC or if the Memory Card Power indicator is not lit.

Files in the Memory Card are identified by an 8-character name and a 3-charac-
ter extension. The size of the files and the number that can be stored depends on
the type of Memory Card. Refer to 4-3 Using Memory Cards for detalils.

When a file of the same name as a file already on the Memory Card is written
using FTP, the existing file will be overwritten. If a write error occurs due to insuffi-
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cient space or some other reason when writing a file to the Memory Card, the
entire file will be deleted. To prevent the loss of important data, we recommend
that you make regular back-ups of the files on Memory Cards.

4-1-2 Connecting to the FTP Server

Login Name and Password

Connection Message

Note

The host computer must connect to the FTP server before the FTP server func-
tions can be used. The login name and, if necessary, the password must be input
to connect to the FTP server.

The login name and password to connect the FTP are set in the CPU Bus Unit
system setup. If no login name is specified, the default name of “CONFIDEN-
TIAL” will be used and no password will be required or can be used. Refer to 4-2
Setting Login Names and Passwords for details.

Only a single client can be connected to the Ethernet Unit's FTP server at any
one time, i.e., multiple clients cannot be simultaneously connected to an Ether-
net Unit FTP server. If a connection request is received from a client while the
FTP server is already connected to a client, a message will be returned to refuse
the connection request.

Message for Normal Connection
The following message will be returned if connection to the FTP server was suc-
cessfully completed.

220 XXX XX XX.XX FTP server (Version y.yy zzzzzzzzzz77777) ready.

Here,
XXX XX XX.XX: Ethernet Unit's IP address
Y.yY: Ethernet Unit's FTP version

zzzzzzzzzzzzz: Date FTP server was created

Message to Refuse Connection
The following message will be returned if connection was refused because the
FTP server is already connected to another host.

221 FTP server busy. Goodbye.

1. The FTP server does not lock files when accessing them, i.e., a file can be
accessed by more than one host at the same time. File contents cannot be
guaranteed if a file is accessed by more than one host in either of the follow-
ing two ways:

o If two or more Ethernet Unit simultaneously access the same file when
multiple Ethernet Units are mounted and each is connected to a different
FTP client (host).

o If the FTP server accesses a file which is currently being accessed by
another Communications Unit, such as SYSMAC NET Link or SYSMAC
LINK Unit.

2. If the FTP server is started (by a connection request) immediately after FTP
server services are ended or the Unit is booted, a busy response may be
returned and connection may fail. This occurs because the Ethernet Unit is
executing the FTP server shut-down procedure or is preparing for boot-up.
Wait a short time before sending the connection request again.
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4-1-3 FTP Server Status

The FTP server status can be checked in the FTP Status words kept in the CPU
Bus Unit Area or from the status of the FTP indicator on the front of the Ethernet

FTP Status

Unit.

The FTP server status is stored in the the CPU Bus Unit Area. The address
where this status is stored is calculated by the following formula:

Word = 1500 + (25 x unit number) + 17

Bit 15 o 0
+17 1 0 0 0 0
\— 0: FTP server on stand-by
1: FTP server operating
Not lit FTP server on stand-by

Lit

FTP server operating

Note

1. The FTP indicator lights to indicate that a Memory Card file operation is un-

derway. Do not pull out the Memory Card or turn OFF the PC power supply
when this indicator is lit; doing so may destroy the files stored in the Card.

. While the FTP client and FTP server are connected (i.e., from when an

Open command is sent to when a Close command is sent), the FTP status is
1: FTP server operating.

. If executing file processing instructions, such as READ DATA FILE

(FILR(180)) or WRITE DATA FILE (FILW(181)), in the program on the CPU
Unit, the FTP status can be used for exclusive control.

4-1-4 File Transfer Time

It may take several minutes to transfer a file using the FTP server, depending on
the contents of the file. The table below shows the approximate file transfer
times required for various Memory Cards.

Card capacity (bytes) 512 K 128 K
Memory Card type EPROM EEPROM RAM

PC Operating [ PROGRAM | PROGRAM | PROGRAM | Asynchronous | Synchronous | Synchronous
mode RUN RUN RUN
Cycle time | --- variable 20 ms 50 ms

put Bytes

execution | 1 i 3s 2s 2s 2s 2s

(writing)
30K 19s 16s 16s 9s 8s
60 K 40 s 34s 36s 20s 17 s
120 K 100 s 88s N0s 46 s 42's

get Bytes

execution | 19 i 3s 3s 2s 2s 2s 2s

(reading)
30K 5s 6s 5s 6s 4s 4s
60 K 10s 12 s 12 s 12 s 8s 8s
120 K 22s 30s 28s 30s 18s 16s
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Note EEPROM Memory Cards cannot be written with the put (write) operation unless
a V1 CPU is used and the PC is in PROGRAM mode.
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4-2  Setting Login Names and Passwords

The default FTP login name is “CONFIDENTIAL” and no password is required
nor can one be used if this login name is used. Login is completed by typing only
“CONFIDENTIAL". A different login name and a password can be set as re-
quired using the CPU Bus Unit system setup.

4-2-1 Setting Method

Set the login name and password in the system setup for the Ethernet Unit. Re-
fer to Section 2.6 Ethernet Unit System Setup for details about other items in this

area.

System Setup Offset Contents
+0tol Mode setting (2 bytes)
+2t07 Not used (6 bytes)
+8to 11 Local IP address (4 bytes)
+12to 15 Subnet mask (4 bytes)
+16to 17 FINS UDP port # (2 bytes)
+18 to 29 FTP login name (12 bytes)
+30 to 37 FTP password (8 bytes)
+38t0 231 IP address table (194 bytes)
+232 to 297 IP router table (66 bytes)

The CPU Bus Unit system setup can be changed from the CVSS.

If no login name is set, that is, if the login name begins with a null-code ($00), the
default name of “CONFIDENTIAL” will be used and the password setting will be
ignored.

4-2-2 Setting Conditions

The login name can be up to 12 bytes long. If the name occupies less than 12
bytes, fill the remaining bytes with null-codes ($00) to bring the total length to 12
bytes. The password can be up to 8 bytes long. If the name occupies less than 8
bytes, fill the remaining bytes with null-codes ($00) to bring the total length to 8
bytes. If a login name is set, a password must also be set, or login will not be
possible.

The login name and password can contain any alphanumerics plus “-" and “_".
Use only ASCII characters. Refer to Appendix E ASCII Characters for a list of
ASCII characters.

Note If the login name contains a character which is not an alphanumeric, “-" or “_", the
default name of “CONFIDENTIAL” will be used and the password setting will be
ignored.
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4-2-3 Sample Setting

CVSS Displays

Login Name Setting —
(contd.)
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An example of the CPU Bus Unit system setup made with the CVSS is shown
below. In the example, the login name is “ABCD-123" and the password is “OM-
RON". As the login name is less than 12 bytes and the password is less than 8
bytes, the remaining bytes are filled with null-codes ($00).

Character ASCII
(hexadecimal)

‘A $41

‘B’ $42

‘C’ $43

‘D’ $44

‘0 $2D

‘7 $31

2’ $32

‘3 $33

‘0’ $4F

‘M’ $4D

‘R’ $52

‘0’ $4F

‘N’ $4E

[CPU SIOU Unit System Setup]
unit# 00 ET
BYTE b7 b0O HEX BYTE b7 b0 HEX
+ 0 [0000 0000] 00 + 10 [0010 0100] 24
+ 1 [0001 0001] 11 + 11 [0000 1000] 08
+ 2 [0000 0000] 00 + 12 [1111 1111] FF
+ 3 [0000 0000] 00 + 13 [1111 1111] FF
+ 4 [0000 0000] 00 + 14 J[1111 1111] FF
+ 5 [0000 0000] 00 + 15 [0000 0000] 00
+ 6 [0000 0000] 00 + 16 [0000 0000] 00
+ 7 [0000 0000] 00 + 17 [0000 0000] 00
+ 8 [1000 0010] 82 + 18 [0100 0001] 41
+ 9 [0001 1001] 19 + 19 [0100 0010] 42
[CPU SIOU Unit System Setup]

unit# 00 ET
BYTE b7 b0 HEX BYTE b7 b0 HEX
+ 20 [0100 0011] 43 + 30 [0100 1111] 4F
+ 21 [0100 0100] 44 + 31 [0100 1101] 4D
+ 22 [0010 1101] 2D + 32 [0101 0010] 52
+ 23 [0011 0001] 31 + 33 [0100 1111] 4F
+ 24 [0011 0010] 32 + 34 [0100 1110] 4E
+ 25 [0011 0011] 33 + 35 [0000 0000] 00
+ 26 [0000 0000] 00 + 36 [0000 0000] 00
+ 27 [0000 0000] 00 + 37 [0000 0000] 00
+ 28 [0000 0000] 00 + 38 [0100 0001] 00
+ 29 [0000 0000] 00 + 39 [0100 0010] 00

=~ Login Name Setting
(contd.)

=~ Password Setting
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4-3 Memory Cards

Memory Cards can be used to store data or programs as files to expand the
memory storing capacity of the PC. Memory Cards fit into the slot located on the
lower left side of the CPU. Memory Cards are not provided with the PC and must
be ordered separately and installed in the CPU. There are three types of
Memory Cards that can be used for the CV-series PCs: RAM, EEPROM, and
EPROM.

4-3-1 Types of Memory Cards

Memory type Model Capacity Remarks
RAM HMC-ES641 64K bytes All FTP commands can be used.
HMC-ES151 128K bytes
HMC-ES251 256K bytes
HMC-ES551 512K bytes
EEPROM HMC-EE641 64K bytes All FTP commands can be used in PROGRAM mode as long
as a V1 CPU is used.
) Only FTP read commands can be used in any other mode or
HMC-EE151 128K bytes with pre-V1 CPUs. (CV500-MCW[I[ Memory Card Writer
can also be used to write files.)
EPROM HMC-EP551 512K bytes CV500-MCWLIL] Memory Card Writer required to write files
(cannot be written with FTP commands).
HMC-EP161 1M bytes

RAM and EEPROM Cards

RAM Card Backup Battery

Data can be randomly written to and read from RAM using FTP commands. The
memory of a RAM Cards is erased, however, when power is not supplied to the
CPU or when the RAM Card is removed from the CPU without a backup battery.
EEPROM Cards can also be written while mounted in the CPU, but only when
the PC is in PROGRAM mode and only when a V1 CPU is used. (See Appendix
A Standard Models for specific model numbers.) EEPROM Cards cannot be
written while mounted in the PC in any other PC operating mode or with any of
the older CPUs.

Both the RAM and EEPROM Memory Cards are equipped with write-protect
switches. Setting the write-protect switch to ON prevents data from being written
to or erased from the Card. Setting the write-protect switch to OFF allows data to
be written to or erased from the Card.

Insert a battery into a RAM Memory Card before mounting the Card into the
CPU. Leave the battery in its holder. Battery life expectancies are given in the
following table. Replace the battery within the time listed. Refer to the CV-series
PC Installation Guide for the battery replacement procedure.

Card Capacity Life
HMC-ES641 64K bytes 5 years
HMC-ES151 128K hytes 3 years
HMC-ES251 256K bytes 1 year
HMC-ES551 512K bytes 6 months

69



Memory Cards

Section 4-3

EPROM Cards

1,2 3.

Data contained in the ROM Card is stored on EPROM chips and cannot be al-
tered or erased during the CPU’s operation. The EPROM chip is mounted to the
Memory Card and the entire pack is installed in the CPU. Once data is written to
the chip, the data will not be lost when the power to the PC is OFF. ROM Cards
are shipped unprogrammed. The ROM Card can be programmed using a
CVv500-MCWLIL] Memory Card Writer.

The procedure for erasing EPROM Memory Card data is as follows:
1. Open the memory card cover by pressing at an angle on the catch at the
bottom edge of the card using a pointed object, such as a pen.

2. Erase the data from the EPROM chips by exposing the window of the
EPROM chips to ultraviolet light. Commercially available EPROM erasers
may be used. To ensure complete erasure, the Memory Card should be sub-
ject to a minimum exposure as specified by the eraser manufacturer.

3. Close the cover and slide the catch back into place.

4-3-2 Memory Card Files

Capacities

File Names

CIO/DM Area Files
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Note

The data capacities and maximum numbers of files possible for Memory Cards
are listed in the following table.

Card capacity Actual data capacity Max. number of files
64K bytes 61K bytes 64
128K bytes 125K bytes 64
256K bytes 251K bytes 112
512K bytes 506K bytes 112
1M bytes 1,016K bytes 112

The file names and extensions determine the file type of files stored on Memory
Cards, as shown in the following table. All user names must be 8 ASCII charac-
ters or less and must be uppercase alphanumerics. File access will not be pos-
sible from some Programming Devices and from the ladder-diagram program if
lowercase names are used.

File File name Extension
System Setup File (see note) (User name) | .STD
CIO/DM Area File .IOM
Ladder Program Part File .LDP
SFC Program Step File .SFC
User Program File (entire user program) .OBJ
System Setup File (automatically loaded at startup) | AUTOEXEC |.STD
User Program File (automatically loaded at startup) | AUTOEXEC |.OBJ

1. Contains PC System Setup, I/O table, routing tables, data link tables, BA-
SIC Unit System Setup, function code settings, and custom area settings.

2. Refer to the CV-series PC Operation Manual: Ladder Diagrams for informa-
tion on autoloading files and settings.
The format of CIO/DM Area Files (.IOM) is shown in the following diagram.

Byte: 0 1 2 3 4 5 6 7 8 9 10 11 12
| | | | | |

Checksum Data

The first two bytes of the above format are a checksum calculated from the data
that follows it. This checksum is calculated by added two bytes at a time (i.e.,
word by word) from the beginning of the data to the end of the data and then us-
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Precautions

ing the least-significant two bytes of the total as the checksum. Therefore, there
should normally be an even number of bytes of data in the file.

The following shows an example calculation of the checksum for a file that con-
tains only 10 bytes total.
Data bytes: 133A E4F3 CCOB 3C5F A277

Datawords: 133A E4F3 CCOB 3C5F A277
Calculation: 133A + E4F3 + CCOB + 3C5F + A277 = 2A30E

The checksum would thus be the last two bytes of the total 2A30E, or A30E.

The checksum is always based on an even number of bytes. If an odd number of
bytes is specified, the checksum will be calculated after adding “00,” as shown in
the following example.

Data bytes: 133A E4F3 CCOB 3C5F A2

Datawords: 133A E4F3 CCOB 3C5F A200
Calculation: 133A + E4F3 + CCOB + 3C5F + A200 = 2A297

The checksum would thus be the last two bytes of the total 2A297, or A297.

If an odd number of data bytes are written to a Memory Card using FTP com-
mands, you will not be able to read the last byte from the user ladder-diagram
program using the FILR(180) instruction. You should thus always write an even
number of bytes to Memory Cards.

For example, if the data used in the second example, above, was written to the
file DMDATA.IOM in a Memory Card via the FTP using the put command and
then read back into PC memory using FILR(180) starting from D0000O, the re-
sults would be as shown below. The control data for FILR(180) is also given. Re-
fer to the CV-series PC Operation Manual: Ladder Diagrams for details on the
FILR(180) instruction.

Command —[FIRr 5 D00000 D00100 }—
Operands
Words to transfer: 5 Word | Contents | Meaning
1st destination word: ~ D0O0000 D00100 | 0000
1st control word: D00100 D00101 444D DM
|
(see table) D00102 4441 DA
D00103 5441 TA
D00104 2020 oo
D00105 0000

Memory Card File: DMDATA.IOM

|
A2|97 13|3A E4|F3 CC| 0B 3C|5F A2

Checksum Data

Results in Memory
The following table shows memory contents resulting from executing FILR(180)
as described. Notice that the last byte in the Memory Card has not been read out.

Word Contents
D00000 133A
D00001 E4F3
D00002 | CCOB
D00003 | 3C5F
D00004 | 0000
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Note UM and DM Area data is binary. Always be sure the data type is set to binary
using the t ype command when reading or writing UM or DM Area data via FTP
commands.

4-3-3 Handling Memory Cards

Formatting Cards

Mounting a Memory Card

1,2 3.

Removing a Memory Card
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Note

Memory Cards must be formatted before they can be used. Any card can be for-
matted using a Memory Card Writer, normally using CVSS operations. RAM
Cards or EEPROM Cards can also be formatted after they are mounted to the
PC by using an FINS command (code: 2204). EEPROM Cards, however, can be
formatted mounted to the PC only in PROGRAM mode and only if a V1 CPU is
being used.

Mount a Memory Card to the CPU using the following procedure.

1.

Memory Card
ON/OFF switch | ]

Memory Card l
eject button

Memory Card

=

If the Memory Card is RAM or EEPROM, set the write-protect switch to OFF
so that data can be written to the Card.

. Open the cover of the Memory Card compartment.
. Insert the Memory Card into its compartment. In doing so, a slight resistance

will be felt as the connector on the Memory Card mates with the connector
on the CPU. Continue pushing until the Memory Card is inserted completely
into the CPU. If the Memory Card ON/OFF switch is ON, the Memory Card
indicator will light.

. Close the cover.

HOST LINK
R$-232

Memory Card indicator

\

o

M:C 2
oN RS-422

o

I T

Cover

. Open the cover of the Memory Card compartment.
. Confirm that the FTP indicator on the Ethernet Unit is not lit. If the FTP indi-

cator is lit, disconnect the FTP and be sure that the FTP indicator is not lit
before continuing.

. Press the Memory Card ON/OFF switch once if the Memory card indicator is

lit. The Memory Card indicator will turn OFF.

. Press the Memory Card eject button. The Memory Card will be released al-

lowing it to be removed.

. Pull out the Memory Card.

6. Close the cover.

=

. Do not remove the Card while the Memory Card indicator is lit; doing so may

result in data errors in the memory.

. Do not turn off the Memory Card ON/OFF switch when the FTP indicator is

lit. Memory Card reading/writing may be taking place whenever the FTP in-
dicator is lit.
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3. Do not expose the Memory Card to high temperature, humidity, or direct
sunlight.

4. Do not bend the Card or subject it to shock.
5. Do not apply excess force to the Card when inserting or removing it.

4-4 Using FTP Commands

This section describes the FTP commands which the host computer (FTP client)
can send to the Ethernet Unit's FTP server. The description is for a workstation
manufactured by OMRON. The descriptions should also apply to UNIX worksta-
tions made by other manufacturers, but slight differences may arise. Refer to
your workstation’s operation manuals for details.

4-4-1 Table of Commands

The FTP commands which can be sent to the Ethernet Unit are listed in the fol-

lowing table.

Command Description

open Connects the specified host FTP server.

user Specifies user name for the remote FTP server.

I's Displays the Memory Card file names.

dir Display the Memory Card file names and details.

cd Changes the Ethernet Unit work directory to the specified
directory.

pwd Displays the Ethernet Unit work directory.

type Specifies the data type of transferred files.

get Transfers the specified file from the Memory Card to the local
host.

nget Transfers multiple files from the Memory Card to the local host.

put Transfers the specified local file to the Memory Card.

nput Transfers multiple local files to the Memory Card.

del ete Deletes the specified file from the Memory Card.

ndel et e Deletes multiple files from the Memory Card.

cl ose Disconnects the FTP server.

bye Closes the FTP (client).

qui t Closes the FTP (client).

Note The Ethernet Unit is considered to be the remote host and the host computer

(FTP client) is considered to be the local host.

4-4-2 Using the Commands

open

Format open [/ P_address or host _name_of FTP_server]

Function Connects the FTP server. Normally when the FTP client is booted, the FTP serv-
er IP address is specified to execute this command automatically.

user

Format user [user_nane]

Function Specifies the user name. Specify the FTP login name set in the Ethernet Unit

system setup. The default FTP login name is “CONFIDENTIAL”.

If a non-default login name is used, it must be followed by the password. In this
case, enter the FTP password set in the system setup.

The user name is automatically requested immediately after connection to the
FTP server.
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Is
Format

Function

Example
dir
Format

Function

Example
pwd
Format
Function
cd
Format

Function

type

Format

Function

get

Format
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Is [-1] [ REMOTE_FILE NAME [ ocal file _nane]]

Displays the remote host (Ethernet Unit) file names.

Set the switch [-I] to display not only the file names but the creation date and size
as well. If the switch is not set, only the file names will be displayed.

You can specify a file name in the Memory Card if desired.

If a local file name is specified, the file information will be stored in the specified
file in the host computer.

When this command is executed, the system checks whether a Memory Card is
inserted. If a Memory Card is inserted after the FTP is connected, Memory Card
file operations are possible only after executing this command or the di r com-
mand on the root directory.

ls /

dir [ REMOTE FILE NAMVE [l ocal _file_nane]]

Displays the file names, date created, and size of the the files in the remote host
(Ethernet Unit). It displays the same information as command “Is —I".

Specify a file name in the Memory Card as the remote file name.

If a local file name is specified, the file information is stored in the specified file in
the host computer.

When this command is executed, the system checks whether a Memory Card is
inserted. If a Memory Card is inserted after the FTP is connected, Memory Card
file operations are possible only after executing this command or the | s com-
mand on the root directory.

dir /

pwd

Displays the remote host's (Ethernet Unit) current work directory.

cd [directory nane]
Changes the remote host (Ethernet Unit) work directory to the specified remote
directory.

The files in the Memory Card are contained in the MEMCARD directory under
the root directory (/). The root directory (/) is the directory used when logging into
the Ethernet Unit. No MEMCARD directory exists if a Memory Card is not in-
serted in the PC or if the Memory Card power indicator is not lit.

type data type

Specifies the file data type. The following data types are supported:

ascii: Files are transferred as ASCII data
binary (image): Files are transferred as binary data.

All files are treated by the PC as binary files. Before reading or writing any files,
always use the t ype command to set the file type to binary. File contents cannot
be guaranteed if transferred as ASCII data.

The default file type is ASCII.

get FILE NAME [receive file_nane]
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Function

mget

Format

Function

put

Format

Function

mput

Format

Function

delete
Format

Function
mdelete
Format

Function

close
Format

Function
bye
Format
Function
quit
Format

Function

Transfers the specified remote file from the Memory Card to the local host.
A receive file name can be used to specify the name of the file in the local host.

nget FILE_NAVE

Allows the use of a wildcard character (*) to transfer multiple remote files from
the Memory Card to the local host.

put file_name [ DESTI NATI ON_FI LE_NAVE]

Transfers the specified local file to the remote host (Memory Card).

A destination file name can be used to specify the name the file is stored under in
the Memory Card.

Any existing file with the same name in the remote host (Memory Card) will be
overwritten by the contents of the transferred file.

If an error occurs during file transfer, the file being transferred will be deleted and
the transmission will end in an error.

nput FI LE NAVE

Allows the use of a wildcard character (*) to transfer multiple local files to the re-
mote host (Memory Card).

Any existing file with the same name in the remote host (Memory Card) will be
overwritten by the contents of the transferred file.

If an error occurs during file transfer, the file being transferred will be deleted and
the transmission of that file will end in an error. However, nmput execution will
continue and remaining files will be transferred.

del ete FILE NAMVE

Deletes the specified remote file from the Memory Card.

ndel ete FILE NAME

Allows the use of a wildcard character (*) to delete multiple remote files from the
Memory Card.

cl ose

Disconnects the Ethernet Unit's FTP server.

bye
Ends the FTP (client).

qui t
Ends the FTP (client).
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4-4-3 Error Messages

The following error messages may be returned by the Ethernet Unit FTP server
to the FTP client.

Error message

Description

File name length exceeded max
size

The file name or the extension exceeded the maximum length. The maximum file
name length is 8 characters and the maximum extension length is 3 characters.

FINS error, MRES 10 command
format error, SRES XX.

FINS response error: command format error (see note).

FINS error, MRES 11 parameter
error, SRES XX.

FINS response error: parameter error (see note). Insufficient free space in Memory
Card when writing a file.

FINS error, MRES 20 read error,
SRES XX.

FINS response error: read error (see note).

FINS error, MRES 21 write error,
SRES XX.

FINS response error: write error (see note).
An attempt was made to write to a write-protected Memory Card.

FINS error, MRES 23 no such
Unit error, SRES XX.

FINS response error:
No Memory Card inserted (see note) or CPU Rack not serving Ethernet Unit

FINS error, MRES XX; SRES YY.

FINS response error: MRES=XX, MRES=YY (see note).

No Such File or Directory

The specified file or directory name is incorrect or does not exist.
No Memory Card inserted (see note).
CPU Rack not servicing Ethernet Unit.

Timeout (900 seconds): closing
control connection.

Command input timed out. FTP connection is broken if no command is received
from the client within 15 minutes.

Write access denied.

Could not write file. This error message will be returned if an attempt is made to
write a file to the root directory.

Note MRES and SRES are FINS command response codes. Refer to the FINS Com-

mand Reference Manual for details.

4-4-4 Example of Using Commands

1,2 3.
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In this example the host computer (a Unix workstation) runs the following proce-
dure. The following settings are required for this example.

e The Ethernet Unit IP address is stored as the host name “cv500” in /etc/hosts
on the workstation.

e The FTP login name is the default name: CONFIDENTIAL

e The production results data in the Memory Card is stored under the file name
RESULT.IOM

e The work instructions data in the Memory Card is stored under the file name
PLAN.IOM

The following operations transfer the RESULT.IOM production results file from
the PC Memory Card to the workstation, then transfer the PLAN.IOM work
instructions file from the workstation to the PC Memory Card. Comments are
placed after semicolons. User inputs are underlined.

1. Boot FTP and connect to the Ethernet Unit.

$ ftp cv500 ; Boots FTP
connected to cv500
220 **| Paddress** FTP server(**versi on**date) ready

Nane(cv500: root): H
2. Input the login name.

Narme( cv500: r oot ) : CONFI DENTI AL
230 CGuest |ogged in.
ftp>H

:Input login name
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3. A check is made to confirm that the Memory Card is correctly inserted. The
MEMCARD directory will be displayed if the card is correctly inserted.

ftp>ls ; Memory Card checked.

200 PORT commrand successful .

150 openi ng data connection for |s(**|Paddress**port#**)(0 bytes).
MEMCARD

226 Transfer conplete.

15 bytes received in 0 seconds(**bytes/s)

ftp>M

4. Change to the MEMCARD directory.

ftp>cd MEMCARD ;Changes directory.
250 CD command successful .
ftp>M

5. Specify the file data type as binary data.

ftp>type binary ;Specifies binary data.
200 Type set to |.
ftp>m

6. Read the RESULT.IOM file and transfer it to the workstation.

ftp>get RESULT. 1 OM ;Reads file to host.
200 PORT command successful .

150 openi ng data connection for

resul t.iom(**| Paddress**port#**)(**bytes).

226 Transfer conplete.

**pytes received in*.***seconds (**bytes/s)

ftp>M
7. Write the PLAN.IOM file to the Memory Card.
ftp>put PLAN. 1 QM ;Writes file to Memory Card.

200 PORT command successful .

150 opening data connection for plan.ion(**|Paddress**port#**).
226 Transfer conplete.

**phytes received in*.***seconds (**bytes/s)

ftp>M

8. End FTP.

ft p>bye ;Quits FTP.
221 Goodbye.
$
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SECTION 5
Socket Service

This section describes the socket services provided by the Ethernet Unit. Socket services enable data communi cations be-
tween the PC’s user program and a host computer program. Refer to documentation for your host computer for details on
programming host computer sockets.

5-1  AbOUt SOCKEL SEIVICES . .ottt e
B-1-1  SOCKELS . oo v ittt e
5-1-2  SOCKEt OPEration . ... ...ttt ettt e e
5-1-3 Differencesbetween TCPandUDP ...... ... ... .. ..
5-1-4 Opening TCP SOCKELS .. ... oiv i e e e e
5-1-5 Socket Port NUmMbers .. ...
5-1-6  Fragmentation of TransmittedData .. ...t
5-2  USING SOCKEL SEIVICES . . .\ ittt e e e e e
5-2-1  FINSCOMMAENGS . .. oottt et e e e e e
5-2-2  SOCKEt StAIUS ATEA . . . o . oottt e
5-2-3  USINg SOCKEL SEIVICE . ..ot
5-2-4  Socket Servicesand Socket StatuS . . ... ..
5-2-5 CommunicationsTimingChart ............. ... .. ... . .. i ..
5-2-6  Socket Service TimingChart ......... ... ..
5-2-7 PrecautionsinUsing Socket Service . ...
5-2-8  Ladder Programming for TCP/IP Communications .......................
5-2-9  Ladder Programming for UDP/IP Communications . ......................
5-2-10 UDPCommunicationsUsingSFC ...ttt
5-2-11 TCP CommunicationsUSINgSFC ... ...
5-2-12 Minimum Transfer Delays ... ... oot e
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5-1 About Socket Services
5-1-1 Sockets

A socket is an interface which allows a user program to directly use TCP (Trans-
mission Control Protocol) and UDP (User Datagram Program). Socket services
allow arbitrary data to be sent to and from other nodes.

Socket services are supplied for most host computers (or some personal com-
puters) as a C-language interface library. This interface library allows user pro-
grams to communicate using TCP and UDP.

The socket interface is supported for a UNIX computer in the form of system
calls. Socket services are achieved for CV-series PCs by sending FINS com-
mands from the user program to an Ethernet Unit. Refer to 5-2 Using Socket
Services and Section 6 FINS Commands to Ethernet Units for details.

5-1-2 Socket Operation

A socket operates as shown in the following diagram when communicating be-
tween a host computer and an Ethernet Unit. Data from the computer or PC
passes through the socket and is communicated using the TCP or UDP protocol.

TCP
System FINS
c cgll | Tep TCcP command
g T [ I g 5
> S S o
S 8 P Uop P g | FINs o
o response
UDP UDP p
Host computer

Ethernet Unit

5-1-3 Differences between TCP and UDP
There are differences in the socket services between TCP and UDP.

TCP Communications The following procedure is followed each time data is transmitted to ensure that
the data arrives normally at the destination node:
1,2, 3... 1. The destination node returns ACK when data is received normally.

2. The local node sends the next data after it receives ACK, or it resends the
same data if ACK is not returned within the specified time.

Local node Transmitted data Destination node

Re-transmitted data

UDP Communications Data is simply sent to the destination. Unlike TCP, the receipt of data is not
checked and data is not re-transmitted. To increase communication reliability,
data resends must be programmed by the user in user applications.

Local node Transmitted data Destination node

ACK (only when processed by application)
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5-1-4 Opening TCP Sockets

Passive OPEN and Active
OPEN

Client
TCP
socket

To achieve highly reliable data communication, TCP establishes a virtual com-
munications circuit between the two nodes before starting data transmissions.
The virtual communications circuit is know as a “connection.”

An open command is executed for a node to establish a connection. The open
method differs depending on whether the node is a client or server. A passive
open method is used to open the node as a server and the active open method is
used to open the node as a client.

Active Passive
open open
Server
TCP
socket
Connection

Note

TCP Communications
Procedure

Client and Server

When an application which includes data communications processing between
two nodes is executed, the node which provides the service is known as the
“server” and the node which requests the service is known as the “client.” The
server is booted first and waits for a service request from a client. Data is trans-
mitted only after the client requests the server to establish a connection. If the
TCP protocol is used, this process is carried out automatically at the protocol
level; it is not necessary to run an application program.

TCP communications with other TCP sockets will not be possible until the con-
nection for the first socket opened has been closed (8 TCP sockets are avail-
able). Communications on multiple UDP sockets is possible.

The communications procedure is shown below for communications between a
host computer and Ethernet Unit using a TCP socket.

Host computer
(server)

Ethernet Unit
(client)

l

( Passive OPEN

O

_ Active OPEN >
Connection request

( Establish connect

ion > fffffffffffffffffff < Establish connection >

i

- Send data >
Transmitted data

Receive data

ACK

|
A 4

< Send next data >

Send data

Transmitted data !

Y

ACK Receler data >

Send next data

D) |

A 4

AN ATNATNA

Close

D O e O
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5-1-5 Socket Port Numbers

5-1-6 Fragmentation

Cautions when Using TCP

Transmission
user program

1. Send request
1982 bytes

Source data

82

1,2 3.

Ethernet Unit Receive node

Port numbers up to 1023 on a UNIX workstation can be used by the superuser
only. Port numbers 0 to 255 are reserved for well-known ports. Consequently,
port numbers 1024 to 65535 should be used for socket services. The Ethernet
Unit does not support port #0.

Some port numbers from 1024 and over may be reserved on some workstations
(for example, the X-window server is port #6000). Do not use port nhumbers that
are already reserved for other processes.

The setting status of the Unix workstation port numbers can be checked using
the contents of /etc/services.

of Transmitted Data

The Ethernet Unit fragments data for TCP transmission into units of 1,024 bytes
and data for UDP transmission into units of 1,472 bytes. TCP requires one
reception request to receive each unit of data. UDP, however, restores the origi-
nal data before passing it to the user process, allowing all the data in a single
transmission to be received with one reception request. Examples of these are
given next.

An example of the fragmentation and transmission of data using the TCP is
shown in the following illustration.

1. The transmission user program sends a request to send 1,982 bytes of data.

2. The Ethernet Unit fragments the transmission data into Data A with 1,024
bytes and Data B with 958 bytes.

3. Data A and Data B are sent consecutively.
4. The receiving user program sends a request to receive 1,982 bytes of data.
However, only data A is sent in the first packet; data B is not received.

5. Another receive request to receive data must be made before the remaining
data, Data B, is sent.

Receiving user program

| 4. First receive request
1982 bytes

o
(oman | {owmn | |

! ! 5. Second receive request
‘ ‘ 1982 bytes

| 3. | 958 bytes

When using TCP protocol, the fragmented data is passed to the user program.
Therefore, the receiving user program must be able to evaluate the end of the
data transmission, and repeatedly send receive requests until all data has been
received. The receive request is sent twice in the example shown above, but the
data would be even more fragmented if a router were included in the commu-
nications path, and the number of receive requests would need to be increased
accordingly.

When making the receive request, it is not necessary to specify the same data
length as the transmitted data length. For example, if the length setting is shorter
than the actual length of the data, all the data can be received by repeating the
receive requests.
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Cautions when Using UDP An example of fragmentation and transmission of data using the UDP is shown
in the following illustration.

1,2,3... 1. The transmission user program sends a request to send 1,982 bytes of data.
2. The Ethernet Unit fragments the transmission data into Data A with 1,472
bytes and Data B with 510 bytes.
3. Data A and Data B are sent consecutively.

4. When the receiving user program sends a request to receive 1,982 bytes of
data, Data A and Data B are linked to restore the original data which is
passed to the user program.

Transmission Ethernet Unit Receive node Receiving user
user program ‘ ‘ ‘ . program
1. Send request ! ! ! !
1982 bytes
Source data

1472 bytes

! 4. First receive request

1982 bytes
‘ |
 DataA ‘ Data B M

510 bytes

1 2. 1 3. 1 1

As shown above, the UDP protocol handles data communications as data-
grams, so that the transmitted data is restored to the original data before being
passed to the user program. Consequently, if the data length in the receive re-
quest is set to the length of the transmitted data, the entire data can be received
using a single receive data request. However, if the data length in the receive
data request is set smaller than the actual length of the data, all received data
exceeding the set data length will be discarded.

5-2 Using Socket Services

Socket services for CV-series PCs are controlled using FINS commands sent to
the Ethernet Unit.

5-2-1 FINS Commands

Socket services are run by executing the DELIVER COMMAND instruction
CMND(194) from the PC program to send FINS commands to the Ethernet Unit.

Basic FINS Command The basic format for FINS commands used for socket services is shown in the
Format following diagram.

0 1 2 3 4 5 6 7 8 9 10 11 12

%

Command Socket Results storage area Parameters
code number

Command Code:
Specifies the process code requested for the socket.

Socket Number
Specifies the socket number for the process, between 1 and 8.

Results Storage Area
Specifies the area to store the results of the requested process.
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Parameters

Specifies the parameters defined for the command code.
Refer to Section 6 FINS Commands to Ethernet Units for details about com-

mands.
Table of FINS Commands The following FINS commands can be used for socket services to Ethernet
Units.
Command Name Description Page
code
MRC | SRC
27 01 UDP OPEN REQUEST Opens the UDP socket. 135
02 UDP RECEIVE REQUEST Receives data at the UDP socket. | 136
03 UDP SEND REQUEST Sends data from the UDP socket. | 137
04 UDP CLOSE REQUEST Closes the UDP socket and ends | 138
communications.
10 TCP OPEN REQUEST (PASSIVE) Opens a TCP socket and waits 139
for connection to another node.
11 TCP OPEN REQUEST (ACTIVE) Opens a TCP socket and 140
connects to another node.
12 TCP RECEIVE REQUEST Receives data at the TCP socket. | 142
13 TCP SEND REQUEST Sends data from the TCP socket. | 143
14 TCP CLOSE REQUEST Closes the TCP socket and ends | 145
communications.

5-2-2 Socket Status Area

Each Ethernet Unit has eight TCP sockets and eight UDP sockets. The status of
each of these sockets can be confirmed from the CPU Bus Unit Area words allo-
cated to each unit. The address of the first word of the status area is calculated
using the following formula. All other words are calculated by adding the speci-
fied offset to the address of the first word.

Word = 1500 + (25 x unit number)

Offset

Content

+0 (first word)

Internode Test Start Bit

+1

Status of UDP socket #1

+2

Status of UDP socket #2

+3

Status of UDP socket #3

+4

Status of UDP socket #4

+5

Status of UDP socket #5

+6

Status of UDP socket #6

+7

Status of UDP socket #7

+8

Status of UDP socket #8

+9

Status of TCP socket #1

+10

Status of TCP socket #2

+11

Status of TCP socket #3

+12

Status of TCP socket #4

+13

Status of TCP socket #5

+14

Status of TCP socket #6

+15

Status of TCP socket #7

+16

Status of TCP socket #8

+17

FTP server status

Note The first socket status area word contains the Start Bit for the internode test. Re-
fer to 7-2 Internode Test for details.
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Bit Configuration

The meaning of individual bits in each status word (except the first) is shown in
the following diagram.

BIt 15 08 07 00
x| x| 0] 0|0 0] 0| O0|0]O0|O0|O0 x| x| x| x
L Results Storage Error Flag L Opening Flag
0: Normal 0: Open completed
|_1: Result storage error |_1: Opening
B Open Flag B Receiving Flag
0: Not open 0: Receive completed
B 1: TCP connected/UDP open B 1: Receiving
B Sending Flag
0: Send completed
| L Sending
B Closing Flag
0: Close completed
71: Closing
Bit Flag Value Status Description
Bit 0 Opening Flag 1 Opening ON when an open request is received.
0 Open complete OFF when opening has been completed.
Bit 1 Receiving Flag |1 Receiving ON when a receive request is received.
0 Receive complete OFF when receive has been completed.
Bit 2 Sending Flag 1 Sending ON when a send request is received.
0 Send complete OFF when send has been completed.
Bit 3 Closing Flag 1 Closing ON when a close request is received.
0 Close complete OFF when close has been completed.
Bit 4to 13 | Not used
Bit 14 Results Storage | 1 Results storage ON when the results storage area is incorrectly
Error Flag error defined for a FINS command sent to an Ethernet
Unit. This flag will not turn ON until the Opening,
Receiving, Sending, and Closing Flags turn OFF.
0 Results storage OFF when the next service is requested at the
normal socket.
Bit 15 Open Flag 1 Open (connected) ON when opening has been completed. This flag
indicates the TCP socket is connected.
0 Closed OFF when closing has been completed. Remains
OFF if an error occurs during opening.

5-2-3 Using Socket Service

Each Ethernet Unit has eight TCP sockets and eight UDP sockets. Open, close,
send, and receive processes are available for communications with sockets.
Open

Enables communications on a specified socket. A socket must be opened be-
fore it can be used for socket services. Opening a TCP socket establishes a con-
nection.

Close

Ends use of the socket. Breaks the connection for a TCP socket.

Send

Sends data from a specified open socket.

Receive

Specifies an open socket and receives data from that socket.
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These processes are carried out by sending FINS commands to the Ethernet
Unit. The process from sending a request for processing to completion is shown
in the following illustrations.

1,2,3... 1. Execute a socket service request command (MRC: 27) for the Ethernet Unit
using CMND(194).

CPU Ethernet Unit
User program o
———H—0
Socket service
|——| CMND 7]
ﬁ_l Request

—| ] command D

|—[ END

2. CMND(194) ends normally when the socket service request command is re-
ceived and a response is returned (response code: 0000).

cPU Ethernet Unit
User program - —
———H—0
y_ll C owno 7 Response
—| |—[ END ] D

3. The Ethernet Unit starts the process requested by the parameters in the
socket service request command.

CPU Ethernet Unit

Other node

Communications
4. When the process has been completed, the result is stored in the results

storage area defined in the socket service request command and the socket
status will indicate completion of processing.

CPU Ethernet Unit

Socket status area - —
Process complete

notification

Results storage area

Result stored D
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5-2-4 Socket Services and Socket Status

When using socket services, it is important to consider the timing of the status
changes in the socket status area. The diagram below shows a program flow-
chart for opening UDP.

Program flow is similar for other socket services. Replace the names of the ap-
propriate flags in the flowchart to adapt it to other socket services.

Start UDP Open

Program Flow Error Evaluation
Check socket status. OFF? The specified UDP socket is
NO already open.

Is Bit 15 (Open Flag) in the socket status word for YES
the socket being used OFF?

(Checks to see if the socket is open before com-

munications and close processing.)

Check the Port Enabled Flag. N? The specified port is running

NO network communications.

A

YES

Is the Port Enabled Flag in A502 for communica-
tions port ON?

Execute FINS command (via CMND(194)) for Ethernet Unit.

Use the CMND(194) to send the UDP OPEN RE-
QUEST command (2701) to the Ethernet Unit.

Check response. 0000? An error occurred. The Ethernet
N Unit did not receive the UDP
OPEN REQUEST command.

A
y

Is the response code = 0000 (normal) for the YES
UDP OPEN REQUEST command?

Check Opening Flag status. OFF (Socket status bit 00)

Wait until bit 00 in the socket status turns OFF
(open complete).

00007 An error occurred. The specified
NO socket could not be opened.

Check results storage area response code.

A

Is response code = 0000? YES

UDP opened
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5-2-5 Communications Timing Chart

Port Enabled Flag

Opening Flag

Receiving Flag

Sending Flag

Closing Flag

Open flag

The timing of the status changes of the bits in the socket status area and the Port
Enabled Flag is shown in the following diagram.

I I

—

IRt

gy -
! T |

Receive request Send request Close request
received received received

Open complete Receive complete  Send complete

oOpFr, OFr OFr OPFr OFFr

=

o
—

Open request
received

Close complete

5-2-6 Socket Service Timing Chart

OPEN REQUEST
Port Enabled Flag

CMND(194) response code

Opening Flag

Open Flag

Results storage area

CLOSE REQUEST

Port Enabled Flag

CMND(194) response code
Closing Flag
Close Flag

Results storage area
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The timing of the socket service open, send, receive and close request com-
mands are shown in the following diagrams.

1
0 Running Running

| B
—

.
0 | | | | //

‘ Store normal response code
|

‘ Error response code A Normal response code
|
|
|
|
|

OPEN REQUEST OPEN REQUEST Normal Open complete
command received command received end (normal end)

o

1
‘ Running Running ‘

Error response code f«‘ Normal response code

‘ Store normal response code
|

O r Or

CLOSE REQUEST
command received

Close complete
(normal end)

Normal
end

Error
end

CLOSE REQUEST
command received
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SEND REQUEST

1 —
Port Enabled Flag 0 ‘ Running Running
CMND(194) response code ! ‘ Error response code /‘ Normal response code
_ 1 | | | ‘ —
Sending Flag ! ! !
0 | | | ;T
1 ‘ ‘ ‘
Open Flag ‘ ‘ ‘
0 \ | |
Results storage area ‘ ‘ :
! ! ! ‘ Store normal response code
SEND REQUEST Error SEND REQUEST Send complete
command received end command received (normal end)

RECEIVE REQUEST

Port Enabled Flag 1 7%%
0

Error response code /‘ Normal response code

|
| K;

/

‘ Store normal response code

CMND(194) response code

Receiving Flag

Open Flag

O Fr o

Results storage area

RECEIVE REQUEST Error RECEIVE REQUEST Receive complete
command received end command received (normal end)

CLOSE REQUEST during RECEIVE REQUEST
RECEIVE REQUEST command received CLOSE REQUEST command received

Port Enabled Flag 11—
0 Running Running

CMND(194) (RECEIVE RE-
QUEST) response command

CMND(194) (CLOSE
REQUEST) response command ,‘ Normal response code

) (

/ ‘ Normal response code

Receiving Flag Cl) ‘ \> /
Closing Flag 1 ‘
0
Open Flag 1
0
Results storage area for ‘
RECEIVE REQUEST V Store error response code
Results storage area for ‘ Store normal response code

CLOSE REQUEST

Note The timing shown in the above diagram occurs if a CLOSE REQUEST com-
mand is executed during SEND REQUEST command execution. The timing
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5-2-7 Precautions in

UDP and TCP Socket
Services

UDP Socket Services Only

TCP Socket Services Only

90

shown in the diagram also applies if a CLOSE REQUEST command is executed
during OPEN REQUEST command execution, with the exception of the status
of the Open Flag.

Using Socket Service

If a short response monitor time is specified in CMND(194) control data and the
Ethernet Unit is operating under a high load, a result may be stored even if the
response code indicates a time-out. If this occurs, increase the monitor time
specified with CMND(194).

The socket status area (from CIO 1500) is zeroed when the PC’s operating
mode is changed (e.g., from PROGRAM to RUN). The actual Ethernet Unit
socket status, however, will remain unchanged after the socket status area is
zeroed. To avoid this problem, define the socket status area as a hold area in
the PC Setup. Refer to the CVSS operation manuals for details on settings.

The Results Storage Error Flag will turn ON in the socket status to indicate that
the specified results storage area does not exist in the PC. Correct the user
program.

Communications time may increase if multiple Ethernet Unit functions are
used simultaneously or due to the contents of the user program.

Communications efficiency may decrease due to high communications loads
on the network.

All data is flushed from the socket's communications buffer when a socket is
closed with the CLOSE REQUEST command. In some cases, the transmit
data for the SEND REQUEST command issued just before the socket was
closed may not be sent.

When sockets are open, the Ethernet Unit provides 60 receive buffers of
2 Kbytes each to allow data to be received at any time. These buffers are
shared by all open sockets. Socket service communications are interrupted if
all these buffers become full. The user application must therefore issue RE-
CEIVE REQUEST commands frequently enough to prevent the internal buff-
ers from becoming full.

When data is received by a UDP socket, one receive buffer is used for each
packet of data received. Therefore, if receive processing is not carried out, all
receive buffers will become full after data is received 60 times, regardless of
the actual amount of data received.

The UDP socket sets a broadcast address for the destination node address to
broadcast data to all nodes of the network simultaneously. The maximum
length of broadcast data is 1,472 bytes. Data in multiple fragments (over
1,472 bytes for a UDP socket) cannot be broadcast.

The UDP socket does not check the transmitted data to ensure communica-
tions reliability. To increase communication reliability, communications checks
and retries must be included in the user application program.

When data is received by a TCP socket, each packet of data sent is appended
to the previous packet, so that even without receive processing being carried
out, a single receive buffer is used until it becomes full with 2 Kbytes of data
before another buffer is used.

In the TCP send processing, the end code (0000) is stored in the results stor-
age area when the data is stored in the send buffer of the local node, regard-
less of the receive status of the remote socket. Actual data is sent to the re-
ceive buffer in the remote socket using the TCP protocol processing. Conse-
quently, pay attention to the following two points.

o If the TCP socket of the remote node is closed (the connection is broken)
during communications, the TCP socket at the local node must also be
closed. The communications results storage area can be used to check if
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the connection has been broken. Close the local socket immediately after
detecting that the remote TCP socket has closed. The following situations
indicate that the remote socket has closed.

TCP receive results storage area: Response code = 0000 (normal), number
of bytes received = 0000

TCP send results storage area: Response code = 0020 (connection with re-
mote socket is broken)

¢ Even if the remote node TCP socket has been closed unilaterally, the data
that needs to be sent may still be in the buffer on the local node. (The re-
maining data will be deleted when the local node performs TCP close
processing.) To avoid the data being deleted, you must consider appropri-
ate measures according to the application, such as sending data to permit
closing from the local node, and then closing after the remote note has per-
formed a check.

« After closing the port of a connected TCP/IP socket, the port cannot be used for
60 seconds after being closed. However, this restriction does not apply for a
port opened using the TCP OPEN REQUEST (ACTIVE) command with a local
TCP port number of 0 (port number automatically assigned) which is closed
from the side that actively opened the socket.

¢ A connection is established for a passively opened socket by actively opening
it from another socket. You cannot actively open multiple connections to a
socket passively opened at the Ethernet Unit.

¢ The Ethernet Unit TCP sockets have no KEEP ALIVE function to check that the
connection is normal if communications do not occur for a set time period
through a communications line for which a connection has been established.
The Ethernet Unit's TCP sockets make no checks to socket at the other node.
Checks made by the remote node, however, are received as responses, S0
that it is not necessary for the user program to consider the KEEP ALIVE func-
tion.
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5-2-8 Ladder Programming for TCP/IP Communications

System Configuration

—

Host computer

The following program example sends and receives 100 bytes of data between
the Ethernet Unit and the host computer using TCP/IP communications. The
system and data area applications are described before the program example
and details of program operation are described following each section of the ex-
ample.

The system configuration for the program example and the Ethernet Unit system
setup are shown below. To establish a TCP connection, the Ethernet Unit must
be passively opened and the host computer actively opened.

Z-m
cCToO

IP address: 196.36.32.55, Port #4096 IP address: 196.36.32.101

Data Flow of CMND(194) to
the Ethernet Unit

Host computer

Set using the CPU Bus Unit system setup bytes 8 to 11 (local IP
address). (Refer to 2-6 Ethernet Unit System Setup for details.)

Port: #4096

Set using the local port number to open in TCP PASSIVE open

(2710 hex) using CMND(194).

FINS Network address: 01 (hex)
You must set the routing tables in advance. (Refer to 3-5 Rout-
ing Tables for details.)

Node number: 01 (hex)
Set using the rotary switches on the front panel of the Unit.
(Refer to 2-2 Rotary Switch Settings for details.)

Unit address: 10 (hex)
Calculate the Unit address as follows: Unit number rotary switch
setting as set on the front panel of the Unit (= 0 hex) + 10 hex.

The data flow to send CMND(194) to the Ethernet Unit is shown in the following
diagram.

Ethernet network Ethernet Unit CPU

4. Send to network

1. CMND(194) executed

2. Work bits turned ON
3. CMND(194) response

5. Host computer
processing

6. Results stored in results
storage area

7. Work bits turned OFF

Note These work bits (CIO 000000 to CIO 000003) are set by the program to control

Data Area Application
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CMND(194) execution and are not system flags, such as the Port Enabled Flags
(A50200 to A50207).

The data area words and bits used in the communications program are allocated
as shown in the following diagrams. These words and bits are used for
CMND(194) control data, command data, and results storage.

Example
The following diagrams indicates that DO000O is the first word used in
CMND(194) for a TCP OPEN REQUEST and it contains 0012}y, that DO0001
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contains 0004y, that CIO 00000 is used to control TCP open processing, and
that CIO 00001 is used to control TCP close processing.

DM Area

0 1 2 1510 8 1 0
D00000 ; CIlO 00000
TCP OPEN REQUEST via CMND(194) TCP TCP
close open
$0012 $0004 $00
0 1 2 3 4 5 6 7 8 9
DO00000 CMND(194) control data for TCP OPEN REQUEST (PASSIVE
0012H |0004H |0001H |0110H |0000H |0032H| —— | —— | —— | ——
\—J L L Response monitor time: 5 s
Port number: Port #0
Destination Ethernet Unit designation
L Network address: 01
Node number: 01
Unit address: 10pex
— Number bytes to receive: 4 bytes
—— Number of bytes to send: 18 (0012}¢x)
0 1 2 3 4 5 6 7 8 9
D00010 | CMND(194) control data for TCP CLOSE REQUEST
0008H |0004H |0001H | 0110H |0000H [0O32H| —— | —— | — | ——
[ Number bytes to receive: 4 bytes
—— Number of bytes to send: 8 bytes
0 1 2 3 4 5 6 7 8 9
D00020 CMND(194) control data for TCP SEND REQUEST
OO06EH |0004H |0001H |0110H |0000H |0032H| — | —— | —— | ——
L Number bytes to receive: 4 bytes
Number of bytes to send: 110 (006E ) bytes
Command format = 10 bytes + 100 bytes transmission data
0 1 2 3 4 5 6 7 8 9
D00030 CMND(194) control data for TCP RECEIVE REQUEST
000CH |0004H |0001H | 0110H |0000H |0032H | —— | —— | —— | ——

- Number bytes to receive: 4 bytes

Number of bytes to send: 12 bytes (000Cheyx)

Number of bytes received specified in command data.
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0 1 2 3 4 5 6 7 8 9
D01000 | TCP OPEN REQUEST (PASSIVE) command data
2710H |0001H |8203H |FCOOH | 1000H | 0000H | C424H|2037H | 0000H | ——
\—J L Remote node: Not specified
Host computer IP address: 196.36.32.55
. (Clpex.24nex-20nex-37hex)
Timeout value: Not set
Local port number: set to 4096 (1000pex)
| Results storage area: set to D01020 (03FChex)
(Refer to page 127 for details on the results storage area.)
TCP socket number (Ethernet Unit socket number): setto 1
Command code
0 1 2 3 4 5 6 7 8 9
D01010 | TCP OPEN REQUEST (PASSIVE) response
Re-
2710H igggse _— | — | — | — | — | — | — | —
Stores the response after command execution.
0 1 2 3 4 5 6 7 8 9
D01020 | TCP OPEN R‘EQUES‘T (PASSIVE) results storage area
Re- Remote IP address Remote
sponse TCP port
code number
0 1 2 3 4 5 6 7 8 9
D1030 TCP CLOSE REQUEST command data
2714H |0001H [8204H |1AOOH| — | — | — | —— | —— | ——
i Results storage area: set to D01050 (041Anhex)
TCP socket number to close: set to 1 (0001pey)
Command code
0 1 2 3 4 5 6 7 8 9
D01040 | TCP CLOSE REQUEST response
Re-
2714H sponse R R R R R R
code
D01050 | TCP CLOSE REQUEST results storage area
Re-
sponse | — | — | — | — | — | — | — | |
code
0 1 2 3 4 5 6 7 8 9
D02000 | TCP SEND REQUEST command data
2713H |0001H |820BH | C200H | 0064H Se‘”d datai 100 byt‘es (006‘4'160

\— No. of send bytes: 100 bytes (0064¢x)

Results storage area: set to D03010 (0BC2pey)
TCP socket number

Command code
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CIO Area

2712H | sponse

code

TCP RECEIVE REQU
Re-

EST response

0 1 2 3 4 5 6 7 8 9
D03000 | TCP SEND REQUEST response
Re-
2713H | sponse B
code
D03010 | TCP SEND REQUEST results storage area
Re- No. of
sponse bytes -
code sent
0 1 2 3 4 5 6 7 8 9
D04000 | TCP RECEIVE REQUEST command data
2712H |0001H |820FH |B400H | 0064H | 0000H | ——
LJ Timeout value: Not set
No. of bytes to receive: 100 bytes (0064nex)
— Results storage area: Set to D04020 (OFB4yex)
TCP socket number
—— Command code
0 1 2 3 4 5 6 7 8 9
D04010

D04020 | TCP RECEIVE REQUEST results storage area
Re- No. of | | | | |
sponse | bytes re- Receive data: 100 bytes (0064y¢x)
code ceived | | | | | |
The following bits are used to control CMND(194) execution. The bits in
CIO 0000 are used to signal execution, the bits in CIO 0001 are used to signal
errors, and the work bits in CIO 0002 are used to control the program so that the
instruction is executed only once.
15 io 8 7 6 5 4 3 2 1 0
CIO 0000
TCP TCP TCP TCP
receive |send bit | close bit | open bit
bit
CIO 0001 TCP TCP TCP TCP
receive send close open
error error error error
bit bit bit bit
ClO 0002 TCP TCP TCP TCP
receive | send close open
work bit | work bit | work work bit
bit
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Program Example 1
000000 p— * TCP PASSIVE OPEN *
(000) | tcp open TCP open
bit error bit
000000

'_%017)
[TRSET 000100 —

H|

000001

TCP open
work bit

TCP open TCP open work
bit bit
000000 000200

Port Enabled
Flag
A50200

r&ow)
[TSET 000200 }—

Command code Control data
(194)

[ CMND D01000

Response

D01010 DO0000 |—

000004

i I

TCP open
work bit
r(017)
[RSET 000200 }—
TCP open TCP open Port Enabled  TCP Opening
bit work bit Flag Flag
000000 000200 A50200 150900
L LY 1L L
000009 [ | rgi d A 2
Results Storage
Error Flag lrcr(?r %'i)ten
150914 (016)
1L r
[ i | [seT 000100 }—
Equals Flag
(020) A50006
{CMP  D01020 #0000 J—rf—
TCP open TCP open work Port Enabled  TCP Opening Tcp
bit bit Flag Flag open bit
000000 000200 A50200 150900 (017) P
1 (P4 11 X r
000020 —| } v4 i | 4 { RSET 000000 }—
000025 p=—— *TCP CLOSE *
(©03) [ rcp close TCP close
bit error bit
000001 017)

000026 —| : [TRSET 000101 }—
TCP close
work bit

r%016)
[TsET 000201 }—
TCP close TCP close Port Enabled
bit work bit Flag Command code  Response Control data
000001 000201 A50200
000029 _| : : : : : [ CMND D01030  D01040 D00010 }—
TCP close
work bit
r(017)
[RSET 000201 }—
TCP close TCP close Port Enabled  TCP Closing
bit work bit Flag Flag
000001 000201 A50200 150903
L X 1L L
ooo3s || g 1l g 2
Results Storage
Error Flag -err(r:gr (t:)li?se
150914 (016)
]l I
[ 1 [sET 000101 }—
Equals Flag
020 A50006
{CMP  D01050 #0000 j—“’—
TCP close TCP close Port Enabled  TCP Closing
bit work bit Flag Flag TICP bit
000001 000201 A50200 150903 o1y oY
L X 1L X r
000045 —| I v 4 1 # { RSET 000001 J—
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Explanation of Ladder The first section of program uses CMND(94) to execute TCP PASSIVE OPEN.
Program Program execution starts when CIO 000000 turns ON.

Program
address

Explanation

000001

Starting TCP OPEN execution.

When CIO 000000 turns ON, the TCP open error bit (CIO 000100) turns
OFF and the TCP open work hit (CIO 000200) turns ON to request one
execution of TCP OPEN.

000004

Execution of the TCP OPEN REQUEST via CMND(194)

If the Port Enabled Flag (A50200) is ON while the TCP open work bit
(CIO 000200) is ON, a TCP OPEN REQUEST is executed via
CMND(194)) and the TCP open work bit (CIO 000200) is turned OFF.
Execution pauses until CMND(194) instruction execution has been
completed. A50200 is the Port Enabled Bit because the FINS
communication port is port #0.

000009

Error evaluation.

The Port Enabled Flag (A50200) turns ON and the TCP Opening Flag
(ClO 150900) turns OFF to indicate that execution of TCP OPEN via
CMND(194) has ended. The Results Storage Error Flag (CIO 150914)
and the response code in the results storage area (D01020) are
checked and the TCP open error bit (CIO 000100) turns ON if an error
has occurred.

000020

End of TCP OPEN execution.
CIO 000000 turns OFF to indicate that execution has been completed.

The next section of program uses CMND(94) to execute TCP CLOSE. Execu-
tion starts when CIO 000001 turns ON

Program
address

Explanation

000026

Starting TCP CLOSE execution.

When CIO 000001 turns ON, the TCP close error bit (CIO 000101)
turns OFF and the TCP close bit (CIO 000201) turns ON to request one
execution of TCP CLOSE.

000029

Execution of the TCP CLOSE via CMND(194)

If the Port Enabled Flag (A50200) is ON while the TCP close work bit
(CIO 000201) is ON, TCP CLOSE is executed via CMND(194) and the
TCP close work bit (CIO 000202) turns OFF. Execution pauses until the
CMND(194) instruction has been completed.

000034

Error evaluation.

The Port Enabled Flag (A50200) turns ON and the TCP closing bit
(ClO 150903) turns OFF to indicate that execution of TCP CLOSE via
CMND(194) has ended. The Results Storage Error Flag (CIO 150914)
and the response code in the results storage area (D01050) are
checked and the TCP close error bit (CIO 000101) turns ON if an error
has occurred.

000045

End of TCP CLOSE execution.
CIO 000001 turns OFF to indicate that execution has been completed.
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Program Example 2
000050 f—— *TCP SEND *
(001) TCP send TCP send
bit error bit
000002 017)
oooos1 [ | [TRSET 000102 }—
TCP send
work bit
- 016)
[TSET 000202 }—
TCP send TCP send Port Enabled
bit work bit Flag Command code  Response  Control data
000002 000202 A50200

000054 —| : : : : : { CMND D02000  D03000 D00020 —
TCP send
work bit

(017)
[RSET 000202 }—
TCP send TCP send Port Enabled  TCP
bit work bit Flag Sending Flag
000002 000202 A50200 150902
1 (V4 11 (P4
ooo0se [ | rgi 1l v g 2
Results Storage TCP send
Error flag error bit
150914 (016)
11 r
[ i | [sET  000102}—
Equals Flag
A50006
{cMP  Do4020 #0000 }—)f
TCP send TCP send Port Enabled  TCP
bit work bit Flag Sending Flag E_CP send
000002 000202 A50200 150902 ©17) it
1 (P4 11 X r
000070 —| } v4 i | 4 { RSET 000002 }—
000075 p— * TCP RECEIVE *
002) | 1¢p receive bit TCP receive
error bit
000003 %017)
L r
000076 —| I L RSET 0001033—
TCP receive
work bit
r%me)
[TSET 000203 —
TCP receive Port Enabled
TCP receive bit work bit Flag
Command code Response  Control data
000003 000203 A50200 (194)

000079 —| : : : : : { CMND D04000  D04010 D00030 }—
TCP receive
work bit

r(017)
[RSET 000203 }—
TCP receive TCP receive Port Enabled  TCP Receiving
bit work bit Flag Flag
000003 000203 A50200 150901
L X 1L L
oooss || g 1l g 2
Results Storage .
Error flag lr?opr ';;fe've
150914 (016)
1L r
[ i | [SET  000103}—
Equals Flag
A50006
{CMP  D04020 #0000 J—rf—
TCP receive TCP receive Port Enabled  TCP Receiving
bit work bit Flag Flag TCP. b
000003 000203 A50200 150901 17 eVt
1 (P4 11 X r
000095 —| } v4 i | 4 { RSET 000003 }—
(001)
000100 [ enp
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Explanation of Ladder The next section of program uses CMND(94) to execute TCP SEND. Execution
Program starts when CIO 000002 turns ON.

Program Explanation

address

000051 Starting TCP SEND execution.

When CIO 000002 turns ON, the TCP send error bit (CIO 000102) turns
OFF and the TCP send bit (CIO 000202) turns ON to request one
execution of TCP SEND.

000054

Execution of the TCP SEND via CMND(194).

If the Port Enabled Flag (A50200) is ON while the TCP send work bit
(ClO 000202) is ON, TCP SEND is executed via CMND(194) and the
TCP send bit (CIO 000202) turns OFF. Execution pauses until the
CMND(194) instruction has been completed.

000059

Error evaluation.

The Port Enabled Flag (A50200) turns ON again and the TCP Sending
Flag (CIO 150902) turns OFF to indicate that TCP SEND execution via
CMND(194) has ended. The Results Storage Error Flag (CIO 150914)
and the response code in the results storage area (D03010) are
checked and the TCP send error bit (CIO 000102) is turned ON if an
error has occurred.

000070

End of TCP SEND execution.

ClO 000002 turns OFF to indicate that the instruction execution has
been completed.

The next section of program uses CMND(94) to execute TCP RECEIVE. Execu-
tion starts when CIO 000003 turns ON.

Program
address

Explanation

000076

Starting TCP RECEIVE execution.

When CIO 000003 turns ON, the TCP receive error bit (CIO 000103)
turns OFF and the TCP receive work bit (CIO 000203) turns ON to
request one execution of TCP RECEIVE.

000079

Execution of the TCP RECEIVE via CMND(194).

If the Port Enabled Flag (A50200) is ON while the TCP receive work bit
(ClO 000203) is ON, TCP RECEIVE is executed via CMND(194) and
the TCP receive work bit (CIO 000203) turns OFF. Execution pauses
until the CMND(194) instruction has been completed.

000084

Error evaluation.

The Port Enabled Flag (A50200) turns ON again and the TCP
Receiving Flag (CIO 150901) turns OFF to indicate that execution of
TCP RECEIVE via CMND(194) has ended. The Results Storage Error
Flag (CIO 150914) and the response code in the results storage area
(D04020) are checked and the TCP receive error bit (CIO 000103) is
turned ON if an error has occurred.

000095

End of TCP RECEIVE execution.
CIO 000003 turns OFF to indicate that execution has been completed.
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5-2-9 Ladder Programming for UDP/IP Communications

System Configuration

Host computer

The following program example sends and receives 100 bytes of data between
the Ethernet Unit and the host computer using UDP/IP communications. The
system and data area applications are described before the program example
and details of program operation are described following each section of the ex-
ample.

The system configuration for the program example and the Ethernet Unit system
setup are shown below.

ETN
CPU

IP address: 196.36.32.55 IP address: 196.36.32.101

Port #4096

Explanation of Operation

100

Set using the CPU Bus Unit system setup bytes 8 to 11 (local IP
address). (Refer to 2-6 Ethernet Unit System Setup for details.)

Port: #4096
Set using the local port number to open in TCP PASSIVE open
(2710 hex) using CMND(194).

FINS Network address: 01 (hex)
You must set the routing tables in advance. (Refer to 3-5 Rout-
ing Tables for details.)

Node number: 01 (hex)
Set using the rotary switches on the front panel of the Unit.
(Refer to 2-2 Rotary Switch Settings for details.)

Unit address: 10 (hex)
Calculate the Unit address as follows: Unit number rotary switch
setting as set on the front panel of the Unit (= 0 hex) + 10 hex.

UDP OPEN REQUEST is executed for the Ethernet Unit when CIO 000000
turns ON. UDP CLOSE REQUEST is executed for the Ethernet Unit when CIO
000001 turns ON. UDP SEND REQUEST is executed for the Ethernet Unit when
CIO 000002 turns ON and 100 bytes of data are sent starting from D02008. UDP
RECEIVE REQUEST is executed for the Ethernet Unit when CIO 000003 turns
ON and 100 bytes of data are received and stored starting from D04025.

The appropriate bit in CIO 000001 turns ON when an error occurs. The following
areas can be used to access details about errors:

CMND(194) response codes

Response codes in results storage area
Port Enabled Flags (A50208 to A50215)
Completion codes (A503 to A510)
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Data Area Application The data area words and bits used in the communications program are allocated
as shown in the following diagrams. These words and bits are used for
CMND(194) control data, command data, and results storage.

DM Area

0 1 2 3 4 5 6 7 8 9

D00000 | CMND(194) control data for UDP OPEN REQUEST

000AH | 0004H |0001H |0110H |0000H [0032H | —— | —— | — | ——

\—J L L Response monitor time: 5 s

FINS communications port: Port #0
Destination Ethernet Unit designation
L Network address: 01pex
Node number: 01pex
Unit address: 10pex
Number bytes to receive: 4 bytes

Number of bytes to send: 10 bytes (000Anex)

D00010 | CMND(194) control data for UDP CLOSE REQUEST

0008H |0004H |0001H |0110H |0000H |0032H | —— | —— | —— | ——

L Number bytes to receive: 4 bytes
— Number of bytes to send: 8 bytes

0 1 2 3 4 5 6 7 8 9

D00020 CMND(194) control data for UDP SEND REQUEST

0074H |0004H |0001H |0110H |0000H |0032H| —— | —— | —— | ——
\

— Number bytes to receive: 4 bytes

Number of bytes to send: 114 (0072},¢4) bytes
Command format = 14 bytes + 100 bytes transmission data

0 1 2 3 4 5 6 7 8 9

D00030 | CMND(194) control data for UDP RECEIVE REQUEST
000CH |0004H |0001H | 0110H |0000H |0032H | —— | —— | —— | ——

- Number bytes to receive: 4 bytes
Number of bytes to send: 12 bytes (000Cheyx)
Number of bytes received is specified in command data.

0 1 2 3 4 5 6 7 8 9

D01000 | UDP OPEN REQUEST command data
2701H |0001H [8203H |[FCOOH |1000H | — | —— | —— | —— | ——
L Local port number: set to 4096 (1000pex)
Results storage area: set to D01020 (03FCheyx)
(Refer to page 127 for details on formats for socket services)

UDP socket number (Ethernet Unit socket number): set to 1
Command code
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0

1

2

D01010

UDP OPEN response

2701H

Re-
sponse
code

Stores the response after command execution.

0 1 2 3 4 5 6 7 8 9
D01020 UDP OPEN REQUEST results storage area
Re-
s;;nse
code
0 1 2 3 4 5 6 7 8 9
D1030 UDP CLOSE REQUEST command data
2704H |0001H |8204H |1AOOH| — | — | —— | —— | —— | ——
i Results storage area: set to D01050 (041Anex)
UDP socket number closed: set to 1 (0001hex)
Command code
0 1 2 3 4 5 6 7 8 9
D01040 | UDP CLOSE REQUEST response
Re-
2704H | sponse — | | | /| —
code
D01050 | UDP CLOSE REQUEST results storage area
Re-
sponse | — | — | — | — | — | — | - |
code
0 1 2 3 4 5 6 7 8 9
D02000 | UDP SEND REQUEST command data
2703H |0001H |820BH |C200H |C424H| 2037H| 1000H|0064H | —— | ——

‘ ‘ L No. of send bytes: 100 bytes (0064p¢x)

— Destination port: Port #4096 (1000pey)

Destination address: 196.36.32.55
(Clnex-24nex-20nex-37hex)
Results storage area: Set to D03010 (0BC2j¢4)

UDP socket number
Command code
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CIO Area

0 1 2 3 4 5 6 7 8 9
D03000 | UDP SEND REQUEST response
Re-
2703H sponse - -
code
D03010 | UDP SEND REQUEST results storage area
Re- No. of
sponse | send -
code bytes
0 1 2 3 4 5 6 7 8 9

2702H

D04000 | UDP RECEIVE REQUEST command data

0001H |820FH |B400H | 0064H | 0000H

L]

UDP socket number used
Command code

Timeout value: Not set

D04010 | UDP RECEIVE REQUEST response
Re-
2702H | sponse | ——

code

Re-
sponse
code

D04020 | UDP RECEIVE REQUEST resuiltg, gftorage area

Source IP Source
address port byte§ to
| number | receive ‘

| |
Receive data: 100 bytes (0064pex)

No. of bytes to receive: 100 bytes (0064y¢x)
Results storage area: set to D04020 (OFB4pey)

The following bits are used to control CMND(194) execution. The bits in
CIlO 0000 are used to signal execution, the bits in CIO 0001 are used to signal
errors, and the work bits in CIO 0002 are used to control the program so that the

instruction is executed only once.

\
15t0 8 7 6 5 4 3 2 1 0

CIO 0000
UDP UDP UDP UDP
receive |send bit | close bit | open bit
bit

CIlO 0001 uDP uDP uDP uDP
receive send close open
error bit | error error bit | error

bit bit

CIO 0002 UDP UDP UDP ubpP
receive | send close open
work bit | work bit | work work bit

bit
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Program Example 1
<<< UDP PROGRAM EXAMPLE >>>
BLOCK  Main
000000 f— *UDP OPEN *
(000) UDP open UDP open
bit error bit
000000 017)

000001 —| : E%RSET 000100 }—
UDP open
work bit

r;rom)
[[TSET 000200 —
UDP open UDP open Port Enabled
bit work bit Flag Command code  Response ~ Control data
000000 000200 A50200 (194)
L 1L 1L r

000004 —| } i | i | { CMND D01000  D01010 D00000 —
UDP open
work bit

'_(017)
[RSET 000200 }—
UDP open UDP open Port Enabled UDP Opening
bit work bit Flag Flag
000000 000200 A50200 150100
1 (04 11 (P4
000009 [ | v 4 1l v g 2
Results Storage
Error Flag greroF:' gi‘ie"
150114 (016)
11l r
[ 1 [SET 000100 }—
Equals Flag|
(©20) A50006
{CMP  D01020 #0000 j—“’—
UDP open UDP open Port Enabled ~ UDP Opening
bit work bit Flag Flag EPP open
000000 000200 A50200 150100 ©17)
L P4 1L P4 r
000020 —| } 4 i | 4 {" RSET 000000 }—
000025 p— *UDP CLOSE *
(003) | UDP close UDP close
bit error bit
000001 017)

000026 [ | E%“RSET 000101 }—
UDP close
work bit

r%me)

[[TSET 000201 }—
UDP close UDP close Port Enabled
bit work bit Flag Command code  Response Control data
000001 000201 A50200 (194)

000029 [ | 1 1} [ CMND D01030  D01040 D00010 }—
UDP close
work bit

'_(017)
[RSET 000201 }—
UDP close UDP close Port Enabled UDP Closing
bit work bit Flag Flag
000001 000201 A50200 150103
L )4 1L )4
ooozs |} g 1l g 2
Results Storage
Error Flag lveJrIrDc:Pr gli?se
150114 (016)
]l r
) 1 [seT 000101 }—
Equals Flag}
(020) A50006
{CMP  DO01050 #0000 j—“’—
UDP close UDP close Port Enabled UDP Closing
bit work bit Flag Flag UIDP bi
000001 000201 A50200 150103 17 90"
1 X 11 X r
000045 —l I ydi 11 ydi { RSET 000001 ]—
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Explanation of Ladder The first section of program uses CMND(94) to execute UDP OPEN. Execution
Program starts when CIO 000000 turns ON.

Program
address

Explanation

000001

Starting UDP OPEN execution.

If CIO 000000 is ON, the UDP open error bit (CIO 000100) turns OFF
and the UDP open work bit (CIO 000200) turns ON to request one
execution of UDP OPEN.

000004

Execution of UDP OPEN via CMND(194)

If the Port Enabled Flag (CIO A50200) is ON while the UDP open work
bit (C1O 000200) is ON, UDP OPEN is executed via CMND(194) and
the UDP open work bit (CIO 000200) turns OFF. Execution pauses until
CMND(194) instruction has been completed. A50200 is the Port
Enabled Bit because the FINS communication port is port #0.

000009

Error evaluation.

The Port Enabled Flag (A50200) turns ON and the UDP Opening Flag
(ClO 150100) turns OFF to indicate that execution of UDP OPEN via
CMND(194) has ended. The Results Storage Error Flag (CIO 150114)
and the response code in the results storage area (D01020) are
checked and the UDP open error bit (CIO 000100) is turned ON if an
error has occurred.

000020

End of UDP OPEN execution.
CIO 000000 turns OFF to indicate that execution has been completed.

The next section of program uses CMND(94) to execute UDP CLOSE. Execu-
tion starts when CIO 000001 turns ON.

Program
address

Explanation

000026

Starting UDP CLOSE execution.

If CIO 000001 is ON, UDP close error bit (CIO 000101) turns OFF and
the UDP close work bit (CIO 000201) turns ON to request one
execution of UDP CLOSE.

000029

Execution of the UDP CLOSE via CMND(194).

If the Port Enabled Flag (A50200) is ON while the UDP close work bit
(ClO 0000201) is ON, UDP CLOSE is executed via CMND(194) and the
UDP close work bit (CIO 000201) turns OFF. Execution pauses until
CMND(194) instruction has been completed.

000034

Error evaluation.

The Port Enabled Flag (CIO A50200) turns ON again and the UDP
Closing Flag (CIO 150103) turns OFF to indicate that execution of UDP
CLOSE via CMND(194) has ended. The Results Storage Error Flag
(ClO 150114) and the response code in the results storage area
(D01050) are checked and the UDP close error bit (CIO 000101) is
turned ON if an error has occurred.

000045

End of UDP CLOSE Execution
CIO 000001 turns OFF to indicate that execution has been completed.
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Program Example 2
000050 f— *UDP SEND *
(001) ubpP send UDP send
bit error bit
000002 017)

000051 —| : E%RSET 000102 }—
UDP send
work bit

r;rme)

[TSET 0002027 }—
UDP send UDP send Port Enabled
bit work bit Flag Command code  Response Control data
000002 000202 A50200 (194)

000054 | | i | i} { CMND D02000  DO3000 D00020 }—

UDP send
work bit
'_(017)
[RSET 000202 }—
UDP send UDP send Port Enabled  UDP
bit work bit Flag Sending Flag
000002 000202 A50200 150102
L LY Ll L
oooose | | y g T g 2
Results Storage UDP send
Error Flag error bit
150114 (016)
1L r
[ i | [seT 000102 }—
UDP SEND results
storage area Equalsz)ggaeg
(020 AS
{CMP  D03010 #0000 J—rf—
UDP send UDP send Port Enabled  UDP
bit work bit Flag Sending Flag EDP send
000002 000202 A50200 150102 ©17) it
1 X 11 X r
000070 —| } 4 i | 4 [ RSET 000002 }—
000075 f—— *UDP RECEIVE *
(002) UDP receive UDP receive
bit error bit
000003 017)

000076 —l I E%RSET 000103]—
UDP receive
work bit

r%om)

[[TSET 000203 —
UDP receive UDP receive Port Enabled
bit work bit Flag Command code  Response Control data
000003 000203 A50200 (194)

000079 | i | 1} [ CMND D04000  D04010 D00030 J—
UDP receive
work bit

'_(017)
[RSET 000203 —
UDP receive UDP receive Port Enabled  UDP Receiving
bit work bit Flag Flag
000003 000203 A50200 150101
L P4 1L P4
ooozs (—|} A 1l A 2
Results Storage .
Error Flag gr?opr L?tcelve
150114 (016)
1L r
[ i | [SET  000103—
Equals Flag|
(020) A50006
{CMP  D04020 #0000 J—rf—
UDP receive UDP receive Port Enabled  UDP Receiving
bit work bit Flag Flag UDP_ bi
000003 000203 A50200 150101 (o17) "
L X 1L X r

000095 —| I # 1 # { RSET 000003 J—
(001)

000100 { EnD

106




Using Socket Services

Section 5-2

Explanation of Ladder The next section of program uses CMND(94) to execute UDP SEND. Execution
Program starts when CIO 000002 turns ON.

Program
address

Explanation

000051

Starting UDP SEND execution.

When CIO 000002 turns ON, the UDP send error bit (CIO 000102) turns
OFF and the UDP send work bit (CIO 000202) turns ON to request one
execution of UDP SEND.

000054

Execution of UDP SEND via CMND(194).

If the Port Enabled Flag (A50200) is ON while the UDP send work bit
(CIO 000202) is ON, UDP SEND is executed via CMND(194) and the
UDP send work bit (CIO 000202) turns OFF. Execution pauses until the
CMND(194) instruction has been completed.

000059

Error evaluation.

The Port Enabled Flag (A50200) turns ON again and the UDP Sending
Flag (CIO 150102) turns OFF to indicate that the UDP SEND via
CMND(194) execution has ended. The Results Storage Error Flag (CIO
150114) and the response code in the results storage area (D03010)
are checked and the UDP send error bit (CIO 000102) is turned ON if
an error has occurred.

000070

End of UDP SEND execution.
CIO 000002 turns OFF to indicate that execution has been completed.

The next section of program uses CMND(94) to execute UDP RECEIVE. Execu-
tion starts when CIO 000003 turns ON

Program
address

Explanation

000076

Starting UDP RECEIVE execution.

When CIO 000003 turns ON, the UDP receive error bit (CIO 000103)
turns OFF and the UDP receive work bit (CIO 000203) turns ON to
request one execution of UDP RECEIVE.

000079

Execution of UDP RECEIVE via CMND(194)

If the Port Enabled Flag (A50200) is ON while the UDP receive work bit
(ClO 000203) is ON, UDP RECEIVE is executed via CMND(194) and
the UDP receive work bit (CIO 000203) turns OFF. Execution pauses
until the CMND(194) instruction has been completed.

000084

Error evaluation.

The Port Enabled Flag (A50200) turns ON again and the UDP
Receiving Flag (CIO 150101) turns OFF to indicate that execution of
UDP RECEIVE via CMND(194) has ended. The Results Storage Error
Flag (CIO 150114) and the response code in the results storage area
(D04020) are checked and the UDP receive error bit (CIO 000103) is
turned ON if an error has occurred.

000095

End of UDP RECEIVE execution.
CIO 000003 turns OFF to indicate that execution has been completed.

5-2-10 UDP Communications Using SFC

This section explains UDP communications programming using an SFC (se-
guential function chart) program. The allocation of the DM and CIO areas in
memory are identical to the allocations described for the ladder programs.

Summary of Operation

Step 10 (ST0010)
Action 10 (AC0010): Initialize UDP commands

Sets the command format and control data for UDP OPEN REQUEST, UDP
CLOSE REQUEST, UDP SEND REQUEST, and UDP RECEIVE RE-
QUEST command execution via CMND(194).
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Program Example
SFC Chart: Main

108

Step 20 (ST0020)

Action 20 (AC0020): Dummy action
Execution reverts to this step after each process is executed. The jump des-
tination from this step is determined by the ON/OFF status of the four bits
used to start UDP process execution:

C10 000000 ON: UDP OPEN REQUEST routine
Cl1O 000001 ON: UDP CLOSE REQUEST routine
CIO 000002 ON: UDP SEND REQUEST routine
CIO 000003 ON: UDP RECEIVE REQUEST routine

Step 21 (ST0021) to Step 24 (ST0024)
Action 21 (AC0021) to Action 24 (AC0024)

These actions clear the bits used to start execution of UDP requests
(CIO 000000 to CIO 000003) and the error flags (CIO 000100 to
CIO 000103).

Step 30 (ST0030) to Step 60 (STO060)
Call the sub-charts for each operation:

Step 30 (ST0030): Calls UDP OPEN REQUEST
Step 40 (ST0040): Calls UDP CLOSE REQUEST
Step 50 (ST0050): Calls UDP SEND REQUEST
Step 60 (STO060): Calls UDP RECEIVE REQUEST

Step 100 (ST0100) to Step 130 (ST0130)
The sub-charts called by Step 30 (ST0030) to Step 60 (ST0060).

Step 100 (ST0100): Executes UDP OPEN via CMND(194)

Step 110 (ST0110): Executes UDP CLOSE via CMND(194)

Step 120 (ST0120): Executes UDP SEND via CMND(194)

Step 130 (ST0130): Executes UDP RECEIVE via CMND(194)
Transition 100 (TNO100) to Transition 130 (TN0130)
Execution pauses until execution has been completed.
Error evaluation is carried out after each of the following steps is executed:
Step 101 (ST0101), Step 111 (STO0111), Step 121 (ST0121), and Step 131
(STO0131). If an error has occurred, one of the following error flags is turned ON:

Error during UDP OPEN REQUEST: CIO 000100 turns ON

Error during UDP CLOSE REQUEST:  CIO 000101 turns ON

Error during UDP SEND REQUEST: CIO 000102 turns ON

Error during UDP RECEIVE REQUEST: CIO 000103 turns ON

ST0010 01

—T— A50013

—

ST0020

—— 000000 —— 000001 —— 000002 —— 000003
‘ ST0021 ‘ ST0022 ‘ ST0023 ‘ ST0024
—1— A50013 —T— A50013 —1— A50013 —1— A50013
‘ ST0030 ‘ 0100 ‘ ST0040 ‘ 0110 ‘ ST0050 ‘ 0120 ‘ ST0060 ‘ 0130
—— A50013 —— A50013 —— A50013 —T— A50013

—* ST0020
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SFC Chart: Subcharts

Action Blocks

AQ SV Action FV
STO010 [N | | AC0010 |
AQ YY) Action FV

ST0020 | Sub-chart dummy step

AQ SV Action FV
ST0021 [N | | AC0021 |
AQ SV  Action FV
ST0022 [N | | AC0022 |
AQ SV  Action FV
ST0023 [N | | AC0023 |
AQ SV  Action FV
ST0024 [N | | AC0024 |
AQ SV Action FV

STO0030 | Sub-chart dummy step

AQ YY) Action

FV

ST0040 | Sub-chart dummy step

AQ YY) Action

FV

STO0050 | Sub-chart dummy step

Y

Y

7

Y

‘ ST0100

‘ ST0110

|

ST0120

‘ ST0130

—— TNO0100

—— TNO110

—— TNO120

—— TNO130

‘ ST0101

‘ STO111

|

ST0121

‘ ST0131 01

A

A

A

A

AQ SV Action FV
ST0060 ‘ Sub-chart dummy step ‘
AQ YY) Action FV
ST0100 [N | | AC0100 |
AQ SV Action FV
STO110 [N | | AC0110 |
AQ SV  Action FV
ST0120 [N | | AC0120 |
AQ SV  Action FV
STO130 [N | | AC0130 |
AQ SV  Action FV
STO101 [N | | Aco101 \
AQ SV Action FV
STO111 [N | | Aco111 \
AQ )Y, Action FV
STO121 [N | | Aco121 |
AQ )Y, Action FV
STO131 |N | | AC0131 |
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<ST0010> ACO0010
E:g Cycle BLOCK [ action  oo10]
Control data
A50015 (032)
000000 | { MOVL#0004000A D00000 }—
Destination Ethernet
- (032) Unit designation
{ MOVL#01100001 D00002 J—
Port number
r
I_MOVL#OO?:ZOOOO D00004 J—
Command code
- (030)
MOV #2701 D01000 }—
Socket No.
- (030)
MoV #0001 D01001 J—
Results storage area
- (032)
I_MOVL#FCOO8203 DOlOOZJ—
Local port No.
-(030)
MOV #1000 D01004 }—
First Cycle
Flag
A50015 (032 Control data
L r
000008 —l I l_MOVL#OOO40008 D00010 ]—
Destination Ethernet
(032 Unit designation
=
I_MOVL#OllOOOOl D00012 J—
(032)  Port number
r
{ MOVL#00320000 D00014 }——
i (030) Command code
[mMov #2704 D01030 }—
Socket No.
- (030)
MoV #0001 D01031 }—
i (032) Results storage area
{ MOVL#1A008204D01032 }—
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First Cycle
Flag Control data
A50015 (032)
000015 —| : { MOVL#00040074 D00020 }—
Destination Ethernet
(032 Unit designation
r
{ MOVL#01100001 D00022 }—
Port number
- (03:
I_MOVL#OOSZOOOO D00024 J—
Command code
- (030)
MOV #2703 D02000 }—
Socket No.
- (030)
MoV #0001 D02001 }—
Results storage area
- (032)
[ MOVL#C2008208 D0200Z}—
Destination IP
(032) address
r
l_MOVLai@\f2037C424 D02004]—
r(030) Destination port
I_MOV #1000 D02006 J—
'_(030) Send data length
MOV #0064 D02007 J—
First Cycle
Flag
Control data
A50(|)15 = 032
000025 _| I L MOVL#0004000C DO0030 |—
Destination Ethernet
r(032) Unit designation
l_MOVL#OllOOOOl D00032 ]—
i (032) Port number
l_MOVL#OO320000 D00034 ]—
Command code
- (030)
[mMov #2702 D04000 }—
Socket No.
- (030)
L MoV #0001 DO0O4001 J—
Results storage area
- (032)
I_MOVL#B400820FD04002 J—
Receive data length
- (030)
I_MOV #0064 D04004 l—
Response monitor
- (030) time
[Mov #0000 D04005 }—
- (0o
000034 L END
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<ST0020> AC0020
BLOCK [ Acrion 00207
- (001)
000000 | [ enp
<ST0021> AC0021
First  Cycle
Flag BLOCK [ acrion  o0021] s,?oF; pRen
A50015 (017)
000000 —| : { RSET 000100 }—
UDP open
bit
- (017)
[T RSET 000000 }—
(001)
000003 [ EnD
<ST0022> AC0022
First Cycle UDP close
Flag BLOCK [ Acrion 00227 arror bit
A50015 (017)
000000 _| I [ RSET 000101 }—
UDP close
bit
()
[T RSET 000001 }—
(001)
000003 [ EnD
<ST0023> AC0023
First Cycle
Flag BLOCK [ action 00237 :,?OF; zﬁnd
A50015 (017)
[ RSET 000102 }—
UDP send
bit

oooo00 [ |

- (017)
[ RSET 000002 }—

- (00D
000003 [ Enp
<ST0024> AC0024
First Cycle .
Flag BLOCK [ Action 00247 gr'?; gi?tce'Ve
A50015 ©17)
| r
000000 —| I [ RSET 000103 }—
UDP receive
bit
- (017)
[  RSET 000003 }—
~ (00D)
000003 [ Enp
<ST0100> ACO0100
First Cycle
Flag BLOCK [ Action  o0100] Co(;ﬂmand Response dCotntroI
AS50015 (194) code ata
| r
000000 I { CMND D01000  D01010 D00000
(001)
-
[ enp

000002 I
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<ST0101> AC0101
Results St
Results Storage Bock [ aAction  o101] erorbi |
150114 e
{ SET 000100 }—

000000 —| :

Always ON Flag
A50013

(020)
-
{CMP’ D01020 #0000 F—)f—

|

Results Equals Flag;
storage area
A50006

-~ (001)
[ EnD

000006

<ST0110> ACO0110

Command Response Control

First Cycle
Flag BLOCK [ acmon  o110]
code data
A50015 (194)
L r
000000 f { CMND D01030  D01040 D00010
(001)
000002 | [ EnD
<STO0111> ACO0111
Results Storage UDP close
BLOCK [ acmon  om1] error bit

Error Flag
150114

- (016)
[ sET" 000101 }—

oooo00 [ |

Always ON Flag
A50013

Results Equals Flag
storage area
A50006

(020)
-
{CMP’ D01050 #0000 }—f—

-

(001)
000006 [ enp
<ST0120> ACO0120
First Cycle
Flag BLOCK [ action  o0120]  Command UDP Control
A50015 code SEND data
1 = (194) response
000000 I { CMND D02000  D03000 D00020
- (001)
000002 | [ enp
<ST0121> AC0121
Results Storage
UDP send
E Fl
rror Flag BLOCK [ action  o0121] arror b
1502:.14 i (016)
000000 —|| { sET" 000102 }—
UDP SEND
Always ON Flag ;e;:lts storage Equals Flag
A50006

A50013

(020)
r
{cvP’ D03010 #0000 }—)f—

|

(001)
000006 " END
L
<ST0130> AC0130
First Cycle
Flag BLOCK |: ACTION 013OJ Command Response  Control
code data
A50015 (194)
| r
000000 I { CMND D04000 D04010 DO00030
(001)
000002 | [ Enp
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<ST0131> AC0131
Results Storage .
Error Flag BLOCK [ action 01317 UDP receive
error bit
150114 (016)
| r
oooooo [ | { SET" 000103 }—
Always ON Flag ;if;lgt: area Equals Flag
A50013 (020) A50006
1 r
— | {cvP’ D04020 #0000 F—)f—
001
000006 L E(ND)
<TNO0100>
Port Enabled UDP Opening
Flag Flag BLock [ TRANSITION 0100 ]
ASO%OO 15?1}90 _ o)
000000 I + L Tout
(001)
000003 | { enp
<TNO0110>
Port Enabled UDP Closing
Flag Flag BLOCK [ TRANSITION 0110 ]
ASOfOO 15(:1}93 _ o)
000000 I v d L TouT
~ (001)
000003 | L END
<TN0120>
Port Enabled UDP Sending
Flag Flag BLOcK [ TRANSITION 0120 ]
ASOfOO 15?9192 _ @)
000000 I v di L TouT
-~ (001)
000003 | L END
<TNO0130>
Port Enabled UDP Receiving
Flag Flag BLOcK [ TRANSITION 0130 ]
ASO%OO 15(:%91 _ o)
000000 I 1 L TouT
(001)
000003 | { EnD

5-2-11 TCP Communications Using SFC

Summary of Operation
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This section explains TCP communications programming using an SFC (se-
guential function chart) program. The allocation of the DM and CIO areas in
memory are identical to the allocations described for the ladder programs.

Step 10 (ST0010)

Action 10 (AC0010): Initialize for TCP commands
Sets the command format and control data for TCP OPEN REQUEST, TCP
CLOSE REQUEST, TCP SEND REQUEST, and TCP RECEIVE REQUEST
command execution via CMND(194).
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Program Example
SFC Chart: Main

Step 20 (ST0020)

Action 20 (AC0020): Dummy action
Execution reverts to this step after each process is executed. The jump des-
tination from this step is determined by the ON/OFF status of the four bits
used to start TCP process execution:

C10 000000 ON: TCP OPEN REQUEST routine
Cl10 000001 ON: TCP CLOSE REQUEST routine
CIO 000002 ON: TCP SEND REQUEST routine
CIO 000003 ON: TCP RECEIVE REQUEST routine

Step 21 (ST0021) to Step 24 (ST0024)
Action 21 (AC0021) to Action 24 (AC0024)

These actions clear the bits used to start execution of TCP requests
(CIO 000000 to CIO 000003) and the error flags (CIO 000100 to
CIO 000103).

Step 30 (ST0030) to Step 60 (STO060)
Call the sub-charts for each operation:

Step 30 (ST0030): Calls TCP OPEN REQUEST
Step 40 (ST0040): Calls TCP CLOSE REQUEST
Step 50 (ST0050): Calls TCP SEND REQUEST
Step 60 (ST0060): Calls TCP RECEIVE REQUEST

Step 100 (ST0100) to Step 130 (ST0130)
The sub-charts called by Step 30 (ST0030) to Step 60 (ST0060).

Step 100 (ST0100): Executes TCP OPEN REQUEST via CMND(194)
Step 110 (ST0110): Executes TCP CLOSE REQUEST via CMND(194)
Step 120 (ST0120): Executes TCP SEND REQUEST via CMND(194)
Step 130 (ST0130): Executes TCP RECEIVE REQUEST via CMND(194)
Transition 100 (TNO100) to Transition 130 (TN0130)
Execution pauses until instruction execution has been completed.
Error evaluation is carried out after each of the following steps is executed:
Step 101 (ST0101), Step 111 (STO0111), Step 121 (ST0121), and Step 131
(STO0131). If an error has occurred, one of the following error flags is turned ON:
Error during TCP OPEN REQUEST: CIO 000100 turns ON
Error during TCP CLOSE REQUEST:  CIO 000101 turns ON
Error during TCP SEND REQUEST: CIO 000102 turns ON
Error during TCP RECEIVE REQUEST: CIO 000103 turns ON

ST0010

—T— A50013

—

ST0020

—— 000000 —— 000001 —— 000002 —— 000003
‘ ST0021 ‘ ST0022 ‘ ST0023 ‘ ST0024
—1— A50013 —— A50013 —1— A50013 —1— A50013
‘ ST0030 ‘ 0100 ‘ ST0040 ‘ 0110 ‘ ST0050 ‘ 0120 ‘ ST0060 ‘ 0130
—T— A50013 —T— A50013 —T— A50013 —T— A50013

——* ST0020
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SFC Chart: Subcharts

7

Y

7

Y

‘ ST0100

‘ ST0110

|

ST0120

‘ ST0130

—— TNO100

—— TNO110

—— TNO0120

—1— TNO0130

‘ ST0101

‘ STO0111

|

ST0121

‘ ST0131 01

A

Action Blocks

AQ SV Action FV
STO010 [N | |Aco010 | |
AQ YY) Action FV

ST0020 | Sub-chart dummy step |

AQ SV Action FV
ST0021 [N | |Aco021 | |
AQ SV  Action FV
ST0022 [N | |Ac0022 | |
AQ SV Action FV
ST0023 [N | |Ac0023 | |
AQ SV  Action FV
ST0024 [N | |Ac0024 | |
AQ SV Action FV

STO0030 | Sub-chart dummy step ‘

AQ YY) Action FV
ST0040 | Sub-chart dummy step |

AQ YY) Action FV
STO0050 | Sub-chart dummy step |
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A

A

A

AQ SV Action FV
ST0060 ‘ Sub-chart dummy step ‘
AQ YY) Action FV
ST0100 [N | | AC0100 |
AQ SV Action FV
STO110 [N | | AC0110 |
AQ SV  Action FV
ST0120 [N | | AC0120 |
AQ SV  Action FV
STO130 [N | | AC0130 |
AQ SV  Action FV
STO101 [N | | Aco101 \
AQ SV Action FV
STO111 [N | | Aco111 \
AQ )Y, Action FV
STO121 [N | | Aco121 |
AQ )Y, Action FV
STO131 |N | | AC0131 |
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<ST0010> ACO0010
First Cycle
Flag Control data
A50015 (032)
oooo00 1 | { MOVL#00040012 D00000 }—
Destination Ethernet
( Unit designation
r
{ MOVL#01100010 D00002 J—
Port number
- (032
{ MOVL#00320000 D00004 }——
Command code
- (030)
MoV #2710 D01000 }—
Socket No.
- (030)
l_MOV #0001 DO01001 ]—
Results storage area
- (032)
{ MOVL#FC008203 D01002 }—
Local port No.
-(030)
MOV #1000 D01004 }—
Timeout value (not set)
'_(030)
I_MOV #0000 DO01005 J—
'_(032) Destination IP address
{ MOVL#2037C424 D01006 }—
Destination port
_(030) P
MoV #0000 D01008 J—
First Cycle
Flag
Control data
A50(|J15 _(032)
000011 _l I I_MOVL#OOOAOOOS D00010 |—
Destination Ethernet
'_(032 Unit designation
{ MOVL#01100001 D00012 J——
032 Port number
r
{ MOVL#00320000 D00014 J——
Command code
- (030)
I_MOV #2714 DO01030 J—
Socket No.
- (030)
l_MOV #0001 DO01031 ]—
Results storage area
- (032)
l_MOVL#1A008204 D01032 ]—

117



Using Socket Services Section 5-2

First Cycle
Flag
Control data
A50015 (032
000018 —| : {"MOVL#0004006E D00020 }—
Destination Ethernet
(032)  Unit designation
r
{ MOVL#01100001 D00022 }—
Port number
- (032)
I_MOVL#OOBZOOOO D00024 J—
© Command code
r
l_MOV #2713 D02000 ]—
( Socket No.
r
MoV #0001 D02001 }—
( Results storage area
r
l_MOVL#CZOOBZOB D02002 ]—
Send data length
- (030)
l_MOV #0064 D02004 ]—
First Cycle
Flag
Control data
A50(|)15 _(032)
000026 _l I l_MOVL#OOO4OOOCD00030 ]—
Destination Ethernet
(032) Unit designation
r
I_MOVL#OllOOOOl D00032 J—
(032) Port number
r
I_MOVL#OOBZOOOO D00034 J—
© Command code
r
[Mov #2712 D04000 J—
- (030) Socket No.
[Mov #0001 D04001 }—
© Results storage area
r
[ MOVL#B400820FD04002 }—
o Receive data length
r
I_MOV #0064 D04004 |—
Response monitor
- (030 time
MoV #0000 D04005 }—
- (0o
000035 1 END
<ST0020> AC0020

BLOCK [ action  o0020]

| -~ (0o1)
000000 | L END
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<ST0021> AC0021

First Cycl

F:rasgt yee BLOCK [ acrion 00217 ;C,E, Z‘i)ten

A50015 (017)

[ RSET 000100 }—
TCP open
bit

ooo000 [ |

-~ (017)
[T RSET 000000 }—

-~ (001)
[ EnD

000003

<ST0022> AC0022

First Cycle
Flag
A50015

BLOCK C

ACTION 0022 ]

TCP close
error bit

- (017)
[ RSET 000101 }—

TCP close
bit

ooo000 [ |

()
[ RSET 000001 }—

- (001
[ EnD

000003

<ST0023> AC0023

First Cycle
Flag BLOCK [ action 00237
A50015 ©17)
! r
000000 —| I { RSET 000102 }—
TCP send
error bit
()
[ RSET 000002 }—
TCP send
bit
- (0on)
000003 [ enp
<ST0024> AC0024
First Cycle X
Flag BLOCK [ acrion 00247 TCP receive
A50015 (017)error bit
! r
000000 —| I { RSET 000103 }—
TCP receive
bit
- (017)
[ RSET 000003 }—
- (001
000003 { enp
<ST0100> AC0100
First Cycle
Flag BLOCK [ acrion  o10]  Command Response Control
code data
A50015 (194)
| r
000000 I { CMND D01000  D01010 D0000O
(001)
000002 | [ enp
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<ST0101> ACO0101
Results  Storage
TCP
Error Flag BLOCK [ Action  o101] error bt
150?14 ~ [016)
ooooc0 [ | [ SET 000100 }—
Results
Al ON FI Equals FI
ways a9 storage area quats Hlag
A50013 (020) A50006
1 r
—|I {cMP’ D01020 #oooo]—“’—
(001)
000006 [ EnD
<ST0110> ACO0110
First Cycle
Flag BLOCK [ ACTION 0110] Co(;nmand Response dColntrol
coae ata
A50(|)15 '-C(MND D01030  D01040 D00010
000000 I L
- (0o
000002 | [ eno
<ST0111> AC0111
Results Storage
TCP cl
Error Flag BLOCK [ Action 0111 ] e,rorf,i(:se
1505:14 019
000000 | [ sET 000101 J}—
Results
Equals FI
Always ON Flag storage area quals Flag
A50013 (020) A50006
1 r
_|| { CMP  D01050 #0000 |—“’—
(001)
000006 [ END
<ST0120> AC0120
First Cycle
Flag BLOCK [ action o120 ~ Command ;i;’oi'sfg‘f’ Control
A50(|)15 _ s
000000 I {  CMND D02000  D03000 D00020
- (00D)
000002 | [ enp
<ST0121> AC0121
Results Storage
Error Flag BLOCK [ acmon o121 15;?)‘3""
1505:14 019
000000 | [ sET 000102 }—
TCP SEND
Its st
Always ON Flag ;erzl; s storage Equals Flag
A50006

A50013

-

(020)
-
{cvP Do3010 #oooo]—“’—

(001)
000006 [ EnD
<ST0130> AC0130
First Cycle
Flag BLOCK [ AcTion Codrnmand Response ((j:otntrol
AS50015 (194) code ata
| r
000000 I { CMND D04000  D04010 D00030
(001)
000002 | [ Enp
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<ST0131> AC0131
Results Storage .
Error Flag BLOCK [ AcTion 0131 ] -slz—r?;' I:ifelve
150914 (016)
000000 —| : { sET" 000103 }—
Results Equals Flag|
storage area
A50013 (020) A50006
L r
_| ; {CMP’ D04020 #0000 ]—“’—

(001)
000006 E END
<TNO0100>
Port Enabled TCP Opening
Flag Flag BLOCK [ TRANSITION 0100 ]
A50200 150900 (202)
| LK [ TouT
000000 | P4l
(001)
000003 | END
<TNO0110>
Port Enabled  TCP Closing
Flag Flag BLOCK [ TRANSITION  0110]
A50200 150903 (202)
L P4 r
000000 I ydi Tout
(001)
000003 | END
<TN0120>
Port Enabled TCP Sending
Flag Flag BLOCK |: TRANSITION 0120 :|
A50200 150902 (202)
| LK [ Tout
000000 | P4l
(001)
000003 | END
<TNO0130>
Port Enabled  TCP Receiving
Flag Flag BLOCK |: TRANSITION 0130 :I
A50200 150901 (202)
| ¥ [ TouT
000000 I p4i L
- (001)
000003 | { END

121



Using Socket Services Section 5-2

5-2-12 Minimum Transfer Delays

The transfer delays for socket service is calculated as the sum of the commu-
nications processing times for both nodes.

Transfer delay = Destination node send processing time + Local node re-
ceive processing time + Local node send processing time + Destination
node receive processing time

Calculate the minimum Ethernet Unit transfer delays for sending and receiving
using the following formulas.

Note Actual delays may be longer than the calculated times due to the operating
conditions.

TCP receive processing time = (CPU Bus Unit service interval x 5) + 19 +
(0.030 x number of bytes received) (ms)

O
+

TCP send processing time = (CPU Bus Unit service interval x 5) + 1
(0.020 x number of bytes sent) (ms)

(o]
+

UDP receive processing time = (CPU Bus Unit service interval x 5) + 1
(0.029 x number of bytes received) (ms)

(o]
+

UDP send processing time = (CPU Bus Unit service interval x 5) + 1
(0.013 x number of bytes sent) (ms)

CPU Bus Unit Service Interval
The CPU Bus Unit service interval depends on the setting in the PS Setup for
CPU execution. This service interval is as follows for the two possible settings:

Synchronous: PC cycle time
Asynchronous: Peripheral device processing time

Refer to the CV-series PC Operation Manual: Ladder Diagrams for details on the
cycle time and instruction execution times.

Synchronous PC Execution

The actual processing time may be larger than the value calculated with the for-
mulas above if synchronous CPU execution is set in the PC Setup. When the PC
is set to for synchronous execution, replace the values underlined in the above
formulas with the first integer multiple of the cycle time which exceeds the value.

Note 1. The formulas above calculate guideline figures for the transfer delays when
the Ethernet Unit uses a single socket only. The user program execution
time is not included in these calculations.

2. The communications time for the destination node varies according to the
equipment used. If the destination node is not an Ethernet Unit, refer to the
documentation for the actual equipment to calculate the communications
time.

3. The transfer times may exceed the calculated values due to the operating
environment. Factors affecting the transfer times are the network load ratio
(amount of network traffic), the window size of each node, the load on the
Ethernet Unit (including operating multiple socket services, FTP server,
etc.), and the system configuration.
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Example
The following table shows calculation of the approximate minimum transfer
delay for sending 512 bytes of data between two PCs using a TCP socket.

Local CPU execution: Synchronous
Local CPU cycle time: 40 ms
Destination CPU execution: Asynchronous
Destination CPU cycle time: Variable
Destination node peripheral device service interval: 5ms
Item Formula Comments
Local receive processing 40 x5+ 19 + 0.030 x 512 = 200 + 34.36 — 200 + 40 = 240 ms | Adjustments made for
time synchronous execution.

Local send processing time |40x 5+ 19 + 0.020 x 512 = 200 + 29.24 — 200 + 40 = 240 ms | Adjustments made for
synchronous execution.

Destination send processing |5 x5+ 19 + 0.030 x 512 = 25 + 34.36 = 60 ms
time
Destination receive 5x5+19+0.020x512 =25 +29.24 = 55 ms
processing time

Minimum transfer delay 240 + 240 + 60 + 55 = 595 ms
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SECTION 6
FINS Commandsto Ethernet Units

This section explains FINS commands that can be sent to Ethernet Units. For information on FINS commands that can be sent
to PCs or to other Units that support FINS commands, refer to the FINS Command Reference Manual.

6-1 Command Codesand Response COdES ... ..o vttt
6-1-1 Command CodeList . .......c.iiniii
6-1-2 Response CodeList . ... e
6-2  Socket AppliCatioNS . . . ... o
6-2-1  FOIMat .. ..ot
6-2-2 PCMEMONY Ar€aS . . ...ttt e e
6-3 Command/ReSpONSE REFEIENCE . .. .o i vt e e e e
B-3-1  RESET ...t
6-3-2 CONTROLLERDATA READ ...ttt
6-3-3 CONTROLLERSTATUSREAD ...t
6-3-4 INTERNODELOOPBACK TEST ...\ttt i
6-3-5 BROADCAST TESTRESULTSREAD ...... ...
6-3-6 BROADCAST DATA SEND ..ttt
6-3-7 ERRORLOGREAD . ... .. e e e e e e
6-3-8 ERRORLOG CLEAR .. .. i e e
6-3-9 UDPOPEN REQUEST ... ... i e e e e e
6-3-10 UDPRECEIVEREQUEST .. .. . it
6-3-11 UDPSEND REQUEST . .. ittt e e
6-3-12 UDPCLOSE REQUEST ... ittt et
6-3-13 TCPOPEN REQUEST (PASSIVE) . ...t
6-3-14 TCPOPEN REQUEST (ACTIVE) . ...t
6-3-15 TCPRECEIVEREQUEST ... ... it
6-3-16 TCPSEND REQUEST .. ... i e e e e e e
6-3-17 TCPCLOSE REQUEST ... ittt et
B-3-18 PING ...
6-3-19 IPADDRESSTABLEREAD . ......iiii e
6-3-20 IPROUTER TABLEREAD . ... .. e et e
6-3-21 PROTOCOL STATUSREAD . ..ottt e
6-3-22 MEMORY STATUSREAD ... i
6-3-23 SOCKET STATUS READ . ..ot e
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6-1 Command Codes and Response Codes

6-1-1 Command Code List

The command codes listed in the following table can be sent to an Ethernet Unit.

Command code Name Page
MRC SRC
04 03 RESET 129
05 01 CONTROLLER DATA READ 129
06 01 CONTROLLER STATUS READ 130
08 01 INTERNODE LOOPBACK TEST 132
02 BROADCAST TEST RESULTS READ 133
03 BROADCAST DATA SEND 133
21 02 ERROR LOG READ 133
03 ERROR LOG CLEAR 134
27 01 UDP OPEN REQUEST 135
02 UDP RECEIVE REQUEST 136
03 UDP SEND REQUEST 137
04 UDP CLOSE REQUEST 138
10 TCP OPEN REQUEST (PASSIVE) 139
11 TCP OPEN REQUEST (ACTIVE) 140
12 TCP RECEIVE REQUEST 142
13 TCP SEND REQUEST 143
14 TCP CLOSE REQUEST 145
20 PING 146
60 IP ADDRESS TABLE READ 146
61 IP ROUTER TABLE READ 147
62 PROTOCOL STATUS READ 148
63 MEMORY STATUS READ 153
64 SOCKET STATUS READ 154

6-1-2 Response Code List

Response codes are 2-byte codes which indicate the results of command
execution. They are returned in the response following the command code.

The first byte of a response code is the MRES (main response code), which
categorizes the results of command execution. The second byte is the SRES
(sub-response code) which specifies the results.

\ \ MRC: Main request code

Command | Response SRC: Sub-request code
code, code MRES: Main response code

| N | I | SRES: Sub-response code

MRC SRC MRES SRES
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Section 6-2

The MRES codes are shown in the following table along with the results they
indicate. Refer to Section 9 Troubleshooting for details on response codes in-

cluding the SRES.

MRES Execution results
00 Normal completion
01 Local node error
02 Remote node error
03 Unit error (controller error)
04 Service not supported
05 Routing error
10 Command format error
11 Parameter error
22 Status error
23 Operating environment error
25 Unit error

6-2 Socket Applications

The format of the following FINS commands partially differs when the sockets

6-2-1 Format

Command Code
Socket Number
Results Storage Area

Parameters

are used.
Command code Name Page
MRC SRC
27 01 UDP OPEN REQUEST 135
02 UDP RECEIVE REQUEST 136
03 UDP SEND REQUEST 137
04 UDP CLOSE REQUEST 138
10 TCP OPEN REQUEST (PASSIVE) 139
11 TCP OPEN REQUEST (ACTIVE) 140
12 TCP RECEIVE REQUEST 142
13 TCP SEND REQUEST 143
14 TCP CLOSE REQUEST 145
The basic format of these commands is shown in the diagram below.
Byte:O‘l 2‘3 4‘5‘6‘7 8‘ 10‘11 12
\ \ \ \ \ \ \
\ : I : I : Il :
Command Socket Results storage area Parameters
code number

Specifies the requested process.

Specifies the socket number for which the process is requested, from 1 to 8.

Specifies the area to store the results of the requested process.

Specifies the parameters for the command code. Parameters depend on the
command being executed; for details, refer to the following pages.
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6-2-2 PC Memory Areas

The memory areas of the PC that can be specified for results storage when
executing commands from the PC are listed in the table below. The Variable type
is set in the first byte of the results storage area. The remaining three bytes con-
tain the address for communications.

Addresses in the Addresses for communications column are not the same as the
actual memory addresses.

Memory area Data type Word addresses Addresses for Variable | Bytes
communications type
Data areas Current ClO CIO 0000 to CIO 2555 | 000000 to 09FBO0OO 80 2
\‘I’v"’gf; of G G000 to G255 0A0000 to 0AFFO0
A A000 to A511 0B0000 to OCFFO00
DM area DM DO00000 to D24575 000000 to 5FFF00 82 2
Expansion DM Bank O EO00000 to E32765 000000 to 7FFDO00 90 2
area Bank 1 E00000 to E32765 000000 to 7FFDO0 91
Bank 2 EO00000 to E32765 000000 to 7FFDO0 92
Bank 3 EO00000 to E32765 000000 to 7FFDO0 93
Bank 4 EO00000 to E32765 000000 to 7FFDO0 94
Bank 5 EO00000 to E32765 000000 to 7FFDO0 95
Bank 6 E00000 to E32765 000000 to 7FFD00 96
Bank 7 E00000 to E32765 000000 to 7FFD00 97
Current bank E00000 to E32765 000000 to 7FFD00 98 2

Word and Bit Addresses

Note The addresses in the above table are for the CV1000 and CVM1-CPU11. Refer

to the CV-series PC Operation Manual: Ladder Diagrams for address ranges for
other PCs.

Three bytes of data are used to express data memory addresses of PCs. The
most significant two bytes give the word address and the least significant byte
gives the bit number between 00 and 15. The word address combined with the
bit number expresses the bit address. The bit number is always 00 because
Ethernet Units can handle only word data, i.e., individual bits cannot be ad-
dressed.

\
00

\
Variable Word Bit
identifier

Word addresses for specific memory area words can be calculated by convert-
ing the normal decimal word address to hexadecimal and adding it to the first
word in the Addresses for communications column in the above table. For exam-
ple, the address for communications for D00200 would be 0000 (from above
table) plus C8 (decimal 200 converted to hexadecimal), or 00C8.

6-3 Command/Response Reference
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This section describes the FINS commands that can be sent to Ethernet Units
and the responses to each command.

The command, response, and (where applicable) the results storage blocks are
given with the commands in graphic form as shown in the following diagram. If
the data is fixed, it is included in the blocks. If the data is variable, it is described
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6-3-1 RESET

Command Block

Response Block

Precautions

Response Codes

following the blocks. Each box represents 1 byte; ever two boxes; 1 word. The
following diagram shows 2 bytes, or 1 word.

|
Two bytes

Response codes applicable to the command are described at the end of the
command description. If any Unix error codes are generated, these are also de-
scribed. Refer to your Unix error symbol definition file /usr/include/sys/errno.h
for details. Unix errors are returned in the results storage area.

Reset the Ethernet Unit.

\
04 03
\
Command
code

\ \
04 03
\ \
Command Response
code code

No response will be returned if the command ends normally. A response will be
returned only if an error occurs.
In some cases, send requests (SEND(192)/RECV(193) instructions) made from

the PC to the Ethernet Unit just before execution of the RESET command may
not be executed.

All sockets (for FINS communications or FTP socket services) are closed im-
mediately before resetting.

Response code Description
1001 Command too large

6-3-2 CONTROLLER DATA READ

Reads the following data from the Ethernet model, version, IP address, subnet
mask, FINS UDP port number, mode settings, Ethernet address.

\
Command Block 05 o1
|
Command
code
Response Block
I I T T I I
05 01 20 bytes 20 bytes | 4 bytes 4 bytes 6 bytes
| | __ __ | |
Command Response  Model Version IP address  Subnet FINS UDP Mode Ethernet
code code mask port number  setting address
Parameters

Model, Version (Response)

The Ethernet Unit mode and version are returned as ASCII characters occupy-
ing 20 bytes each (i.e., 20 characters each).

Example Model: CV500-ETNO1
Version: V1.00

129



Command/Response Reference Section 6-3

IP Address, Subnet Mask The Ethernet Unit's IP address and subnet mask are returned as 4 bytes each.
(Response)
FINS UDP Port Number The Ethernet Unit's UDP port number for FINS is returned as 2 bytes.
(Response)
Mode Setting (Response) The mode setting in the system setup is returned.
Bit 15 - 00
Others all 0
- L] t
IP address setting
Broadcast setting

IP address conversion

FINS UDP port number
designation

IP Address Setting
0: Node number rotary switch setting used
1: Node number rotary switch setting not used

Broadcast Setting
0: All 1s for host number (4.3BSD specification)
1. All Os for host number (4.2BSD specification)

IP Address Conversion

00, 01: Automatic generation

10: IP address table

11: IP address table + automatic generation

FINS UDP Port Number Designation
0: Default value (9600)
1: System setup value

Ethernet Address (Response) The Ethernet address of the Ethernet Unit is returned. The Ethernet address is
the address marked on the label on the side of the Ethernet Unit.

Response Codes

Response code Description
0000 Normal
1001 Command too large

6-3-3 CONTROLLER STATUS READ

Reads the controller status.
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Command Block

Response Block

Parameters
Run Flag (Response)

Error Flags (Response)

Bit 07

\
06 01
|
Command
code
I I
06 01 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes
| |
Command Response Total Total Total Total Total
code code number of number of number of number  number
packets receive packets of errors  of send
received errors sent sent collisions
Error flags
— Runflag

Indicates the Ethernet Unit’s operating status. Returned in the following format.

Bit 07 00

0 0 0 0 0 0 0

Internode test 0: Stop
1: Run

Indicates which errors occurred when the Ethernet Unit is booted.

00 0: Normal

1: Error

L Ethernet Unit internal loopback test error
L Transceiver loopback test error
L |P address error

IP address table error

IP router table error

Node number error

Routing table error

Transceiver error

The cause of each type of error is listed below.

Ethernet Unit Internal Loopback Test Error
An error occurred during self diagnostic testing after the Unit was turned on or
reset. Refer 7-4 Other RAS Functions for details.

Transceiver Loopback Test Error
An error occurred during the self diagnostic testing after the Unit was turned on
or reset. Refer to 7-4 Other RAS Functions for details.

IP Address Error
All bits for the network number or host number are set to O or 1.

IP Address Table Error
More than 32 records exist in the I[P address table.

IP Router Table Error
More than 8 records exist in the IP router table.

Node Number Error
Rotary switches are not set between 1 and 126.

Routing Table Error
Local network table contains O or more than 16 records.
Relay network table contains more than 20 records.

Transceiver Error
The transceiver cable is disconnected or the transceiver is defective.
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Total Number of Packets
Received (Response)

Total Number of Receive
Errors (Response)

Total Number of Packets
Sent (Response)

Total Number of Errors Sent
(Response)

Total Number of Send
Collisions

Precautions

Response Codes

The total number of packets received by the Ethernet Unit is returned.

The total number of errors detected while the Ethernet Unit was receiving is re-
turned. The types of error detected are short packet errors, alignment errors,
CRC errors, and 151-byte minimum frame receiving and sending controller
overflow errors.

The total number of packets sent by the Ethernet Unit is returned.

The total number of packet errors detected while the Ethernet Unit was sending
is returned.

The number of packets damaged by 16 collisions with data from other nodes
during Ethernet Unit transmissions.

Counting of the total number of packets received, total number of receive errors,
total number of packets sent, total number of errors sent, and total number of
send collisions is discontinued when the counted value reaches the maximum
value.

Response code Description
0000 Normal
1001 Command too large

6-3-4 INTERNODE LOOPBACK TEST

Command Block

Response Block

Parameters

Test Data (Command,
Response)

Precautions

Response Codes

132

Runs the loopback test between specified nodes.

‘ o
08 01 1,986 bytes max.
\ o
Command Test data
code
\ \ o
08 01 1,986 bytes max.
| | o
Command Response Test data
code code

This command specifies the data to be sent to the specified hodes. Up to 1,986
bytes can be specified. The response sends back data identical to the data spe-
cified in the command. An abnormality is assumed if the data returned in the re-
sponse differs from the test data sent.

The test destination node is the destination node specified in the CMND(194)
instruction operands.

Always specify the unit address of the Ethernet Unit in the CMND(194) instruc-
tion.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small (No test data)
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6-3-5 BROADCAST TEST RESULTS READ

Command Block

Response Block

Parameters
Times Received (Response)

Response Codes

Reads the results (number of times data received) of the broadcast test.

\

08 02
\
Command

code

\ \ \
08 02
\ \ \

Command Response Times
code code received

The number of times the data has been received normally during the broadcast
send test is returned. The number of times received is cleared each time the re-
sult is read.

Response code Description
0000 Normal
1001 Command too large

6-3-6 BROADCAST DATA SEND

Command Block

Parameters
Test Data (Command)

Precautions

Sends test data simultaneously to all nodes on the network.

‘ __
08 03 1,460 bytes max.

\ __
Command Test data
code

This command specifies the data to be sent to the specified nodes. Up to 1,460
bytes can be specified. The broadcast send test can be run without specifying
the test data.

No response is made to this command.

When using this command, set the FINS header parameters (or the control data
for the CMND(194) instruction) as follows:

Destination node number: FF (broadcast data)
Destination unit address: FE (Ethernet Unit)
Response/no response flag: 1 (no response)

6-3-7 ERROR LOG READ

Command Block

Response Block

Parameters

Beginning Record Number
(Command)

Reads the error log.

21 02
| | |
Command Beginning  Number
code record of
number records
I I I I rr 1 "~ "
21 02 10 bytes 10 bytes eaﬂ
\ \ \ \ I e E
Command Response  Maximum  Number Number  Error Error log
code code number of stored  of log data records
of stored records records
records

The first record to be read. The first record number can be specified in the range
between 0000 and 00C6 (0 to 198 decimal) where 0000 is the oldest record.
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Number of Records
(Command, Response)

Maximum Number of Stored
Records (Response)

Number of Stored Records
(Response)

Error Log Data (Response)

Precautions

Response Codes

The number of records to read is specified between 0000 and 00C7 (0 to 199
decimal) in the command. The response returns the actual number of records
read.

The maximum number of records that can be stored in the error log. Care is re-
quired as the error log differs according to the type of PC or CPU Bus Unit. In an
Ethernet Unit, the maximum number of stored records is fixed at C7 (199 deci-
mal).

The number of records stored at the time the command is executed is returned.

The specified number of error log records from the beginning record number is
returned sequentially. The total number of bytes in the error log is calculated as
the number of records x 10 bytes/record. Each error log record thus comprises
10 bytes, configured as follows:

1st byt‘e ‘ 10th byte

| |
Error Detailed L
code information Month

Year

Hour
Day
Second
Minutes

Error Code, Detailed Information
Details of the error stored in the record. Refer to Section 9 Troubleshooting for
details.

Minute, Second, Day, Hour, Year, Month
Indicate the time at which the error stored in the record occurred.

If the error log contains fewer records than the number specified in the number of
records parameter, all records stored in the error log at the time the command is
executed will be returned and the command executed will end normally.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
1103 Beginning record number is out of range
3005 No record exists at beginning record number

6-3-8 ERROR LOG CLEAR

Command Block

Response Block

Response Codes

134

Clears the number of records stored in the Ethernet Unit error log.

\
21 03
\
Command
code

\ \
21 03
\ \

Command Response
code code

Response code Description
0000 Normal

1001 Command too large
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6-3-9 UDP OPEN REQUEST

Requests processing to open a socket.

\ \ \ \ \ \
Command Block ——
\ \ \ \ \ \
Command UDP Results storage area  Local UDP
code socket port number
number
\ \
Response Block 27 o1
\ \

Command Response
code code

Results Storage Format !

Results storage
response code

Parameters

UDP Socket Number The UDP socket number to be opened specified as 2 bytes between 1 and 8.

(Command)

Results Storage Area The area in which the results of the command execution are stored. The first byte

(Command) specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

Local UDP Port Number The UDP port number for communications with the socket is specified as 2 bytes

(Command) (O cannot be specified). Packets received at this port are distributed to the socket

specified in the UDP socket number, and send packets are distributed from the
UDP socket to this port. The port number specified as the FINS UDP port num-
ber (default value 9600) cannot be used.

Response Codes

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
1100 UDP socket number is out of range.

Local UDP port number is zero.

1101 The variable type for the results storage area is out of range.
1103 Non-zero bit address specified for the results storage area.
220F Specified socket is already open.

Results Storage Area Response Codes

Response code Description
0000 Normal
003E Internal buffer cannot be reserved due to high receive load
(ENOBUFS).
0049 Duplicate UDP port number (EADDRINUSE).
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6-3-10 UDP RECEIVE REQUEST

Command Block

Requests that data be sent from a UDP socket.

Response Block

Results Storage Format

Parameters

UDP Socket Number

(Command)

Results Storage Area

(Command)

Number of Reception Bytes

(Command, Results
Storage Area)

Timeout Value (Command)

Source IP Address (Results

Storage Area)

Source UDP Port Number
(Results Storage Area)

Received Data (Results

Storage Area)

Precautions

Response Codes
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\ \ \ \ \ \ \
27 02
\ \ \ \ \ \ \
Command UDP Results storage area Number of  Timeout
code socket reception value
number bytes
\ \
27 02
\ \
Command Response
code code
\ \ \ \ \ \ o
27 02
\ \ \ \ \ \ o
Results Source IP Source Number of Received data
storage address UDP port  reception
response number bytes
code

The UDP socket number to receive data specified as 2 bytes between 1 and 8.

The area in which the results of the command execution are stored. The first byte
specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

The maximum number of bytes of data to be received is given in the command.
The number of bytes of data received will be stored in the results storage area.
Up to 1,982 bytes can be specified.

The maximum control time between receiving the receive request and storing
the result. If this set time limit is exceeded, the code for a timeout error will be set
as the results storage response code. The value is set in units of 0.1 s. The time-
out time will be unlimited if the value is set to 0.

The IP address of the node sending data.

The port number of the node sending data.
The data sent from the remote node.
If a packet is received which contains more bytes than the number specified in

Number of reception bytes specified in the command, the specified number of
bytes will be stored and the remainder of the bytes will be discarded.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
1100 UDP socket number or number of reception bytes is out of
range.
1101 The variable type for the results storage area is out of range.
1103 Non-zero bit address specified for the results storage area.
220F The specified socket is currently receiving data.
2210 The specified socket is not open.
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Results Storage Area Response Codes

Response code Description
0000 Normal
003E Internal buffer cannot be reserved due to high reception load
(ENOBUFS).
0080 A receive request timeout error occurred.
0081 The specified socket was closed while receiving data.

6-3-11 UDP SEND REQUEST

Command Block

Requests that data be received by a UDP socket.

\ \ \ \ \ \ \ \
1974 bytes max.

27 03
| |
Command UDP
code socket
number

Response Block

Results Storage Format ! !

Results storage area Destination IP Destination ~ Number of Send data
address UDP port bytes sent
number
\ \
27 03
\ \

Command Response
code code

Parameters

UDP Socket Number
(Command)

Results Storage Area
(Command)

Destination IP Address
(Command)

Destination UDP Port
Number (Command)

Number of Bytes Sent
(Command, Results
Storage Area)

Send Data (Command)
Response Codes

Response  Number of
code bytes sent

The UDP socket number to send the data specified as 2 bytes between 1 and 8.

The area in which the result of the command execution is stored. The first byte
specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

The IP address of the node to which data is being sent.
The UDP port number of the node to which data is being sent.

The number of bytes in the data sent by this command. Up to 1,974 bytes can be
specified, or up to 1,472 bytes can be specified if the broadcast address is speci-
fied as the send destination. The results storage area stores the actual number
of bytes sent.

Specifies the data sent to the remote node.

Response code Description

0000 Normal

1001 Command too large

1002 Command too small

1003 The number of bytes sent does not match the sent data
length.

1100 UDP socket number or number of bytes sent is out of range.
The destination IP address is 0.

1101 The variable type for the results storage area is out of range.

1103 Non-zero bit address specified for the results storage area.

2210 The specified socket is not open.

137




Command/Response Reference

Section 6-3

Results Storage Area Response Codes

Response code

Description

0000

Normal

003E Internal buffer cannot be reserved due to high reception load
(ENOBUFS).
0042 The send destination IP address is a broadcast address and
the number of bytes sent exceeds 1,472. (EMSGSIZE)
004C Incorrect network number.
Incorrect destination IP address (EADDRNOTAVAIL).
004E No network number in IP router table.
Router incorrectly specified.
Incorrect destination IP address (ENETUNREACH).
0051 Router incorrectly specified.

Incorrect destination IP address (EHOSTUNREACH).

6-3-12 UDP CLOSE REQUEST

Requests processing to close a socket.

Command Block

Response Block

Results Storage Format

27 04
| |
Command UDP
code socket
number
\ \
27 04
\ \

Command Response

code code

Parameters

UDP Socket Number
(Command)

Results Storage Area
(Command)

Response Codes

Response
code

Results storage area

The UDP socket number to be closed specified as 2 bytes between 1 and 8.

The area in which the results of the command execution are stored. The first byte
specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

Response code

Description

0000

Normal

1001 Command too large

1002 Command too small

1100 UDP socket number is out of range.

1101 The variable type for the results storage area is out of range.
1103 Non-zero bit address specified for the results storage area.
2210 Specified socket is not open.

Results Storage Area Response Codes
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Description

0000

Normal
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6-3-13 TCP OPEN REQUEST (PASSIVE)

Command Block

Requests processing to open a TCP socket. The socket will wait to be connected
to another node.

\ \ \ \ \ \ \ \ \ \ \
27 10
| | | | | | | | | | |
Command TCP Results storage area Local Timeout Remote IP Remote TCP
code socket TCP value address port number
number port
number
\ \
Response Block 27 10
\ \
Command Response
code code
Results Storage Format ! ! o !
| | | | |
Response Remote IP Remote port
code address number

Parameters

TCP Socket Number

(Command)

Results Storage Area

(Command)

Local TCP Port Number
(Command, Results

Storage Area)

Timeout Value (Command)

Remote IP Address
(Command, Results

Storage Area)

Remote Port Number
(Command, Results

Storage Area)

Precautions

The TCP socket nhumber to be opened specified as 2 bytes between 1 and 8.

The area in which the results of the command execution are stored. The first byte
specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

The TCP port number for communications with the socket is specified as 2 bytes
(O cannot be specified). Do not specify the port number of the FTP server (port
#21).

The maximum control time between receiving the open request and storing the
result. If this set time limit is exceeded, the code for a timeout error will be set as
the results storage response code. The value is set in units of 0.1 s. The timeout
time is unlimited if the value is set to 0.

Specify the remote node’s IP address. If all zeroes are set, no remote node is
specified and connection is awaited from any node. If any other value is set, con-
nection is awaited from the specified remote node. The IP address of the con-
nected remote node will be stored in the results storage area.

Specify the remote TCP port number with this command. If all zeroes are set, no
remote TCP port number is specified. If any other value is set, it specifies the
TCP port number of the remote node. The TCP port number of the connected
remote node will be stored in the results storage area.

Processing varies as shown in the table below according to the specified com-
bination of remote IP address and remote TCP port number.

Remote IP Remote TCP Description
address port
0 0 All connection requests received
0 Not O Received only when port number matches.
Not 0 0 Received only when IP address matches.
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Response Codes

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
1100 TCP socket number is out of range.

Local TCP port number is 0.

1101 The variable type for the results storage area is out of range.
1103 Non-zero bit address specified for the results storage area.
220F The specified socket (connection) is already open or is

currently being opened.

Results Storage Area Response Codes

Response code Description

0000 Normal

003E Internal buffer cannot be reserved due to high reception load.

0042 (see note) An error occurred (EMSGSIZE).

0045 A communication error occurred with the remote node
(ECONNABORTED).

0049 Duplicated port numbers (EADDRINUSE).

004A (see note) An error occurred (ECONNREFUSED).

004B (see note) A communication error occurred with the remote node
(ECONNRESET).

004E (see note) A parameter error occurred at the remote IP address
(ENETUNREACH).

0051 (see note) A parameter error occurred at the remote IP address
(EHOSTUNREACH).

0053 A communication error occurred with the remote node
(ETIMEDOUT). No remote exists.

0080 An open request timeout error occurred.

0081 Socket was closed during opening procedure.

0082 Connection could not be established with the specified
remote.

Note These errors occur only in large multilayered networks.

6-3-14 TCP OPEN REQUEST (ACTIVE)

Requests processing to open a TCP socket. The socket will be connected to
another node.

I I I I I I I I I I
Command Block 07 1
| | | | | | | | | |
Command TCP Results storage Local Remote IP Remote
code socket area TCP port address TCP port
number number number
I I
Response Block 7 1
\ \

Command Response
code code

Results Storage Format ! !

\ \
Response Local port

code number
Parameters
TCP Socket Number The TCP socket number to be opened specified as 2 bytes between 1 and 8.
(Command)
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Results Storage Area The area in which the results of the command execution are stored. The first byte
(Command) specifies the memory area and data type (variable type). The 2nd to 4th bytes

specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

Local TCP Port Number The TCP port number for communications with the socket is specified as 2 bytes
(Command, Results (0 cannot be specified). Do not specify the port number of the FTP server (port

Storage Area)

#21). An available TCP port number is automatically assigned if O is specified.

Remote IP Address Specify the remote node’s IP address (must be non-zero).
(Command)
Remote Port Number Specify the remote TCP port number (must be non-zero).
(Command)

Response Codes

Response code

Description

0000

Normal

1001

Command too large

1002

Command too small

1100

TCP socket number is out of range or remote IP address is
0.

1101

The variable type for the results storage area is out of range.

1103

Non-zero bit address specified for the results storage area.

220F

The specified socket (connection) is already open or is being
opened.

Results Storage Area Response Codes

Response code

Description

0000

Normal

000D

A parameter error occurred at the remote IP address
(EACCES).

003E

Internal buffer cannot be reserved due to high receive load
(ENOBUFS).

0042 (see note)

An error occurred (EMSGSIZE).

0044

Received ICMP data (ENOPROTOOPT).

0045

Local socket closed (ECONNABORTED).

0049

Duplicated port numbers (EADDRINUSE).

004A

An error occurred (ECONNREFUSED).
Passive remote is not available. An attempt was made to
actively open local TCP port.

004B (see note)

A communication error occurred with the remote node
(ECONNRESET).

004C

A parameter error occurred at the remote IP address
(EADDRNOTAVAIL). Specified incorrectly.

004E

A parameter error occurred at the remote IP address
(ENETUNREACH). No network number in IP router table or
incorrect router setting.

0051

A parameter error occurred at the remote IP address
(EHOSTUNREACH). Incorrect router setting.

0053

A communication error occurred with the remote node
(ETIMEDOUT). No remote exists.

0081

Socket was closed during opening procedure.

Note These errors occur only in large multilayered networks.
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6-3-15 TCP RECEIVE REQUEST

Command Block

Response Block

Results Storage Format

Parameters

TCP Socket Number
(Command)

Results Storage Area
(Command)

Number of Reception Bytes
(Command, Results
Storage Area)

Timeout Value (Command)

Received Data (Results
Storage Area)

Response Codes
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Requests that data be sent from a TCP socket.

\ \ \ \ \ \ \
27 12
\ \ \ \ \ \ \
Command TCP Results storage Number of Timeout
code socket area reception value
number bytes
\ \
27 12
\ \
Command Response
code code
\ \ \ \ o \ \
‘Received bytes
\ \ \ o \ \
Response Number of Received data
code reception
bytes

The TCP socket number to receive data specified as 2 bytes between 1 and 8.

The area in which the results of the command execution are stored. The first byte
specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

The maximum number of bytes of data to be received is given in the command.
The number of bytes of data received will be stored in the results storage area.
Up to 1,982 bytes can be specified.

The maximum control time between receiving the receive request and storing
the result. If this set time limit is exceeded, the code for a timeout error will be set
as the results storage response code. The value is set in units of 0.1 s. The time-
out time is unlimited if the value is set to 0.

Stores the received data.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
1100 TCP socket number or number of reception bytes is out of

range.

1101 The variable type for the results storage area is out of range.
1103 Non-zero bit address specified for the results storage area.
2210 No connection could be established to the specified socket.
220F The specified socket is receiving data.
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Results Storage Area Response Codes

Response code Description

0000 Normal

003E Internal buffer cannot be reserved due to high receive load
(ENOBUFS).

0042 (see note) Received ICMP data (EMSGSIZE).

0044 (see note) Received ICMP data (ENOPROTOOPT).

0045 (see note) A communication error occurred with the remote node
(ECONNABORTED).

004B (see note) A communication error occurred with the remote node
(ECONNRESET).

004E (see note) Received ICMP data (ENETUNREACH).

004F (see note) Received ICMP data (EHOSTDOWN).

0051 (see note) Received ICMP data (EHOSTUNREACH).

0053 (see note) A communications error occurred with the remote node
(ETIMEDOUT).

0080 A receive request timeout error occurred.

0081 Socket was closed while receiving.

Note These errors occur only in large multilayered networks.

6-3-16 TCP SEND REQUEST

Requests that data be received at a TCP socket.

\ \ \ \ \ 1T
Command Block 27 13 1,980 bytes max.
\ \ \ \ \ O
Command TCP Results storage Number of Data sent
code socket area bytes sent
number
\ \
Response Block 7 | 13
\ \

Command Response
code code

Results Storage Format ! !

| |
Response Number of

code bytes sent
Parameters
TCP Socket Number The TCP socket number to send the data specified as 2 bytes between 1 and 8.
(Command)
Results Storage Area The area in which the results of the command execution are stored. The first byte
(Command) specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.
Number of Bytes Sent The number of bytes in the data sent specified between 1 and 1,980. The results
(Command, Results storage area stores the actual number of bytes sent.

Storage Area)

Data Sent (Command) Specifies the data to be sent.
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Response Codes

Response code Description

0000 Normal

1001 Command too large

1002 Command too small

1003 The number of bytes sent does not match the amount of
data.

1100 The TCP socket number or number of bytes sent is out of
range.

1101 The variable type for the results storage area is out of range.

1103 Non-zero bit address specified for the results storage area.

2210 No connection could be established to the specified socket.

220F The specified socket is sending data.

Results Storage Area Response Codes

Response code Description

0000 Normal

0020 Connection to the remote socket was broken during
transmission (EPIPE).

003E Internal buffer cannot be reserved due to high receive load
(ENOBUFS).

0042 (see note) An error occurred (EMSGSIZE).

0044 (see note) Received ICMP data (ENOPROTOOPT).

0045 (see note) A communication error occurred with the remote node
(ECONNABORTED).

004B (see note) A communication error occurred with the remote node
(ECONNRESET).

004E (see note) A parameter error occurred at the remote IP address
(ENETUNREACH).

004F (see note) Received ICMP data (EHOSTDOWN).

0051 (see note) A parameter error occurred at the remote IP address
(EHOSTUNREACH).

0053 (see note) A communication error occurred with the remote node
(ETIMEDOUT).

0081 The specified socket was closed during transmission.

Note These errors occur only in large multilayered networks.
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6-3-17 TCP CLOSE REQUEST

Command Block

Response Block

Results Storage Format

Parameters

TCP Socket Number
(Command)

Results Storage Area
(Command)

Precautions

Response Codes

Requests processing to close a TCP socket. Other processing being carried out
is forcibly ended and a code is recorded in the results storage area.

\ \ \ \ \
27 14
\ \ \ \ \
Command TCP Results storage
code socket area
number
\ \
27 14
| |
Command Response
code code
\
\
Response
code

The TCP socket number to be closed specified as 2 bytes between 1 and 8.

The area in which the results of the command execution are stored. The first byte
specifies the memory area and data type (variable type). The 2nd to 4th bytes
specify the beginning address of the results storage area. Refer to page 128 for
details about the variable types and addresses that can be specified.

Any other processing, such as sending or receiving data, being carried out when
this close command is executed will be forcibly ended and a code will be stored
in the results storage area to indicate that this processing was forcibly ended.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
1100 The TCP socket number is out of range.
1101 The variable type for the results storage area is out of range.
1103 Non-zero bit address specified for the results storage area.
2210 No connection could be established to the specified socket.

Results Storage Area Response Codes

Response code Description

0000 Normal
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6-3-18 PING

Command Block

Response Block

Parameters

Destination IP Address
(Command)

Timeout Value (Command)

Remarks

Response Codes

Equivalent processing to the Unix computer pi ng command (see below).

\ \ \ \ \
27 20
| | | | |
Command Destination IP address Timeout
code value
\ \
27 20
| |

Command Response
code code

The IP address of the destination node for the Ping command echo request
packet.

The wait time for the echo reply packet. The value is set in seconds. The timeout
time is set at 20 seconds if the value is specified as 0. If the echo reply packet is
not received within the set time limit, the code for a timeout error will be set as the
results storage response code.

PING Command

The PING command runs the echoback test using the ICMP protocol. When the
PING command is executed, an echo request packet is sent to the remote node
ICMP. Correct communications are confirmed when the returned response
packet is received normally. The echo reply packet is automatically returned by
the remote node ICMP. Refer to 7-1 Echoback Test using PING.

Response code Description
0000 Normal (echo reply received from the remote node)
0205 Timeout error
1001 Command too large
1002 Command too small
1100 Zero destination address
220F PING command currently being executed

6-3-19 IP ADDRESS TABLE READ

Command Block

Response Block

Parameters

Number of Records
(Command, Response)
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Reads the IP address table.

27 60
| |
Command  Number of
code records
I I I I I I -
27 60 6 bytes 6 bytes
\ \ \ \ \ \ _
Command Response Maximum Number Number IP address table records
code code number of of
of stored stored records
records records

The number of records to read is specified between 0000 and 0020 (0 to 32 deci-
mal) in the command. If this value is set to 0, the number of stored records is
returned but the IP address table records are not returned. The response returns
the actual number of records read.
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Maximum Number of Stored The maximum number of records that can be stored in the IP address table is

Records (Response)

Number of Stored Records
(Response)

IP Address Table Records
(Response)

Precautions

Response Codes

returned. The maximum number of stored records is fixed at 32.

The number of IP address table records stored at the time the command is
executed is returned.

The number of IP address table records specified in the number of records pa-
rameter is returned. The total number of bytes in the IP address table records is
calculated as the number of records x 6 bytes/record. The configuration of the
6 bytes of data in each record is as shown in the following diagram.

1 6 bytes
I I I I

00

FINS node IP address
number

FINS Node Number
Node number for communications via the FINS command.

IP Address
Node number used by TCP/IP protocol.

If the IP address table contains fewer records than the number specified in the
number of records parameter, all the records contained in the IP address table
when the command is executed will be returned and the command execution will
end normally.

An error response will be returned if the IP address conversion method in the
system mode settings is set to the automatic generation method.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small
2307 IP address conversion method is set to the automatic
generation method.

6-3-20 IP ROUTER TABLE READ

Command Block

Response Block

Parameters

Number of Records
(Command, Response)

Reads the IP router table.

27 61
\ \
Command  Number of
code records
\ \ \ \ \ \
27 61 8 bytes 8 bytes
\ \ \ \ \ \
Command Response Maximum  Number  Number IP router table records
code code number of stored  of records
of stored records
records

The number of records to read is specified between 0000 and 0008 (0 to 8 deci-
mal) in the command. If this value is set to 0, the number of stored records will be
returned but the IP router table records will not be returned. The response re-
turns the actual number of records read.
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Maximum Number of Stored The maximum number of records that can be stored in the IP router table is re-

Records (Response)

Number of Stored Records
(Response)

IP Router Table Records
(Response)

Precautions

Response Codes

turned. The maximum number of stored records is fixed at 8.

The number of IP router table records stored at the time the command is
executed is returned.

The number of IP router table records specified in the number of records param-
eter are returned. The total number of bytes in the IP router table records is cal-
culated as the number of records x 8 bytes/record. The configuration of the 8 by-
tes of data in each record is shown below.

1 8 bytes
I I I I I I

\ \ \ \ \ \
IP address Router IP address

IP Address
The network number from the IP address. The subnet mask set for the Ethernet
Unit is used here, i.e., both the network and subnet numbers are returned.

Router IP Address
The IP address of a router connected to a network specified with IP addresses.

If the IP router table contains fewer records than the number specified in the
number of records parameter, all the records contained in the IP router table
when the command is executed will be returned and the command execution will
end normally.

Response code Description
0000 Normal
1001 Command too large
1002 Command too small

6-3-21 PROTOCOL STATUS READ

Command Block

Response Block

Parameters
IP Status (Response)

1,2 3.
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Reads the Ethernet Unit protocol status.

\
27 62
\
Command
code

27 | 62 | 48 bytes 184 bytes 184 bytes 12 bytesj

Command Response IP status ICMP status TCP status UDP status
code code

Twelve types of IP status information occupying 4 bytes each are returned in the
following sequence:
1. Total number of IP packets received.

2. The number of IP packets discarded due to an error with the checksum spe-
cified in the packet header.

3. The number of IP packets discarded because the received packet was larg-
er than the overall packet length value specified in the packet header.

4. The number of IP packets discarded because the minimum size of the IP
header data could not be stored in the first short buffer when an attempt was
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10.
11.
12.

ICMP Status (Response)

made to store the packet. Refer to 6-3-22 MEMORY STATUS READ and
Appendix F Buffer Configuration.

. The number of packets discarded for one of the following reasons:

* The IP header length value specified in the IP header was smaller than the
smallest size of the IP header.

» The size of the first short buffer was smaller than the IP header length val-
ue specified in the IP header when storing the packet.

. The number of IP packets discarded because the IP header length was larg-

er than the overall packet length value specified in the packet header.

. The number of fragmented packets received.
. The number of received fragmented IP packets discarded because a queue

for reassembly could not be secured.

. The number of fragmented IP packets discarded because they could not be

reassembled within 12 seconds after being received.
Always 0.
Always 0.
Always 0.

Ten types (46 items) of ICMP status information occupying 4 bytes each are re-

turned in the following sequence:

1,2, 3.. 1

The number of times the ICMP error routine was called. The ICMP error rou-
tine uses ICMP packets to inform the source about errors. The routine is
called when an illegal packet is received (error in IP option processing or
error in relay processing) or if the object port does not exist when using UDP.

. Always 0.
. Always 0.
. Total number of outputs of each packet type during ICMP output. The 19 sta-

tistical values are returned in the order shown below. Contents are defined
for 12 types only; all other types contain 0.

#0 #1 #2 #3

#4 #5 to #15 #16 #17 #18

4 bytes
Type number Description
#0 Echo reply
#1, #2 Undefined, always 0
#3 Destination unreachable
#4 Source quench
#5 Routing redirect
#6, #7 Undefined, always 0
#8 Echo
#9, #10 Undefined, always 0
#11 Time exceeded
#12 Parameter problem
#13 Time stamp
#14 Time stamp reply
#15 Information request
#16 Information request reply
#17 Address mask request
#18 Address mask reply
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10.

. The number of received ICMP packets discarded because the type-indica-

tion code was out of range.

. The number of received ICMP packets discarded because the overall pack-

et length value specified in the packet header was smaller than the minimum
ICMP packet length.

. The number of received ICMP packets discarded because of an incorrect

checksum value specified in the packet header.

. The number of received ICMP packets discarded because the ICMP header

length value specified in the packet header did not match the lengths of indi-
vidual header types.

. The number of responses returned to received ICMP packets requiring a re-

sponse.
Total number of inputs of each packet type during ICMP input. The 19 statis-
tical values are returned in the order shown below. Contents are defined for
12 types only; all other types contain 0.

#0 #1 #2 #3 #4 #5 to #15 | #16 | #17 | #18
4 bytes
Type number Description
#0 Echo reply
#1, #2 Undefined, always 0
#3 Destination unreachable
#4 Source quench
#5 Routing redirect
#6, #7 Undefined, always 0
#8 Echo
#9, #10 Undefined, always 0
#11 Time exceeded
#12 Parameter problem
#13 Time stamp
#14 Time stamp reply
#15 Information request
#16 Information request reply
#17 Address mask request
#18 Address mask reply
TCP Status (Response) Three types (46 items) of TCP status information occupying 4 bytes each are
returned in the following sequence:
1) Connection Information
Fifteen items are returned in the following sequence:
1,2, 3... 1. The number of times active connections were correctly established.

2.

(631

150

The number of times a SYN packet was received while waiting to establish a
passive connection.

. The number of times active or passive connections were correctly estab-

lished.

. The number of times an established connection was cut off.
. The number of times the connection wait status was cut off.
. The number of times protocol control blocks or other actively allocated

structures were released.
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1,2 3.

1,2 3.

10.

11.

12.

13.

14.
15.

. The number of segments for the round-trip time (time from segment trans-

mission to ACK).

. The number of times the round-trip time was changed.
. The number of times a delayed acknowledgement (ACK) was sent. If the

order of the received segments is reversed, ACK is sent with a packet of
data separate from ACK (response to input data, etc.) or is immediately sent
with the ACK for other data.

The number of times the connection was cut off because no ACK was re-
turned after several resend attempts.

The number of times no ACK was returned within the resend timer set time.
(The resend timer sets the maximum time limit between the data being out-
put and ACK being returned.)

The number of times no window advertisement is received within the time
set on the duration timer. (The duration timer sets the maximum time limit for
a window advertisement to be received if the transmission window is smaller
than necessary and the resend timer is not set. If no window advertisement
is received within the time limit, the number of segments permitted by the
transmission window are sent. If the transmission window is set to 0, a win-
dow probe (1 octet of data) is sent before the timer restarts.)

The number of times no segment was sent or received within the time set on
the hold timer.

If the connection is open when the hold timer set time elapses and the
SO_KEEPALIVE option is set for the socket, the next routine is executed via
a timer routine.

A hold packet is sent. This packet is designed so that the remote TCP sends
an ACK or RST. The disconnection is completed when RST is received from
the remote node. The packet is resent a set number of times if no response
is made to the hold packet. If still no response is made, the connection is cut
off.

The number of times the hold packet is resent.

The number of times the hold packet is sent without response before the
connection is cut off.

2) Send Information
Ten information items are returned in the following sequence:

© 00N O 01 WODN P

=
o

. The total number of packets sent.

. The number of data packets sent.

. The number of data bytes sent.

. The number of data packets resent.

. The number of data bytes resent.

. The number of ACK packets sent.

. The number of window probes (1 octet of data) sent.
. The number of emergency data packets sent.

. The number of window advertisement packets sent.

. The number of control packets (SYN, FIN, RST) sent.

3) Receive Information
Twenty-one information items are returned in the following sequence:

1.
2.
3.
4.

The total number of packets received.

The number of packets received continuously.

The number of bytes received continuously.

The number of received packets discarded due to an incorrect checksum.

151



Command/Response Reference

Section 6-3

UDP Status (Respon

Precautions

Response Codes

se)

1,2 3.

152

7.
8.
9.
10.
11.
12.
13.
14.

15.
16.
17.
18.
19.
20.

21.

. The number of packets discarded because the TCP header was smaller

than the minimum size for a TCP header or was larger than the IP packet.

. The number of packets discarded because the TCP header and IP header

could not be stored in the first short buffer.

The number of resent packets received.

The number of bytes in the resend packets.

The number of duplicated resend packets received.

The number of bytes in the duplicated resend packets received.
The number of out-of-range data packets received.

The number of bytes in the out-of-range data packets received.
The number of packets where the data was larger than the window.

The number of bytes in the packets where the data was larger than the win-
dow.

The number of packets received after closing.

The number of window probe packets received.

The number of resent ACK packets received.

The number of ACK packets received with no data set.
The number of ACK packets received.

The number of ACK packets received for received transmission acknowl-
edgements (ACK).

The number of window advertisement packets received.

Three items of UDP information occupying 4 bytes each are returned in the fol-
lowing sequence:

1.

2.

3.

The number of packets discarded because the size of the first short buffer
was smaller than the minimum size (28) of the IP header and UDP header
when the packet was stored.

The number of packets discarded due to an incorrect checksum specified in
the UDP header.

The number of packets discarded because the IP overall length specified in
the IP header was shorter than the UDP overall length in the UDP header.

All the above values are set to 0 if network operation stops due to incorrect set-
tings in the system setup.

Response code Description
0000 Normal
1001 Command too large
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6-3-22 MEMORY STATUS READ

Reads the status of the Ethernet Unit's network memory. The network memory
contains 108K bytes that are used as required as for communications buffers for
communications servicing. The network memory consists of 352 short buffers
(128 bytes each) and 64 long buffers (1,024 bytes each). Refer to Appendix F
Buffer Configuration.

Command Block

Response Block

Parameters

Memory Status (Response)

1,2 3.

27

\
63
\

Command
code

27

I I B
| 63 | 92 bytesj

Command Response Memory
code code status

Ato

tal of 23 data items in six areas are returned in the following order. Each item

consists of 4 bytes.

1.

Short Buffer Application: Two items are returned.
a) The number of short buffers currently being used.
b) The number of short buffers in the system (fixed at 352 decimal).

. Short Buffer Application by Type: Thirteen items are returned.

a) The number of short buffers used for storing communications data.

b) The number of short buffers used for protocol headers (TCP, UDP, IP,
ICMP, ARP)

¢) The number of short buffers used in socket structures

d) The number of short buffers used as protocol control blocks
e) The number of short buffers used for routing tables

f) Not used (always 0)

g) The number of short buffers used for ARP tables

h) The number of short buffers used for IP fragment re-assembly queue
headers

i) The number of short buffers used for storing socket addresses
i) Not used (always 0)

k) The number of short buffers used for storing socket options

I) The number of short buffers used for storing access rights

m) The number of short buffers used for storing interface addresses

. Long Buffer Application: Two items are returned.

a) The number of long buffers currently being used.
b) The number of long buffers in the system (fixed at 64 decimal).

. Not Used: Always 0.
. Network Memory Application: Two items are returned.

a) The number of bytes used (in K bytes)
b) The percentage used.

. Memory Exhaustion Log

Counts for the following values indicate a high load on the Ethernet Unit.
These high loads may be caused by problems in communications, particu-
larly FINS communications and UDP sockets. If these values are consis-
tently high, check your applications.
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The following values are reset when the Ethernet Unit is started or reset.
The values will be counted to the maximum value and then stop, i.e., the
maximum value will be maintained once reached until the Unit is restarted or
reset.

a) The number of times an attempt was made to secure a short buffer with-
out WAIT when there were no short buffers available.

b) The number of times an attempt was made to secure a short buffer with
WAIT when there were no short buffers available.

¢) The number of times an attempt was made to release and secure a short
buffer already being used by another socket when there were no short
buffers available.

Precautions
All the above values are set to 0 if Ethernet communications functions are
stopped due to improper settings in the system setup.

Response Codes

Response code Description
0000 Normal
1001 Command too large

6-3-23 SOCKET STATUS READ

Reads the Ethernet Unit network socket status.

I
Command Block A
|
Command
code
\ 1
Response Block 7 o4 32 bytes j
\ [
Command  Response Socket status
code code

Parameters

Socket Status (Response) Returns eight types of information in records of 32 bytes each. A maximum of 64
records can be returned. The format of each record is shown below.

4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes 4 bytes

Protocol Receive Send Local IP  Local Remote IP  Remote port TCP
queue queue address  port address number transition
number
Protocol

The protocol used for the socket is returned as a humber.
00 00 00 01: ICMP; 00 00 00 06: TCP; 00 00 00 11: UDP

Receive Queue
The number of bytes in the reception queue.

Send Queue
The number of bytes in the send queue.

Local IP Address
The local IP address allocated to the socket.

Local Port Number
The local port number allocated to the socket.
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Precautions

Response Codes

Remote IP Address
The remote IP address allocated to the socket.

Remote Port Number
The remote port number allocated to the socket.

TCP Transitions
The TCP connection status is returned as one of the numbers shown in the fol-

lowing table.
Number Stage Status
00 00 00 00 [CLOSED Closed.
00000001 |LISTEN Waiting for connection.
00 00 00 02 [ SYN SENT SYN sent in active status.
00 00 00 03 [ SYN RECEIVED [ SYN sent and received.
00 00 00 04 | ESTABLISHED | Already established.
00 00 00 05 | CLOSE WAIT Received FIN, waiting to close.
00 00 00 06 |FIN WAIT 1 Completed and FIN sent.
00 00 00 07 | CLOSING Completed and exchanged FIN. Awaiting ACK.
00 00 00 08 | LAST ACK FIN received and completed. Awaiting ACK.
00 00 00 09 | FIN WAIT 2 Close completed and ACK received. Awaiting FIN.
00 00 00 OA | TIME WAIT After closing, pauses twice the maximum segment
life (2MSL).

All the above values are set to 0 if Ethernet communications functions are
stopped due to improper settings in the system setup.

Response code Description
0000 Normal
1001 Command too large
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SECTION 7
RAS Features

This section describes the RAS features of the Ethernet Unit. These features are designed to increase the Reliability, Availabil-
ity, Serviceability of Ethernet Units.

7-1 Loopback Test USINgPING ... ..o o e
7-1-1 PING Command .. ...ttt e e e
7-1-2  Ethernet Unit . ... .. e
7-1-3  HOSt COMPULES . . .ot e e
T-2  INtErNOdE TSt . oottt e
7-2-1  RunningtheTest .. ... e
7-2-2  Checking ReSUILS .. ..o e e
-3 EITON L0 .ottt
T-3-1  EITOr LOg ..ottt e
7-3-2  TIME SIAMD ..ottt
T7-4  Other RASFEaIUIES . . .ottt e e e e e e
7-4-1  Self-diagnostiCc FeatUres . . . . ..ot
7-4-2 Reading Network Information . ............. i,
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7-1 Loopback Test Using PING

The Ethernet Unit incorporates the PING command supported as a standard
feature by many host computers. The PING command is an loopback test using
ICMP (Internet Control Message Protocol).

7-1-1 PING Command

The PING command sends an echo request packet to a remote node and re-
ceives an echo response packet to confirm that the remote node is communicat-
ing correctly. The PING command uses the ICMP echo request and responses.
The echo response packet is automatically returned by the ICMP.

The PING command is normally used to check the connections of remote nodes
when configuring a network. The Ethernet Unit supports both the ICMP echo re-
quest and reply functions.

c TCP uDP

2 c

IRt

Q

= [ ] ICMP 1P
ETHERNET

Remote node (host com-

Echo request puter or Ethernet Unit)

—_— —
I

— 1

Response

7-1-2 Ethernet Unit

The Ethernet Unit automatically returns the echo response packet in response
to an echo request packet sent by another node (host computer or other Ether-
net Unit). An echo request packet can be sent to another node by issuing the
FINS command to execute the PING command from the PC. Refer to page 146
for details on the PING command.

7-1-3 Host Computer

The PING command can be executed from the host computer to send an echo
request packet to an Ethernet Unit. The method for using the PING command
from a Unix computer is given next.

Method
Input the following at the host computer prompt ($):

$ pi ng IP_address (host_name)

The destination is specified by its IP address or host name. If the host name is
used, the host name must be defined in file /etc/hosts.

Note The PING command is not supported by some host computers.
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Application Examples

Normal Execution

Abnormal Execution

These examples show sending the PING command to the node at IP address
130.25.36.8. The “$” on the example screen represents the host computer
prompt. User inputs are underlined. Comments are placed after semicolons.

$ ping 130.25.36.8 ; Executes PING command
PI NG 130. 25. 36.8: 56 data bytes

64 bytes from 130.25.36.8: icnp_seq=0. tinme=0.ns

64 bytes from 130. 25.36.8: icnp_seq=0. tinme=0.nms

64 bytes from 130.25.36.8: icnp_seq=0. tinme=0.ns

«Enter DEL key to cancel. ;User presses DEL key.
————130.25.36.8 PING Statistics——

9 packets transmitted, 9 packets received, 0% packets | oss
round-—trip (ms) mn/avg/ max = 0/ 1/ 16

$

$ ping 130.25.36.8 ; Executes PING command
PI NG 130. 25. 36.8: 56 data bytes

«Enter DEL key to cancel. ;User presses DEL key.

————130.25.36.8 PING Statistics——

9 packets transmitted, O packets received, 100% packets |oss

$

Refer to operating system documentation for your host computer for details
about using the host computer’s PING command.

7-2 Internode Test

The internode test sends data to and from specified nodes and uses the re-
sponses to check the network. The Ethernet Unit has a built-in function to run the
internode test.

7-2-1 Running the Test

Test Procedure

1,2 3.

Note

The test parameters are set and the test is started and stopped from the PC used
to start the internode test. These setting are made using the CVSS.

1. Set the PC used to start the internode test to PROGRAM mode.

2. Write the test parameters into PC memory from the CVSS. The test parame-
ters are described following this procedure.

3. Turn on the Internode Test Start Bit in the CPU Bus Unit Area allocated to the
Ethernet Unit. The Internode Test Start Bit is described following the test pa-
rameters. This will begin the internode test.

4. If desired, the test parameters can be changed while the internode test is
actually running. Use the same procedure as used in step 2.

5. Turn off the Internode Test Start Bit in the CPU Bus Unit Area allocated to the
Ethernet Unit to stop the test.

1. The PC must be in PROGRAM mode to run the internode test. Set the PC in
PROGRAM mode before running the test. The remote node can be in any
mode.

2. The test parameters become effective immediately when they are set or
changed. It is not necessary to reboot or restart. If the test parameters are
changed during the test, the test will continue with the new parameters.

Setting the Test Parameters

Before starting the test, set the following parameters in the software switches in
the words in the DM area allocated to the Ethernet Unit. The test parameters
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become effective immediately after they are set. It is not necessary to reboot or
restart the PC.

The software switches are stored at offsets from the first word calculated with the
formula first word = D02000 + (100 x unit number).

Configuration of the
Software Switches

Offset Contents
+0 Bits 8 to 15: Bits 0 to 7:
Remote network address Remote node number
+1 Number of send bytes
+2 Response monitor time

Setting Range The parameter setting ranges are given in the following table.

Parameter Range

Remote network address

01 to 7F (1 to 127 decimal)

Remote node number

01 to 7E (0 to 126 decimal)

Number of send bytes

0001 to 07CC (1 to 1996 decimal)

0000 specifies the max. length of 1,996 bytes.

Response monitor time

0001 to FFFF (1 to 65535 decimal)

(Unit: 10 ms) 0000 specifies 2 s.

Note 1. The following limits apply to the number of bytes sent when running the test

through a SYSMAC NET or SYSMAC LINK network:

SYSMAC NET: 1,986 bytes
SYSMAC LINK: 512 bytes

2. Broadcast transmissions (target node address = FF) cannot be used for the
internode test.

3. A timeout error will occur if no response is received within the set response
monitor time.

Starting and Stopping the Internode Test
Bit 01 of the first word in the words allocated to the Ethernet Unit in the CPU Bus
Unit area is used as the Internode Test Start Bit. Turn ON (1) bit 01 to start the
internode test and turn bit 01 OFF (0) to stop the internode test. The address of
the word containing the Internode Test Start Bit is calculated by the following for-
mula:

Word = 1500 + (25 x unit number)

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

0 0 0 0 0 0 0 0 0 0 0 0 0 0 X 0

Internode Test Start Bit J

0: Stop internode test
1. Start internode test

Internode test run status is shown on the TS indicator on the Unit’s front panel.

TS indicator Run status
Lit Internode test running
Not lit Internode test stopped

7-2-2 Checking Results

The results of the internode test are stored in the fourth through ninth words of
the portion of the CPU Bus Unit area allocated to the Ethernet Unit. The status
information area stores the test status and numbers of test runs and errors.
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Test Status

The result of the test run and descriptions of errors are stored as the test status.
The test status is stored at the word whose address is calculated by the following

formula:

Word = D02000 + (100 x unit number) + 3

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
\ \ \ \ \ \ \
+3 Er‘ror co‘de oj0|0j0]|O0)|O0]|O0 Error f‘lags ‘ ‘ ‘
L Ll: Timeout error
1: Response error
1: Send error
1: Data not matched
1: Routing table error
— 1: Send parameter error
Error Code If the test is run repeatedly, the code for the latest test results is stored.
Bit Description
15 14 13
0 0 0 Normal
0 0 1 Timeout error
0 1 0 Response (response code) error
0 1 1 Send error
1 0 0 Data not matched
1 0 1 Routing table error (see note)
1 1 0 Send parameter error (see note)
Note The internode test does not count errors when a routing table error or send pa-
rameter error has occurred.
Error Flags The bits corresponding to errors are turned ON (1) if errors occur. The flag status

is maintained until the internode test is run again.

Number of Test Runs and Errors

The number of test runs and total errors from the time the test is started until it is
stopped are stored. The configuration of this area is shown in the following table.
Each result is stored at a word relative to the first word the address of which can
be calculated using the following formula:

Word = D02000 + (100 x unit number) + 4 to +8

Offset

Contents

+4

Number of internode test runs

+5

Number of timeout errors

+6

Number of response errors

+7

Number of send errors

+8

Number of times data did not match

Note

1. The contents of the test status area and test runs/errors area are maintained

until the internode test is run again.

2. When the number of tests counts to the maximum value (FFFF),
subsequent internode test runs are counted from 0. However, the maximum
value is maintained and further errors are not counted when the number of
errors reaches the maximum value.
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7-3 Error Log

7-3-1 Error Log

Errors Recorded

Error Log Table

Error Log Overflows

Error Codes Table

Note

This section describes the error log which records all errors occurring during
Ethernet Unit operation.

The error log records errors which occur during Ethernet Unit operation. The er-
ror log is read and cleared from Programming Device (such as the CVSS) or by
sending FINS commands from other nodes, such as host computers. See
pages 133 and 134 for details on FINS commands.

The following errors are recorded in the error log:

Errors related to network operation.
Errors related to sending or receiving.
Errors related to the PC.

Each error occupies one record of the error log table. The specifications of the
error log table are given in the following table.

Item Specification

Record length 10 bytes/record

No. of records 199 records max.

Data format Binary

Record configuration Error code (2 bytes)
Detailed information (2 bytes)

Time stamp (6 bytes)

If an error occurs when the error log table already contains the maximum 199
records, the oldest record is discarded and the latest error is added to the end of
the table.

The error log is not cleared when the PC is turned on or reset.

Error codes that appear in the error log are described in the following table.

Error Description Detailed information Appropriate response
code First byte Second byte
(bits 08 to 15) | (bits 00 to 07)
0001 PC watchdog timer error 00 00 Replace the PC's CPU.
0002 PC service monitor error Monitor time (s) Check the operating environment.
0003 PC common RAM error 01: cyclic 00 Check the operating environment.
02: event
0005 | Unit number error Unit number Unit number Check the /O table.
setting recorded in PC
0009 [ System setup read error FINS response code Check the system setup for the Ethernet Unit.
000C | Routing table read error FINS response code Check the routing tables.

162



Error Log

Section 7-3

Error Description Detailed information Appropriate response
code First byte Second byte
(bits 08 to 15) | (bits 00 to 07)

0105 No transmission due to Commands: Check the rotary switch settings on the front
incorrect node number Bits 00 to 07: Source node of the Unit. Be sure that the settings are
setting number within range and that the same number has

Bits 08 to 14: Source network not been assigned to more than one Unit.

0108 | No transmission possible; . address Check the unit number setting on the front of
unit does not exist Bit 15: OFF the Unit.

010B | No transmission possible; Responses: Refer to the CV-series PC Operation Manual:
PC error Bits 00 to 07: Destination node | Ladder Diagrams.

010C [ No transmission possible; _ number Check the rotary switch settings on the front
unit number setting error Bits 08 to 14: Destination of the Unit. Be sure that the settings are

_ network address [ within range and that the same number has
Bit 15: ON not been assigned to more than one Unit.
010D | No transmission possible; Be sure that the remote node is properly set
remote address setting error in the routing tables.

010E [ No transmission possible; Be sure that routing tables are properly set at
routing tables not set the local node, target node, and any relay

nodes.

010F | No transmission possible; Check the routing tables.
routing table error

0110 No transmission possible; Reconfigure the network or change the
too many relays routing tables. You can only communicate on

three network levels.

0111 Received command size Check the command format and be sure that
error the correct command data is set.

All zeros (0000) will be stored as the detailed
information if the received packet size does
not match the FINS header.

0113 No transmission possible; Either correct the system configuration or the
I/O setting error 1/0 table to agree with each other.

0114 No transmission possible; Check Unit and cable connections and then
CPU bus error refer to the CV-series PC Operation Manual:

Ladder Diagrams.
0116 No transmission possible; Check Unit and cable connections and then
CPU Bus Unit error refer to the CV-series PC Operation Manual:
Ladder Diagrams.
0117 Internal reception buffer full Adjust the system to reduce traffic density.
0118 lllegal packet discarded Check to be sure that there are no nodes

sending illegal packets.

7-3-2 Time Stamp

The time stamp information is recorded sequentially from the first word, as
shown in the following table.

Word Bit Data Range
+0 Oto7 Seconds 00 to 59 (BCD)
810 15 Minutes 00 to 59 (BCD)
+1 Oto7 Hours 00 to 23 (BCD): 24-hour clock
81to 15 Days 01 to 31 (BCD)
+2 Oto7 Months 01to 12 (BCD)
810 15 Years 00 to 99 (BCD): Last 2 digits of year AD
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7-4 Other RAS Features

The RAS features listed in this section are supported in addition to the features
described in previous sections.

7-4-1 Self-diagnostic Features

Self-diagnostic testing is run automatically when the Ethernet Unit is turned on
or restarted to check that the hardware is operating normally. Details of the tests
and the actions when an error occurs are shown in the following table. The re-
sults of the self-diagnostic test are not stored in the error log.

controller loopback test

Loopback test to
transceiver

Test details Indicators when error occurs Unit operation
RUN ERC
Internal memory test Not lit Lit Operation stops
Communications Lit Lit Ethernet

communications stop.

Note If the power supply is turned ON while the transceiver is not connected, the loop-
back test to transceiver will not be performed. Consequently, the ERC indicator
will not light, and Ethernet communications functions will not stop.

7-4-2 Reading Network Information

The Ethernet Unit provides FINS commands which offer equivalent data reading
functions to the NETSTAT commands which are supported as standard by a

host computer equipped with TCP(UDP)/IP.

The FINS commands shown in the following table can be sent to the Ethernet
Unit to read network information. Refer to the pages given in the table for more

UDP.

information.
Command code Name Function Page
MRC SRC
27 62 PROTOCOL STATUS READ Reads the status of each Ethernet protocol: IP, ICMP, TCP, 148
UDP.
63 MEMORY STATUS READ Reads the memory status of the Ethernet Unit network 153
memory.
64 SOCKET STATUS READ Reads the status of the Ethernet Unit network sockets: TCP, | 154
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SECTION 8
Maintenance and | nspections

This section describes the procedures and information required to maintain the Ethernet Unit in an Ethernet system, including
periodic maintenance and inspections.

-1 MainenNanCe . . ..ottt
8-1-1 Replacingan Ethernet Unit . ........ .. ... i
8-1-2 SettingsAfter ReplacingaCPU . ... ... .. i
8-2 INSPECLIONS . . .ot e
8-2-1  HEIMS. . oo
8-2-2 ToolsRequired for INSPeCtion . ...
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8-1 Maintenance

The Ethernet Unit makes up part of a network. Repair a defective Ethernet Unit
as soon as possible as it can have a negative effect on the entire network. We
recommend that customers keep one or more spare Ethernet Units to allow im-
mediate recovery of the network.

8-1-1 Replacing an Ethernet Unit

Observe the following precautions when replacing the Ethernet Unit.
o Always turn off the power supply before replacing the Ethernet Unit.

e Check that the spare Ethernet Unit is operating normally before replacing a
defective Unit with it.

e When returning a defective Unit for repairs, provide as much written
information as possible on the symptoms of the problem.

e If a problem occurs with poor contacts, wipe the contacts with a clean cloth
soaked with industrial alcohol. Carefully remove any lint remaining on the
contacts before replacing the Unit.

8-1-2 Settings After Replacing a CPU

8-2 Inspections

8-2-1 Items

Inspection Interval

Inspection Items

The EEPROM in the PC’s CPU holds the information listed below. This informa-
tion must be stored in any new CPU used to replace a defective one.

e Routing tables

e System Setup for the Ethernet Unit

Carry out regular inspections to ensure the Ethernet Unit is functioning perfectly.

Most of the parts that make up an Ethernet Unit are semiconductor components.
None of the parts in the Unit will wear out after a specific lifetime, but some parts
may deteriorate due to extreme operating condition. Therefore, it is important to
inspect the Unit regularly.

Normally inspect once or twice per year. Choose the inspection period according
to the severity of the operating conditions. New installation should be inspected
more frequently until they are judged to be stable.

Correct any of the items in the table below not conforming to the specified stan-
dard.

Item Details Standard
Environment Temperature around Unit 0°C to 55°C
Humidity around Unit 10% to 90% (with no condensation)
Accumulated dust No accumulated dust
Mounting Ethernet Unit firmly attached No looseness
Transceiver cable connector fully pushed in No looseness
Condition of transceiver cable No visible abnormality

8-2-2 Tools Required for Inspection

Standard Tools

Tools Required Under
Special Circumstances
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The following tools are needed to inspect the Ethernet Unit:

Flat-blade and Phillips screwdrivers Tester or digital voltmeter
Industrial alcohol and a clean cloth

Synchroscope Pen oscilloscope
Thermometer and hygrometer



SECTION 9
Troubleshooting

This section describes errors that can occur when using the Ethernet Unit and what to do about them. This section does not deal
with errors that can occur in general PC operation. Refer to the CV-series PC Operation Manual: Ladder Diagrams for gener-

al troubleshooting information.

O-1 UNitINiCaOrS . ..ottt
9-2  Troubleshooting ProCedUres .. .. .. ...ttt
9-2-1 Startup Problems ... ..
9-2-2  FINS Communications Problems (SEND(192)/RECV (193)/CMND(194)) . ... ..
9-2-3 UDPSocket Problems . ... ...
9-2-4 TCPSocket Problems . ... ...
9-2-5 FTPServiceProblems . ... ...
9-2-6  Network Connection Problems . .......... ... ... i
9-3  Troubleshooting viaResponse Codes . ..ot
9-4 ResultsStorage AreaRespoNSe COUES . . .. oo vttt
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9-1 Unit Indicators

The indicators on the Ethernet Unit can indicate what type of error has occurred.
Refer to the following table.

Indicator Probable cause Remedy
RUN indicator not lit Power not supplied to PC or voltage is too low. Supply power or increase the voltage.
Defective Ethernet Unit. Replace the Ethernet Unit.
Loose Ethernet Unit mounting screws. Fully tighten the Ethernet Unit mounting
screws.
Ethernet Unit mounted in an incorrect slot. Mount the Ethernet Unit correctly. Refer to
page 12.
ERH indicator lit Incorrect unit number setting on the rotary Correct the unit number setting on the
switches. rotary switches. Refer to 10.
I/O table not correctly set up. Correctly set up the 1/O table.
A watchdog timer (WDT) error occurred in the Determine and remedy the PC error.
PC.
Defective EEPROM in the PC. Store the routing tables and network

parameters again or replace the PC.

ERH indicator flashing | Incorrect IP address in the System Setup for the | Correct the IP address. Refer to page 24.
Ethernet Unit.

ERC indicator lit Incorrect node number setting on the rotary Correct the node number setting on the
switches. rotary switches. Refer to page 10.
Internal Ethernet Unit error (RUN indicator not Replace the Ethernet Unit.
lit).

An error occurred in the transceiver loopback test | Check the transceiver and transceiver
during the self-diagnostic test. Refer to page 164. | cable.

9-2 Troubleshooting Procedures
The following procedures can be used to troubleshoot various problems in sys-
tem operation.

Most of the initial steps in these procedures are in question form. Continue in
sequence until a “Yes” answer tells you to jump to a specified step or until you are
told to perform a specific action that corrects the problem. If performing the ac-
tion does not correct the problem, return to the beginning of the procedure and
start over.

9-2-1 Startup Problems

1,2 3. 1. RUN indicator lit?
True » Step 9.

2. ERH indicator lit?
True » Step 12.

3. ERC indicator lit?
True » Step 10.

4. Power not supplied to CPU?
True » Make sure that sufficient power is supplied to the CPU.

5. Ethernet Unit loose on Rack?

True » Make sure that Unit is firmly mounted and tighten the mounting
screws firmly.
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10.

11.

12.

13.

14.
15.

16.

17.

18.

19.

20.

. If the Ethernet Unit mounted in an incorrect slot on the Rack?

True » Mount the Unit to a slot that supports CPU Bus Units.

. Do the RUN and ERH indicators not light if the Ethernet Unit is mounted to

another CPU Rack?
True » Replace the Ethernet Unit.

. Replace the CPU on the Rack where the indicators didn't light.
. ERC indicator not lit?

True » Step 15.

Is the node number out of range (should be set between 1 and 126)?

True » Set the node number to a value between 1 and 126 not used by
another node on the network.

Replace the following components one at a time in the order given and dis-
card any faulty ones: transceiver cable, transceiver, Ethernet Unit.

Is the unit number out of range (should be set between 00 and 15)?

True » Set the unit number to a value between 00 and 15 not used by anoth-
er unit on the PC.

Is the same unit number being used by another unit on the PC?

True » Set the unit number to a number not used by any other unit on the
same PC.

Create an I/O table in the PC.
ERH indicator not flashing?
True » Step 18.

Is the System Setup for the Ethernet Unit not complete?
True » Complete setting the parameters in the System Setup.

Is the IP address incorrect?

True » Correct the IP address in the System Setup, and read out the con-
troller status using the READ CONTROLLER STATUS command in
FINS communications and correct any problems indicated.

ERH indicator not lit?
True » Go to 9-2-6 Network Connection Problems on page 174.

Are the routing tables not complete?

True » Set appropriate routing tables, and read out the controller status us-
ing the READ CONTROLLER STATUS command in FINS commu-
nications and correct any problems indicated.

Has a CPU error occurred in the PC’s CPU?
True » Restart the CPU. If the error persists, replace the CPU.

9-2-2 FINS Communications Problems
(SEND(192)/RECV(193)/CMND(194))

1,2 3. 1

Refer to 9-3 Troubleshooting via Response Codes on page 175 and remove
any causes of the problem discovered there before proceeding with this pro-
cedure.
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10.

11.

12.

. Is the control data for the instruction set incorrectly?

True » Make sure that the FINS network address is not set to 0 for the Ether-
net Unit and check the network address, node number and unit ad-
dress.

. Is a CMND(194) instruction being addressed to the local node, e.g., for

socket services?
True » Go to 9-2-6 Network Connection Problems on page 174.

. Are different UDP port numbers set for FINS communications for both the

local node and the remote node?
True » Set the same port number for both nodes.

. Are the local and remote nodes hoth on the same network, i.e., do they have

the same network number in their IP addresses?
True » Step 10.

. Is the IP address of the remote node missing from the IP address table?

True » Set the IP address of the remote node in the local IP address table.
(Note: Use of the IP address table must be set in the mode settings
for the IP address table to be effective.)

. Is the IP address of the remote node missing from the IP router table?

True » Set the network number of the remote node in the IP router table.

. Are the FINS network addresses of the local and remote nodes different?

True » Set both nodes to the same FINS network address.

. Are you attempting a broadcast transmission?

True » Do not attempt to broadcast to a node with a different network num-
ber. You can broadcast only to nodes on the same IP network.

Set the IP address of the remote node in the IP address table or use auto-
matic address conversion.

Are you attempting to use a gateway PC to communicate with a PC on
another network?

True » Go to 9-2-6 Network Connection Problems on page 174.

Are the routing tables set improperly?

True » Set routing tables at the local node, target node, and any relay
nodes.

9-2-3 UDP Socket Problems

General Problems

1,2 3.

170

1.

2.

3.

Go through the procedure in 9-2-2 FINS Communications Problems
(SEND(192)/RECV(193)/CMND(194)) before starting this procedure.

Is the response code a value other than 0000?
True » Go to 9-3 Troubleshooting via Response Codes on page 175.

Is the response code in the results storage area a value other than 0000?
True » Go to 9-4 Results Storage Area Response Codes on page 177.
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4. Go to 9-2-6 Network Connection Problems on page 174.
Opening and Closing Refer to General Problems on page 170.
Problems
Reception Problems
1,2, 3... 1. lIsreception processing finishing?
True » Step 10.
2. Is the remote node not processing to send data?

True » Adjust the remote node to process send data.

3. Read controller status using the FINS command READ CONTROLLER

STATUS.

4. Have any reception errors occurred?

True » There may be noise affecting the network. Increase the number of

retries or take measures against noise as described in Section 2.
5. Read memory status using the FINS command READ MEMORY STATUS.
6. Is the network memory being used more than 80%?

True » There may be too much load on the Ethernet Unit. If the memory ex-
haustion records show counts, UDP data may be corrupted. Check
your applications.

7. Read protocol status using the FINS command READ PROTOCOL STA-

TUS.

8. Are any of the first three items in the status being counted?

True » The UDP protocol of the remote node may not be compatible with
that of the Ethernet Unit. Use another communications service.

9. Check the remote node for transmission problems using the next proce-
dure. If nothing is uncovered, go to 9-2-6 Network Connection Problems on

page 174.

10. Return to the procedure for general problems.
Transmission Problems
1,2,3... 1. lIssend processing not finishing?

True » Return to the procedure for general problems.

2. Read protocol status using the FINS command READ PROTOCOL STA-

TUS.

3. Have any failures to reach the destination been counted in the ICMP status?

True » The UDP socket specified by the destination UDP port number in the
send parameters is not opening at the remote node.

4. Read controller status using the FINS command READ CONTROLLER

STATUS.

5. Have any send errors occurred?

True ®» There may be too much traffic on the network and UDP packets may
be getting corrupted. Use TCP sockets or adjust the network to re-
duce excessive traffic.

6. Check the reception status on the remote node.
7. Return to the procedure for general problems.
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9-2-4 TCP Socket Problems

General Problems
1,2, 3.. 1. Go through the procedure in 9-2-2 FINS Communications Problems
(SEND(192)/RECV(193)/CMND(194)) before starting this procedure.
2. Is the response code a value other than 0000?
True » Go to 9-3 Troubleshooting via Response Codes on page 175.

3. Is the response code in the results storage area a value other than 0000?
True » Go to 9-4 Results Storage Area Response Codes on page 177.

4. Read controller status using the FINS command READ CONTROLLER
STATUS.

5. Have any send collisions occurred?

True » There may be too much traffic going on the network. Reduce net-
work traffic.

6. Go to 9-2-6 Network Connection Problems on page 174.
Opening Problems

1,2,3... 1. Areyou attempting an active open?
True » Step 3.

2. Is the passive open not finishing?
True ®» Use an active open at the remote node.

3. Is the response code in the results storage area a value other than 0049?
True » Step 6.

4. Read socket status using the FINS command READ SOCKET STATUS.
5. Does the port number being used exist at the local node?

True » Make sure that the same port number is not being used simulta-
neously by more than one process, including FTP services.
Sockets can remain in ESTABLISHED or some later status even if
closed; be sure to close ports from both sides of the connection.
A socket can remain open in TIME WAIT status for up to one minute
on the side that closes the socket first; we recommend that the ac-
tive-side port number be set to 0 and that you close the socket from
the active side.

6. Return to General Problems on page 172.
Closing Problems Refer to General Problems on page 172.

Reception Problems

1,2, 3... 1. lIsreception processing not finishing?
True » Step 6.

2. Is the remote node not processing to send data?
True » Adjust the remote node to process send data.

3. Read memory status using the FINS command READ MEMORY STATUS.
4. Is the network memory being used more than 80%?

True » There may be too much load on the Ethernet Unit. If the memory ex-
haustion records show counts, processing may be slow. Check your
applications.

5. Return to the procedure for general problems.
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6. Is the response code in the results storage area a value other than 0000?
True » Return to the procedure for general problems.

7. Is the number of bytes received in the results storage area 0?
True » The remote node’s TCP socket has closed. Close the local socket.

Transmission Problems

1,2,3... 1. lIssend processing finishing?
True » Return to the procedure for general problems.

2. Read socket status using the FINS command READ SOCKET STATUS.
3. Is there the maximum number of bytes in the send queue (4,096 bytes)?
True » Make sure that reception processing is being performed at the re-

mote note.
9-2-5 FTP Service Problems
Connection Problems
1,2, 3... 1. Are you unable to connect to the Ethernet Unit's FTP server?

True » Step 5.

2. If the FTP indicator [it?

True » The FTP server is connected to another client. Wait until the client
has finished.

3. Are the parameter settings in the host computer incorrect?

True » Correct the computer settings. Refer to the documentation for your
computer.

4. Go to 9-2-6 Network Connection Problems on page 174.
5. Are you unable to log in?
True » Check the login name and password settings.

6. Can you display the MEMCARD directory using | s from the host computer.
True » End.

7. Is a Memory Card not inserted in the PC?
True » Insert a Memory Card.

8. Is power not supplied to the Memory Card?
True » Turn on the power supply switch for the Memory Card.

9. Has the Memory Card not been initialized?
True » Initialize the Memory Card using the CVSS.

10. Is the Memory Card faulty?

True » Check the backup battery for RAM Cards and replace it if necessary.
Replace the Memory Card if necessary.

File Transfer Problems

1,2, 3... 1. Areyou not connected to the FTP server?
True » Return to the previous procedure.

2. Is the current directory not MEMCARD?
True » Make MEMCARD the current directory (execute cd / MEMCARD).

3. Can you execute get ?
True » Step 6.
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10.
11.

12.

. Is the file you are attempting to get not actually on the Memory Card?

True » Designate a file actually on the Card.

. Return to 9-2-1 Startup Problems on page 168.
. Can you execute put ?

True » Step 11.

. Is an EPROM Memory Card mounted?

True » You cannot write to EPROM Memory Cards mounted in the PC. Use
a Memory Card Writer.

. Is an EEPROM Memory Card mounted?

True » Make sure the PC is in PROGRAM mode and that the version of the
CPU is V1 or later.

. Is there insufficient free space available on the Memory Card?

True » Delete unneeded files or use a different Memory Card.

Return to 9-2-1 Startup Problems on page 168.
Is the data in the file transferred with put or get normal (i.e., not corrupted)?
True » End

Use the t ype command and change the file data type to binary.

9-2-6 Network Connection Problems

1,2, 3.. 1

10.

174

Go through the procedure in 9-2-1 Startup Problems before starting this pro-
cedure.

. Is the power supply indicator lit on the transceiver?

True » Step 5.

. Is the transceiver cable loose?

True ®» Connect the cable firmly.

. Replace the following components one at a time in the order given and dis-

card any faulty ones: transceiver cable, transceiver, Ethernet Unit.

. Execute pi ng at each node for all nodes on the network to see if commu-

nications are possible.

. Was not even one response received at every node in the network?

True » Check terminators, the coaxial cable, and transceiver cables.

. Were responses not received only between certain nodes?

True » Make sure the distance between transceivers on the coaxial cable is
a multiple of 2.5 m.
Check IP address settings.
Make sure that the remote node supports ICMP.

. Is an FTP client not mounted on the remote node?

True » Mount an FTP client.

. Are you using FINS communications (e.g., SEND(192), RECV(193), or

CMND(194))?
True » Do an internode test.

Read protocol status using the FINS command READ PROTOCOL STA-
TUS and check the following parameters in the returned status data. If any
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of these items have actually been counted, the remote node may not sup-
port the relevant service.

IP (all communications): Items 2 through 6

ICMP (PING): Items 5 through 8

TCP (FTP and TCP sockets): Iltems 4 through 6 under reception status
UDP (FINS and UDP sockets): Items 1 through 3

If item 4, 8, or 9 under the IP status is being counted, there may be too much
traffic through the Ethernet Unit. Check your user applications.

9-3 Troubleshooting via Response Codes

You can troubleshoot the errors in FINS communications from the response
codes when the SEND(192), RECV(193), or CMND(194) instructions have
been used. For the storage areas of the response codes refer to information be-
ginning on page 29.

The table below lists response codes (main and sub-codes) returned after ex-
ecution of FINS commands, the probable cause of errors, and recommended
remedies. Refer to the FINS Command Reference Manual for further informa-
tion on response codes.

The 6th, 7th, and 15th bits of the response codes have specific functions. The
6th bit will be ON when a non-fatal error has occurred in the PC at the remote
node; the 7th bit will be ON when a fatal error has occurred in the PC at the re-
mote node; and the 15th bit will be ON when a network relay error has occurred.
Refer to information given after the following table for more information on relay

errors.

Bit 15 14 13 12 11 10 9 8 7 6 5

4 3 2 1 O
\

T T, T T T
‘ Main response code
| | | | |

‘ Su;b res;pons;e co;de

[y

- - 1: Relay Error Flag

[y

[y
|

|
L

- - - 1: PC Non-fatal Error Flag
- - - - 1: PC Fatal Error Flag

Main code Sub- Probable cause Remedy
code
00: Normal 00 ---
completion
01: Local node 03 Send error in local node was caused by Reduce the load (traffic) on the Ethernet Unit.
error lack of available space in internal buffers. | Check your user applications.
02: Remote node |01 IP address of remote node not set Set IP address of remote node into IP address
error correctly in IP address table or IP router table and, if internetwork transmission is
table. required, into the IP router table.

02 No node with the specified unit address. Check the remote node’s unit address and
make sure the correct one is being used in the
control data.

05 Message packet was corrupted by trans- | Check the protocol and controller status by

mission error. reading them with FINS commands. Increase
the number of transmit retry attempts.
Response time-out, response watchdog Increase the value for the response monitor
timer interval too short. time in the control data.
The transmission frame may be corrupted | Read out the error log and correct as required.
or the internal reception buffer full.
03: 01 Error occurred in the communications Take corrective action, referring to
Communications controller, ERC indicator is lit. troubleshooting procedures in this section.
controller error 02 CPU error occurred in the PC at the Check CPU indicators at the remote node and
remote node. clear the error in the CPU (refer to the PC'’s
operation manuals)

04 Unit number setting error Make sure the unit number is specified within
range and that the same unit number is not
used twice in the same network.
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Main code Sub- Probable cause Remedy
code
04: Not 01 An undefined command has been used. Check the command code and be sure the
executable command is supported by the Unit to which
(service not you are sending it.
supported) A short frame (4 bytes) is being used for | Check the FINS header frame length. The
the FINS header frame. Ethernet Unit does not support short headers.
05: Routing error | 01 Remote node is not set in the routing Set the remote node in the routing tables.
tables. Refer to Section 3 FINS Communications
Service.
02 Routing tables aren't registered Set routing tables at the local node, remote
completely. node, and any relay nodes.
03 Routing table error Set the routing tables correctly.
04 The maximum number of relay nodes (2) | Redesign the network or reconsider the routing
was exceeded in the command. table to reduce the number of relay nodes in
the command. Communications are possible
on three network levels, including the local
network.
10: Command 01 The command is longer than the max. Check the command format of the command
format error permissible length. and set it correctly. Be sure broadcast
transmissions don’t exceed 1,473 bytes.
02 The command is shorter than min. Check the command format of the command
permissible length. and set it correctly.
03 The designated number of data items Check the number of items and the data, and
differs from the actual number in the make sure that they agree.
command data.
05 Data for another node on the same Check the header parameters in the command
network was received from the network. data and be sure the correct command format
An attempt was made to send response is being used.
data for a broadcast address.
11: Parameter 00 The parameters in the command data Check the parameters and be sure the socket
error were incorrect or the UDP/TCP socket number is between 1 and 8.
number was not within the proper range.
01 A correct memory area code has not Check the command’s memory area code and
been used or Expansion Data Memory is | set the appropriate code.
not available.
03 The first word is in an inaccessible area Set a first word that is in an accessible area.
or the bit number is not 00. The bit number must be 00 for Ethernet Units.
22: Operation OF The same socket service is already in Use the socket status flag in PC memory to be
mode mismatch progress at the specified socket number. | sure that socket service has finished before
(Status error) starting services again.
10 The specified socket is not open. Open the socket. For TCP sockets, be sure to
wait until connection is made.
23: No such Unit | 05 IP address conversion failed. Check the IP address and subnet mask in the
(Environment System Setup and be sure that settings are
error) correct.
07 IP address conversion is set for automatic | Check the mode settings in the System Setup.
conversion only. This error will be generated for the READ IP
ADDRESS command only.
25: Unit error 03 I/O setting error (The I/O table differs Either change the actual configuration to
from the actual Unit configuration.) match the registered one, or generate the 1/0
table again.
05 CPU bus error (An error occurred during | Check the Units and cable connections and
data transfer between the CPU and a issue the ERROR CLEAR command.
CPU Bus Unit.)
0A An error occurred during CPU Bus Unit Check the Units and cable connections and

data transfer.

issue the ERROR CLEAR command.
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Network Relay Errors For network relay errors using SEND(192) or RECV(193), check the path of the
command using the routing tables and the nature of the error using the response
code to eliminate the cause of the error.

For network relay errors using CMND(194), the location of the relay error is re-
corded in the second through third words of the response, as shown below.

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
\ \ \ \ \ \ ‘ \ \ \ \ \ \ \

I
First word ‘ | 0

Command code
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
I I I I I T I I I [ T
Second word ‘ ‘ Me‘lin re‘sponse c?de (MRE§) ‘ ‘ ‘ Sub‘ resp?nse (‘:ode (‘SRES‘) ‘
[y

[y [y
| - -1:PC Non-fatal Error Flag
- - - - - 1: PC Fatal Error Flag

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

I I I I I I I I I I I I I I
Third word ‘ ‘ Er‘ror nt‘etwor‘k ad(‘jres% ‘ ‘ ‘ ‘ Er‘ror n?de n‘umb‘er ‘ ‘

ST Relay Error Flag

9-4 Results Storage Area Response Codes

The response codes stored in the results storage area can be used to trouble-
shoot socket service problems. Refer to page 127 for the format used for socket
applications.

The UNIX socket service error messages corresponding to the response codes
are give in the following table. Refer to the documentation for the devices in-
volved when communicating between an Ethernet Unit and other devices.

Response UNIX error Description Probable remedy
code message
0003 ESRCH No such process Close the local socket and try reopening it.
0006 ENXIO No such device or address
0009 EBADF Bad file number (incorrect socket
specification)
000D EACCES Permission denied Check the IP address of the remote node and

(Broadcast address specified for re- | try to reconnect.
mote IP address for active TCP

open)
000E EFAULT Bad address (copy failed between [ Close the local socket and try reopening it.
kernel and user area)
0011 EEXIST File exists
0016 EINVAL Invalid argument (socket library ar-
gument error)
0018 EMFILE Too many open files (More than 32
sockets)
0020 EPIPE Broken pipe (remote node closed Close the local socket.
socket)
003C EPROTONO- Protocol not supported (protocol Close the local socket and try reopening it.
SUPPORT other than UDP, TCP, or RAW spe-
cified)
003D EPROTOTYPE Protocol wrong type for socket
003E ENOBUFS No buffer space available There is too much load (traffic) on the Ethernet

Unit. Check your user applications.
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achieved for passive TCP open re-
quest

Response UNIX error Description Probable remedy
code message
003F EISCONN Socket is already connected (con- | Close the local socket and try reopening it.
nection attempted to open socket)
0040 ENOTCONN Socket is not connected (send at-
tempted to closed socket)
0041 EALREADY Operation already in progress (con-
nection attempted to existing non-
block connection)
0042 EMSGSIZE Message too long Check the length of send data.
UDP or TCP: 1to 1,982 bytes
UDP broadcasts: 1 to 1,472 bytes
0043 EDESTADDRREQ | Destination address required (des- | Close the local socket and try reopening it.
tination address not specified)
0044 ENOPROTOOPT Protocol not available (unsupported
option specified)
0045 ECONNABORTED | Software caused connection abort
(another task closed socket)
0046 EINPROGRESS Operation now in progress (non-
block connection ended during pro-
cessing)
0047 ENOTSOCK Socket operation on non-socket
0048 EOPNOTSUPP Operation not supported on socket
0049 EADDRINUSE Address already in use (UDP or Check the port number.
TCE open request sent for portal- | 1cp ports can remain unusable for 1 min after
ready in use) closing.
004A ECONNREFUSED | Connection refused (TCP socket Passively open a remote TCP socket, check-
(active open) processing refused by [ ing the remote IP address and remote TCP
remote node) port number.
004B ECONNRESET Connection reset by peer (TCP Close the local socket and try reconnecting.
socket closed by remote node)
004C EADDRNOTAVAIL | Can't assign requested address Check the setting of the remote IP address
(mistake in remote IP address) and try reconnecting.
004D EAFNOSUPPORT | Address family not supported by Close the local socket and try reopening it.
protocol family
004E ENETUNREACH Network is unreachable Set the path to the remote node in the IP rout-
er table.
004F EHOSTDOWN Host is down Check the remote host and communications
path.
0050 EWOULDBLOCK | Operation would block Close the local socket and try reopening it.
0051 EHOSTUNREACH | No route to host The specified node does not exist on the des-
ignated IP network segment. Check the com-
munications path.
0053 ETIMEDOUT Connection timed out (TCP timed Check the remote host and communications
out) path.
0063 ESELABORT Used for internal Ethernet Unit pro- | Close the local socket and try reopening it.
cessing
0080 (None) Timed out for passive TCP open re- | Either the remote node is not executing an ac-
quest tive TCP open or there is a block on the net-
work.
0081 (None) Closed by close command during No action is necessarily called for.
socket servicing
0082 (None) Connection with remote node not The remote IP address and TCP port number

settings differ from those of the remote socket
(active side).
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Appendix A
Standard Models

Name

Specifications

Model

Ethernet Unit

See Appendix B specifications.

CV500-ETNO1

CV-series CPUs

V1 CPUs CV500 Ladder or SFC + Ladder

CV500-CPUO1-EV1

CV1000 | Ladder or SFC + Ladder

CVv1000-CPUO1-EV1

CV2000 | Ladder or SFC + Ladder

CVv2000-CPUOL-EV1

CVvM1 Ladder only

CVM1-CPU11-EV1

CVM1-CPUO1-EV1

Memory Cards

RAM 64K bytes HMC-ES641
128K bytes HMC-ES151
256K bytes HMC-ES251
512K bytes HMC-ES551

EEPROM 64K bytes HMC-EE641

e E T

EPROM 512 bytes HMC-EP551

(Requires CV500-MCWOL1 to write.) 1M bytes HMC-EP161

Transceivers
Transceiver cables
Coaxial cables
Terminators

All Ethernet system components must comply with IEEE802.3 standards.
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Appendix B
Specifications

The specifications of the Ethernet Unit are given in the following table. Other specifications are the same as those

for other CV-series Units.

Item

Specification

Model number

CV500-ETNO1

Media access method CSMA/CD
Modulation Baseband
Transmission paths Bus type
Baud rate 10 Mbps

Transmission media

Coaxial cable

Maximum transmission distance

500 m/network (segment); 2.5 km/system

Maximum number of nodes

100/network (segment)

Distance between nodes

Integral multiples of 2.5 m

Maximum transceiver cable length 50 m max.
Transceiver supply voltage capacity 0.35Aat12Vv
Communications services FINS
FTP server
Socket

Communications buffers

See Appendix F Buffer Configuration.

RAS features

PING command/response (loopback test via ICMP)
Internode test

Error log

Self diagnostics (hardware)

Network status readout

Maximum current consumption 1.7 A max.
Dimensions (see following diagram) 34.5x 250 x 98.1 mm (W x H x D)
Weight 500 g

Note Ethernet networks are divided into units called segments, in which each segment is one length of the trans-
mission media (coaxial cable). The transmission distances for a network can be illustrated using the seg-
ment configuration diagrams, as shown below.

]
N

1
-
Transceiver Jj — Terminator Repeater
500 m max. 1,500 m max. !
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Dimensions (Unit: mm)

[— 34.5 —= -t

4=
ETNO1 H

RUN
ERC ERH
sSD RD

250
CV500-ETNOT
ETHERNET UNIT
LOT No.
OMRON Comcration MADE IN JAPAN
s ( Dooooooooood )
u
ETHERNET
| &
98.1
Weight: 500 g
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Ethernet Network Parameters

Parameter Value Description
TCP send buffer 4,096 bytes Maximum capacity of the TCP send buffer
TCP receive buffer 4,096 bytes Maximum capacity of the TCP receive buffer
UDP send buffer 9,000 bytes Maximum capacity of the UDP send buffer
UDP receive buffer 9,016 bytes Maximum capacity of the UDP receive buffer
RAW send buffer 2,048 bytes Maximum capacity of the RAW send buffer
RAW receive buffer | 2,048 bytes Maximum capacity of the RAW receive buffer

FINS receive buffer

16,383 bytes

Maximum capacity of the FINS receive buffer

Hold timer

75 s (12 min max.)

The hold timer is used for processing confirmation of arrival of TCP
sockets or the KEEP ALIVE option. Arrival confirmation is processed
when connecting TCP sockets or transmitting data. When the KEEP
ALIVE option is set and data transmission does not take place,
confirmation of the connection is periodically performed. If no response
is received for confirmation, confirmation processing is executed every
75 s. The connection is broken if this status continues for 12 min (and
ETIMEDOUT is stored as the response in the results storage area).
Although TCP socket services do not support the KEEP ALIVE option,
they will response to KEEP ALIVE options sent from other nodes.

Resend timer

Initial value: 1s

Maximum value: 64 s

The resend timer is used to monitor completion of reception of arrival
confirmations when transferring data via socket services, including FTP
server TCP sockets. If the timer setting is exceeded before arrival
confirmation is received, data is resent and timer operation is restarted
with a longer time setting. This procedure is repeated up to 12 times
(final timer value: 64 s). The hold timer is started after the 12th timeout.

Continue timer

Initial value: 5s

Maximum value: 60 s

The continue timer starts if preparations have been completed to send
data but the send window is too small (either O or too small) to send the
data and the remote node has not requested that communications be
restarted. Confirmation of the window size is requested from the remote
node when the continue timer times out. The initial value of the timer is
5 s and confirmation processing will continue consecutively with
increasingly longer times until the maximum time of 60 s is reached, at
which point the hold timer will be started.

2MSL timer 60 s The 2MSL timer starts at the TCP socket that first closes the socket and
will run for 60 s in the TIME_WAIT status.
IP reassemble timer |12s A fragmented IP packet is discarded if it cannot be reassembled within

12 seconds.

ARP timer

20 min/3 min

If a complete ARP table entry (with an Ethernet address) is not referred
to for 20 minutes, it is removed from the table.

An incomplete ARP table entry (no response yet returned to the ARP
request) is removed from the table after 3 minutes.

Window size

4,096 bytes

The initial value of the maximum capacity used to control the
convergence of TCP sockets. Actually, the node negotiates with the
remote node and uses the smaller of the values for the two nodes. The
window size will fluctuate with the available space in the TCP reception
buffers of the remote node when processing communications.

Fragment size

1,500 bytes

UDP data is separated into 1,472-byte fragments. The remaining
28 bytes are for the IP header.

Segment size

1,024 bytes

TCP data is separated into 1,024-byte segments.

TTL (Time to Live)

30

Decremented each time an IP router is passed.
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TCP Status Transitions

The following diagram shows transitions that take place in the TCP socket status according to the socket status
data returned for the FINS command SOCKET STATUS READ (2764).

CLOSED

ACTIVE OPEN

snd SYN
Passive OPEN CLOSE
LISTEN ]
rcv SYN
SEND
snd SYN,ACK snd SYN
SYN rcv SYN
RECEIVED
snd ACK
rcv ACK of SYN rcv SYN,ACK
snd ACK
CLOSE
snd FIN [ ESTABLISHED ]
CLOSE rcv FIN
snd FIN snd ACK
CLOSED
FIN
WAIT-1 WAIT
rcv FIN CLOSE
snd ACK
rcv ACK of FIN snd EIN

EFIN WAIT-2

rcv FIN
snd ACK

CLOSING

rcv ACK of FIN )
Timeout=2MSL

LAST-ACKj

rcv ACK of FIN

CLOSED

TIME WAIT
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Appendix E

ASCII Characters

Bits 1to 4 Bits 5to 7
Binary 0000 0001 0010 0011 0100 0101 0110 0111
Hex 0 1 2 3 4 5 6 7
0000 0 NUL DLE Space @ P p
0001 1 SOH DC; ! 1 A Q a q
0010 2 STX DC, ” 2 B R b r
0011 3 ETX DCs # 3 C S c s
0100 4 EOT DCy4 $ 4 D T d t
0101 5 ENQ NAK % 5 E U e u
0110 6 ACK SYN & 6 F \% f v
0111 7 BEL ETB ’ 7 G w g w
1000 8 BS CAN ( 8 H X h X
1001 9 HT EM ) 9 | Y i y
1010 A LF SUB * J z j z
1011 B VT ESC + : K [ k {
1100 C FF FS , < L \ | |
1101 D CR GS - = M ] m }
1110 E SO RS . > N N n ~
1111 F Sl us / ? 0 _ ) DEL
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See
note 1.

CV-series
CPU or <:>
CPU Bus
Unit

Network Memory

Socket service
reception buffers

(60 x 1,982 bytes)

N~ N

FINS processing
buffers (16 x
2,010 bytes)

Appendix F
Buffer Configuration

@

UDP socket
reception
request buffers

x 9,016 max.)

o

TCP socket
reception
request buffers
(8 x 4,096 max.)

FTP service

(1,024 bytes)

reception buffer

7

FINS reception
buffer (16,363
bytes max.)

FINS send
buffer (9,000
bytes max.)

FTP service
send buffer
(1,024 bytes)

TCP socket send
request buffers (8
x 4,096 max.)

—

N~ N

UDP socket send
request buffers
(8 x 9,000 max.)

~_ N

See

See
note 2.

note 2.

1,500 bytes)

IP packet input
queue
(50 max. x

N

IP packet
output queue
(50 max. x
1,500 bytes)

Communications
controller

<:> Network

¥

Network memory (108K bytes)

Most of the buffers used for communications servicing by the Ethernet Unit are administered in a buffer configura-
tion called network memory. Network memory consists of 108K bytes of memory divided into short and long buff-
ers. The use of short and long buffers is determined by the status of the various services when the Ethernet Unit is
running. The capacity of all buffers cannot be used due to limits in the mounted memory capacity. The status of the
short and long buffers can be accessed by execution the FINS command MEMORY STATUS READ (2763).

Note 1.

the current operating status.

2. The status of UDP and TCP socket reception and send buffers can be accessed by executing the FINS
command SOCKET STATUS READ (2764).

Reception buffers for socket services and buffers for FINS processing are always secured regardless of
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Appendix G
Auxiliary Area Data

The following table and descriptions cover the words and bits in the Auxiliary Area of PC memory that are related to
the Ethernet Unit.

Word(s) Bit(s) Contents Function
A001 00to 15 CPU Bus Unit Restart Bits A00100 through A00115 can be turned ON to reset CPU
Bits Bus Units number #0 through #15, respectively. The Restart
Bits are turned OFF automatically when restarting is
completed. Do not turn these bits ON and OFF in the
program; manipulate them from the CVSS.
A015 00to 15 CPU Bus Service Bits A01500 through A01515 can be turned ON to stop
Disable Bits service to CPU Bus Units numbered #0 through #15,
respectively. Turn the appropriate bit OFF again to resume
service to the CPU Bus Unit.
A302 00to 15 CPU Bus Unit Initializing | Bits A30200 through A30215 turn ON while the corresponding
Flags CPU Bus Units (Units #0 through #15, respectively) are
initializing.
A401 12 CPU Bus Error Flag Bit A40112 is turned ON when an error occurs during the
transmission of data between the CPU and CPU Bus Units, or
a WDT (watchdog timer) error occurs in a CPU Bus Unit. The
unit number of the CPU Bus Unit involved is contained in
word A405.

13 Duplicate Number Flag Bit A40113 is turned ON when two Racks are assigned the
same rack number, two CPU Bus Units are assigned the
same unit number, or the same words are allocated to more
than one Rack or Unit in the PC Setup.

A402 03 CPU Bus Unit Setting Bit A40203 is turned ON when the CPU Bus Units actually
Error Flag installed differ from the Units registered in the 1/O table.
The unit number of the CPU Bus Unit involved is stored in
word A427.

07 CPU Bus Unit Error Flag | Bit A40207 is turned ON when a parity error occurs during the
transmission of data between the CPU and CPU Bus Units.
The unit number of the CPU Bus Unit involved is stored in
word A422.

A405 00to 15 CPU Bus Unit Error Unit | Bits A40500 through A40515 correspond to CPU Bus Units #0
Number through #15, respectively. When a CPU Bus Error occurs, the
bit corresponding to the unit number of the CPU Bus Unit
involved turns ON.
A410 00to 15 CPU Bus Unit Duplicate | The duplicate CPU Bus Unit number is written to word A410
Number when A40113 is turned ON.
A422 00 to 15 CPU Bus Unit Error Unit | The unit number of the CPU Bus Unit involved is written to
Number word A422 when A40207 turns ON.
A427 00to 15 CPU Bus Unit Setting The unit number of the CPU Bus Unit involved is written to
Error Unit Number word A427 when A40203 turns ON.
A502 00to 07 Port #0 to #7 Enabled Bits A50200 through A50207 are turned ON to indicate that
Flags ports #0 through #7, respectively, are enabled for the
SEND(192), RECV(193), and CMND(194) in an Ethernet,
SYSMAC NET Link, or SYSMAC LINK System.
08to 15 Port #0 to #7 Execute Bits A50208 through A50215 are turned ON to indicate that
Error Flags an error has occurred in ports #0 through #7, respectively,
during data communications using SEND(192), RECV(193),
or CMND(194).
A503 to A510 00to 15 Port #0 to #7 Completion | A503 through A510 contain the completion codes for ports #0
Codes through #7, respectively, following data communications using
SEND(192), RECV(193), or CMND(194).

191



Appendix H
PC Memory Area Information and
System Setup

PC Memory Area Information
CPU Bus Unit Area

Unit number Allocated words Unit number Allocated words
0 ClO 1500 to CIO 1524 |8 CIO 1700 to CIO 1724
1 ClO 1525 to CIO 1549 9 ClO 1725 to CIO 1749
2 ClO 1550 to CIO 1574 |10 CIO 1750 to CIO 1774
3 ClO 1575 to CIO 1599 11 ClO 1775 to CIO 1799
4 ClO 1600 to CIO 1624 |12 ClO 1800 to CIO 1824
5 ClO 1625 to CIO 1649 |13 ClO 1825 to CIO 1849
6 ClO 1650 to CIO 1674 14 ClO 1850 to CIO 1874
7 ClO 1675t0 CIO 1699 |15 ClO 1875 to CIO 1899

The status information listed below is stored in the CPU Bus Unit Area words allocated to each Unit. The first word
is calculated using the following formula: First word = 1500 + (25 x unit number). All other words are calculated by
adding the specified offset to the address of the first word.

Offset Content
+0 (first word) Internode Test Start Bit
+1 Status of UDP socket #1
+2 Status of UDP socket #2
+3 Status of UDP socket #3
+4 Status of UDP socket #4
+5 Status of UDP socket #5
+6 Status of UDP socket #6
+7 Status of UDP socket #7
+8 Status of UDP socket #8
+9 Status of TCP socket #1
+10 Status of TCP socket #2
+11 Status of TCP socket #3
+12 Status of TCP socket #4
+13 Status of TCP socket #5
+14 Status of TCP socket #6
+15 Status of TCP socket #7
+16 Status of TCP socket #8
+17 FTP server status

The bit configurations of each word are described next.

Internode Test Start Bit
Bit 15 08 07 00

+0 /0000|0000 0O|]O0O|O0O]O0O|O0O|O0]x]0

L[ 0: Stops internode test

1. Starts internode test
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UDP/TCP Socket Status

BIt 15

X

08 07 00
x| 0 0| 0| 0|0]|O0O|O0O|O0]O0| x| x| x| x
0: Normal [ o Open completed
1: Result storage error |_1: Opening
0: Not open [ 0: Receive completed
1: TCP connected/UDP open |_1: Receiving
[ 0: send completed

FTP Server Status

Bit 15

: Sending

0
1
0: Close completed
1: Closing

08 07 00

0

0/0/0|0O|0O|O0O|O0O|O0O]O0O|O0|0] x

[O: FTP server on standby

1: FTP server running

DM Area (Software Switches)

The information listed below is stored in the DM Area words allocated to each Unit starting at the first word. The first
word is calculated using the following formula: First word = D02000 + (100 x unit number). All other words are

Unit number Allocated words Unit number Allocated words
0 D2000 to D2099 8 D2800 to D2899
1 D2100 to D2199 9 D2900 to D2999
2 D2200 to D2299 10 D3000 to D3099
3 D2300 to D2399 11 D3100 to D3199
4 D2400 to D2499 12 D3200 to D3299
5 D2500 to D2599 13 D3300 to D3399
6 D2600 to D2699 14 D3400 to D3499
7 D2700 to D2799 15 D3500 to D3599

calculated by adding the specified offset to the address of the first word.
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Offset Contents
+0 Bits 8 to 15: Bits 0 to 7:
Target network address Target node number
+1 Number of send bytes
+2 Response monitor time
+3 Test status
+4 Number of internode test runs
+5 Number of timeout errors
+6 Number of response errors
+7 Number of send errors
+8 Number of times data did not match
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Words +0 through +2 must be set when running an internode test. The set parameters and their setting ranges are
shown in the following table.

Parameter Range
Target network address 01to 7F (1 to 127 decimal)
Target node number 01 to 7E (0 to 126 decimal)
Number of send bytes 0001 to 07CC (1 to 1996 decimal)
0000 specifies the max. length of 1,998 bytes.
Response monitor time 0001 to FFFF (1 to 65535 decimal)
(Unit: 0.1 s) 0000 specifies 2 s

Note The network address used here is the address used by the FINS communications service. It is NOT the IP
address network number.

The following diagram shows the configuration of the test status, which indicates the results of the internode test.

Bit 15 08 07 00

X X

L] [

+3

. Timeout error
. Response error
. Send error

Data not matched
: Routing table error
. Send parameter error

PP PR P P

Bits

Meaning

Normal
Timeout error

Response (response code) error
Send error

Data not matched
Routing table error
Send parameter error

PPk RPrOO|lO|O
R |O|O|Fr |k, |O|O
O|r|OFr|O|FL|O

System Setup

The system setup is stored beginning from the first byte in the system setup area as shown in the following table.

Position relative Setting Size
to first byte

+0 Mode setting 2 bytes
+2 Not used. 6 bytes
+8 Local IP address 4 bytes
+12 Subnet mask 4 bytes
+16 FINS UDP port # 2 bytes
+18 FTP login name 12 bytes
+30 FTP password 8 bytes
+38 IP address table 194 bytes
+232 IP router table 66 bytes
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Appendix H

Individual Settings

The following items can be set for the Ethernet Unit.

Mode Settings

Set bits #0 to #4 as described below.

Bit 15 04

03 02 01 00

_

L IP Address Setting
Broadcast Address Setting

Destination IP Address
Conversion

Bit 00, IP Address Setting
Specifies whether the node number set on the rotary switches on the front panel of the Unit is to be used as the
node number in the IP address. Set this bit to O if automatic generation is specified as the IP address conversion

method.

FINS UDP Port Number
Designation

Bit

Setting

0 Node number setting rotary switch used

1 Node number setting rotary switch not used

Bit 01, Broadcast Address Setting
Specifies when broadcasts are run.

Bit

Setting

0 Broadcast when the host number is all ones (4.3BSD specification)

1 Broadcast when the host number is all zeros (4.2BSD specification)

Note The broadcast address is the address to which the host number is set to send a transmission simultaneous-
ly to all nodes on a network. Either all ones or all zeros can be used for the broadcast address. This setting
must be the same for all Ethernet Units and other nodes that are to be part of the broadcast. Refer to your
host computer’s documentation to specify the broadcast address for it.

Bits 02 and 03, Destination IP Address Conversion
Specifies the method for converting the FINS partner node number to an IP address.

Bits

Setting

03 | 02

Automatic conversion: IP addresses will be generated automatically from
the FINS node numbers. The IP address table will not be used.

IP address table used.

R, [O|O
R O[O

IP address table and automatic generation used.

Note Refer to Section 3 FINS Communications Service for details about IP

address conversion.

Bit 04, FINS UDP Port Number Designation
Specifies the method by which the UDP port number is specified for the FINS communications service.

Bit 04

Setting

0

Default value (9600)

1

Use value set in system setup
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Local IP Address
Set the IP address for the Ethernet Unit. The Ethernet Unit cannot communicate unless this address is set. The
ERH indicator will flash if no IP address is set or if an illegal IP address is set.

The following IP addresses cannot be set:

o Addresses with all bits of the host number setto O or 1

o Addresses with all bits of the network number set to 0 or 1

o Addresses with all bits of the subnet number setto 1

¢ |P addresses starting with 127 (7F hexadecimal), for example 127.35.21.16

If bit O of the mode setting is set to 1 (ON) in the first system setup word, the node number set on the rotary switches
on the front panel of the Unit will be automatically input as the host number in the fourth byte (octet) of the local IP
address. If the node number set on the Unit is used as the host number, set only the most significant 3 bytes of the
address in the local IP address setting; the IP address will automatically be updated each time the node number is
changed on the Unit’s rotary switches, eliminating the need to change the system setup.

Subnet Masks

Set all bits in the subnet mask that correspond to the bits in the IP address used for either the network number or
subnet number to “1” and set all bits in the subnet mask that correspond to the bits in the IP address used for the
host number to “0”".

The subnet mask must be set only when configuring a system which runs using subnetworks. If no subnet mask is
set, the subnet mask will be automatically set to one of the following values, depending on the local IP address
setting:

¢ Class-A IP Address: FFO00000

¢ Class-B IP Address: FFFFO000

e Class-C IP Address: FFFFFFOO

FINS UDP Port Number

Set the UDP port number used for the FINS communications service. This port number is valid if the FINS UDP
port number designation bit (bit #4) in the mode settings is set to 1 in the first system setup word. The FINS UDP
port number cannot be set to 0. If a value of 0 is set, the default value (9600) will be used as the FINS UDP port
number. We recommend that the FINS UDP port number be set to a value greater than 1023.

FTP Login Name

Set the login name of the Unit's FTP server. Refer to 4-2 Setting Login Names and Passwords for details. If no login
name is specified, the default login name of “CONFIDENTIAL” will be used and no FTP password will be required.
Any password that is set for the default login name will be ignored.

FTP Password
Set the password for the Unit's FTP server. Refer to 4-2 Setting Login Names and Passwords for details.

IP Address Table

This table contains the conversion data used to generate IP addresses from FINS node humbers when using FINS
communications. This table is ignored if the IP address conversion method is set to automatic generation only. The
configuration of the IP address table is shown in the following diagram.

\ r—r 71T " ">~"/"7”"7 \
00 00 4bytes | 00 0 ------ 00 4 bytes
\ s \
Number FINS IP address FINS IP address
of records node node
number number

\ |
1 record (for 1 node)

32 records max.

The first two bytes specify how many records (nodes) are stored in the table. This is followed by a record for each
node. Each record consists of an FINS node number (2 bytes with the most significant byte always 00) and the
corresponding IP address (4 bytes). The records are repeated for the specified number of records, up to the maxi-
mum of 32 records (nodes).
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IP Router Table
The IP router table sets how the Ethernet Unit communicates via the IP router with nodes on other IP network
segments. The configuration of the IP router table is shown in the following diagram.

—_ - -

00 4 bytes 4bytes | 0000 ------ 4 bytes 4 bytes

e e O (U

Number IP Router IP 1P Router IP

of records network address network address
number number
|
1 record

8 records max.

The first two bytes specify how many records (up to the maximum of 8) are stored in the table. This is followed a
record for each network segment with which communications are to be conducted. Each record consists of the IP
network number for another network (4 bytes) and the IP address of the router that communications must first pass
through to get to the network segment (4 bytes). The records are repeated for the specified number of records.

The length of the network numbers (in bytes) of the other networks to be communicated with depend on the class
of the IP addresses. Although a total of four bytes are allowed for the IP network number, set only the required
number of bytes for the network number from the start of the allocated space and fill any remaining bytes with
zeros.
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IP Network Address Request Form

The request form used to apply for an IP address is provided below. This form can be received electronically by
requesting the NETINFO/INTERNET-NUMBER-TEMPLATE.TXT by electronic mail from HOSTMASTER@IN-
TERNIC.NET. (Note: This template is about to be modified to accommodate the automatic registration process.)
There is also a list of recommended reading at the end of this appendix.

Request Form
[ netinfo/internet—-number—template.txt | [ 04/93]

This form must be completed as part of the application process for obtaining an Internet Protocol (1P) Network Number. To
obtain an Internet number, please provide the following information online, via electronic mail, to HOSTMASTER@I N-
TERNIC.NET. If electronic mail is not available to you, please mail hardcopy to:

Network Solutions

InterNIC Registration Services
505 Huntmar Park Drive
Herndon, VA 22070

Once Registration Services receives your completed application we will send you an acknowledgement, via el ectronic or
postal mail.

NOTE: This application is solely for obtaining a legitimate IP network number assignment. If you'reinterested in officially
registering a domain please complete the domain application found in netinfo/domain-template.txt. If FTPis not available to
you, please contact HOSTMASTER@INTERNIC.NET or phone the NIC at (800) 444-4345 (703) 742-4777 for further as-
sistance.

NOTE: European network applications should use the European template (netinfo/european—p—template.txt). Please follow
their instructions for submission.

YOUR APPLICATION MUST BE TYPED.

1) If the network will be connected to the Internet, you must provide the name of the governmental sponsoring organization,
and the name, title, mailing address, phone number, net mailbox, and NIC Handle (if any) of the contact person (POC) at that
organization who has authorized the network connection. This person will serve as the POC for administrative and policy
questions about authorization to be a part of the Internet. Examples of such sponsoring organizations are: DISA DNSO, the
National Science Foundation (NSF), or similar military or government sponsors.
NOTE: If the network will NOT be connected to the Internet, then you do not need to provide this information.

la. Sponsoring Organization:

1b. Contact name (Lastname, Firstname):

1c. Contact title:

1d. Mail Address:

le. Phone:

1f. Net mailbox :

1g. NIC handle (if known):

2) Provide the name, title, mailing address, phone number, and organization of the technical POC. The online mailbox and
NIC Handle (if any) of the technical POC should also be included. Thisis the POC for resolving technical problems associated
with the network and for updating information about the network. The technical POC may also be responsible for hosts at-
tached to this network.

2a.  NIC handle (if known):

2b. Technica POC name (Lastname, Firstname):
2c. Technical POC title:

2d. Mail address:

2e. Phone:

2f.  Net Mailbox :

3) Supply the short mnemonic name for the network (up to 12 characters). Thisisthe name that will be used as an identifier in
internet name and address tables.
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3. Network name:
4) ldentify the network geographic location and the responsible organization establishing the network.
da. Postal address for main/headquarters network site:
4b. Name of Organization:
5) Question #5 isfor MILITARY or DOD requests, ONLY.
If you require that this connected network be announced to the NSFNET please answer questions 5a, 5b, and 5c.
5a. Do you want MILNET to announce your network to the NSFNET? (Y/N):

5b. Do you have an aternate connection, other than MILNET, to the NSFNET? (please state alternate connection if answer is
yes):
5c. If you've answered yes to 5b, please state if you would like the MILNET connection to act as a backup path to the
NSFNET? (Y/N):
6) Estimate the number of hosts that will be on the network:

6a. Initialy:

6b.  Within one year:

6c.  Within two years:

6d. Withinfiveyears:

7) Unless a strong and convincing reason is presented, the network (if it qualifies at all) will be assigned a class C network
number. If aclass C network number is not acceptable for your purposes state why. (Note: If there are plans for more than afew
local networks, and more than 100 hosts, you are strongly urged to consider subnetting. [See RFC 950])

7. Reason:

8) Networks are characterized as being either Research, Defense, Government — Non Defense, or Commercial, and the net-
work address space is shared between these four areas. Which type is this network?

8.  Typeof network:

9) What is the purpose of the network?
9. Purpose:

For further information contact InterNIC Registration Services:

Viaelectronic mail:  HOSTMASTER@INTERNIC.NET
Viatelephone: (800) 4444345
Viapostal mail: Network Solutions
InterNIC Registration Service
505 Huntmar Park Drive
Herndon, VA 22070

RECOMMENDED READING (available from the NIC)

Bjork, S.; Marine, A., eds. Network Protocol Implementations and Vendors Guide. Menlo Park, CA: SRI International, DDN
Network Information Center; 1990 August; NIC 50002 (August 1990). 242 p. (NIC.DDN.MIL NETINFO:VENDORS-
GUIDE.DOC).

Braden, R.T.; Postel, J.B. Requirements for Internet Gateways. Marinadel Rey, CA: University of Southern California, In-
formation Sciences Inst.; 1987 June; RFC 1009. 55 p. (RS.INTERNET.NET POLICY RFC1009.TXT).

Defense Advanced Research Projects Agency, Internet Activities Board. IAB Official Protocol Standards. 1991 April; RFC
1200. 31 p. (RS.INTERNIC.NET POLICY RFC1200.TXT).

Feinler, E.J.; Jacobsen, O.J,; Stahl, M.K.; Ward, C.A., eds. DDN Protocol Handbook: Menlo Park, CA: SRI International,
DDN Network Information Center; 1985 December; NIC 50004 and NIC 50005 and NIC 50006. 2749 p.

Garcia-Luna-Aceves, J.J.; Stahl, M.K.; Ward, C.A., eds. Internet Protocol Handbook: The Domain Name System (DNS)
Handbook. Menlo Park, CA: SRI International, Network Information Systems Center; 1989 August; NIC 50007. 219 p. AD
A214 698.

Kirkpatrick, S.; Stahl, M.K.; Recker, M. Internet Numbers. Menlo Park, CA: SRI International, DDN Network Information
Center; 1990 July; RFC 1166. 182 p. (RS.INTERNIC.NET POLICY RFC1166.TXT).

Mogul, J.; Postel, J.B. Internet Standard Subnetting Procedure. Stanford, CA: Stanford University; 1985 August; RFC 950.
18 p. (RS.INTERNIC.NET POLICY RFC950.TXT).

Postel, J.B. Internet Control Message Protocol. Marina del Rey, CA: University of Southern California, Information Sciences
Inst.; 1981 September; RFC 792. 21 p. (RS.INTERNIC.NET POLICY RFC792.TXT).
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Postel, J.B. Transmission Control Protocol. Marinadel Rey, CA: University of Southern California, Information Sciences
Inst.; 1981 September; RFC 793. 85 p. (RS.INTERNIC.NET POLICY RFC793.TXT).

Postel, J.B. Address Mappings. Marinadel Rey, CA: University of Southern California, Information Sciences Inst.; 1981
September; RFC 796. 7 p. (RS.INTERNIC.NET POLICY RFC796.TXT). Obsoletes: IEN 115 (NACC 0968-79)

Postel, J.B. User Datagram Protocol. Marina del Rey, CA: University of Southern California, Information Sciences Inst.;
1980 August 28; RFC 768. 3 p. (RS.INTERNIC.NET POLICY RFC768.TXT).

Postel, J.B. Internet Protocol. Marina del Rey, CA: University of Southern California, Information Sciences Inst.; 1981 Sep-
tember; RFC 791. 45 p. (RS.INTERNIC.NET POLICY RFC791.TXT).

Reynolds, JK.; Postel, J.B. Assigned Numbers. Marina del Rey, CA: University of Southern California, Information
Sciences Inst.; 1990 March; RFC 1060. 86 p. (RS.INTERNIC.NET POLICY RFC1060.TXT).

Reynolds, JK.; Postel, J.B. Official Internet Protocols. Marina del Rey, CA: University of Southern California, Information
Sciences Inst.; 1987 May; RFC 1011. 52 p. (RS.INTERNIC.NET POLICY RFC1011.TXT).
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Appendix J
Simple Startup Tests

For smooth startups when performing FINS communications over UDP using an Ethernet Unit
(CV500-ETNO1), it is recommended that you first perform a startup test (connection verification test) using
simple conditions according to the following procedure. Customers starting their system for the first time
should perform settings and operations as shown below to check that the system is operating normally. Spe-
cific operating conditions and setting methods are given below.

Operating Conditions
e Connect the host computer (workstation or personal computer) to the PC (Programmable Controller) using a 1:1
connection (i.e., without communications between networks beyond the local network).

¢ Send only read/write commands (0101 Hex, 0102 Hex commands) for the PC variable (/O memory) area in
FINS commands addressed to the CPU Unit to the PC from the Host computer via the Ethernet.

e Set the IP address conversion method to IP address autogeneration, and set the local IP address setting to en-
able rotary switches for node address settings.

Ethernet (10Baseb)

‘ l FINS commands ‘ l
(0101 Hex)
(0102 Hex)
Host computer PC

Setting Methods

1) Determine the Ethernet Unit IP Address

Set the Ethernet Unit IP address so that it does not overlap the host computer IP address. For example, if the host
computer (workstation or personal computer) IP address is 133.113.102.40 (or 85.71.66.28 hexadecimal), set the
Ethernet Unit IP address to 133.113.102.42 (or 85.71.66.2A hexadecimal).

2) Ethernet Unit Settings

Routing table settings (See note 2.)

Rotary switch settings (See note 1.)

Local network table

TP (FTT Local Special I/0
i No. p

No. Unit address 00 i

%10’ !!l |!!| ¥10° network | Unit No.

001 00 <—
I!L! 160 Node address 2A Hex

WN P

Set to the same as the unit number
setting of the rotary switches on
the Unit front panel.
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CPU Bus Unit System Setup (See note 3.)

CPU Bus Unit system setup
Unit No. 00 ET
BYTE b7 b0 HEX BYTE b7 b0 HEX
+0 [0000 0000] 00 +10 [0110 0110] 66 ~—
+1 [0000  00Q0] 00 +11 [0010 1010] 2A ——
+2 [0000 0000] 00 +12 [1111  1111] FF -—
+3 [0000 0000] 00 +13 [1111  1111] FF -—
+4 [0000 0000] 00 +14 [1111  1111] FF =—
+5 [0000 0000] 00 +15 [0000 0000] 00
+6 [0000 0000] 00 +16 [0000 0000] 00
+7 [0000 0000] 00 +17 [0000 0000] 00
+8 [1000 0101] 85+ +18 [0000 0000] 00
+9 [0111 0001] 71+ +19 [0000 0000] 00
EEE—
Enable (i.e., set to 0) rotary switches for node address settings.

To use autogeneration, set the subnet mask
(FF.FF.FF.00) to other than the host ID

IP address (Hex)

Note 1. Referto 2-2 Rotary Switch Settings for details.

2. Refer to 3-5-1 Setting Routing Tables for details.

3. Refer to 2-6-1 System Setup Configuration for details.
When you have completed making the above settings, turn OFF the power supply, and then turn it ON again. If the
ERH indicator on the front panel of the Ethernet Unit is not lit, and only the RUN indicator is lit, then the Unit is
operating normally.

3) Check the Connections

Send a PING command from the host computer to the Ethernet Unit to check if the Ethernet Unit is connected (i.e.,
if communications are possible) using an IP protocol label. If the response to the PING command “PING
133.113.102.42" is not normal, there is a problem with the cable or IP address (refer to 7-1 Loopback Test using
PING for details). In this condition, the system will always end in an error no matter how often FINS commands are
sent from the host computer.

4) Send FINS Commands

Send the FINS command “Read variable area 0101 Hex" to the PC from UDP port 9600 on the Host computer. Use
the same port number as FINS UDP port 9600 (default value). If a normal response is received, the startup test is
finished. For details of FINS commands, refer to sending and receiving FINS command and response data and
reading the variable area (0101 Hex) in the FINS Commands Reference Manual.

Command

ICF RSV GCT DI\IA DiAl D¢A2 Si\lA iAl S¢A2 SJD Command
|

80| 00| 02|01|2A| 00| 01| 28| 00|01]| 01|01

Read
Text

80| 00| 64| 00| 00 | 96

Words: DM 0100 to DM 0150
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Response

ICF RSV GCT DNA DAl DA2 SNA SAl1 SA2 SID Command
[ R S R U R R R A

DM 0100 data to DM 0249 data

Next, change the command code and text, and write the data (Write variable area: 0102 Hex)

CO| 00| 02| 01|28(00|01|2A|00]|01|01]|01
Read
I End cgdel | Text
00| 00 | XX| XX XX| XX
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address

advertisement

allocation

area

ARP

ASCII

asynchronous execution

Auxiliary Area

back-up

baud rate

BCD

binary

binary-coded decimal

bit

bit address

broadcast

buffer

Glossary

A number used to identify the location of data or programming instructions in
memory or to identify the location of a network or a unit in a network.

The process of sending out information to make resources available to other de-
vices, e.g., sending information to other nodes in a network to make windows
available for communications.

The process by which the PC assigns certain bits or words in memory for various
functions. This includes pairing 1/O bits to I/O points on Units.

See data area and memory area.

Address Resolution Protocol: Determines the Ethernet address (i.e., physical
address) by broadcasting based on the target IP address.

Short for American Standard Code for Information Interchange. ASCII is used to
code characters for output to printers and other external devices.

Execution of programs and servicing operations in which program execution
and servicing are not synchronized with each other.

A PC data area allocated to flags and control bits.

A copy made of existing data to ensure that the data will not be lost even if the
original data is corrupted or erased.

The data transmission speed between two devices in a system measured in bits
per second.

Short for binary-coded decimal.

A number system where all numbers are expressed in base 2, i.e., numbers are
written using only O’s and 1's. Each group of four binary bits is equivalent to one
hexadecimal digit. Binary data in memory is thus often expressed in hexadeci-
mal for convenience.

A system used to represent numbers so that every four binary bits is numerically
equivalent to one decimal digit.

The smallest piece of information that can be represented on a computer. A bit
has the value of either zero or one, corresponding to the electrical signals ON
and OFF. A bit represents one binary digit. Some bits at particular addresses are
allocated to special purposes, such as holding the status of input from external
devices, while other bits are available for general use in programming.

The location in memory where a bit of data is stored. A bit address specifies the
data area and word that is being addressed as well as the number of the bit with-
in the word.

The process of sending data simultaneously to all nodes on a single network and
used to test network communications.

A temporary storage space for data in a computerized device.
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Glossary

byte

central processing unit

channel

character code

checksum

CIO Area

client

completion code

control bit

control data

control signal

CPU

CPU Bus Unit

CPU Bus Unit Area

CPU Rack

CTS

CV Support Software

CV-series PC

CVSS

208

A unit of data equivalent to 8 bits, i.e., half a word.

A device that is capable of storing programs and data, and executing the instruc-
tions contained in the programs. In a PC System, the central processing unit ex-
ecutes the program, processes I/O signals, communicates with external de-
vices, etc.

See word.
A numeric (usually binary) code used to represent an alphanumeric character.

A sum transmitted with a data pack in communications. The checksum can be
recalculated from the received data to confirm that the data in the transmission
has not been corrupted.

A memory area used to control /O and to store and manipulate data. CIO Area
addresses do not require prefixes.

A process or node requesting processing from a server.

A code stored in the PC to indicate the results (i.e., normal or error) of PC com-
munications.

A bit in a memory area that is set either through the program or via a Program-
ming Device to achieve a specific purpose, e.g., a Restart Bit is turned ON and
OFF to restart a Unit.

An operand that specifies how an instruction is to be executed. The control data
may specify the part of a word is to be used as the operand, it may specify the
destination for a data transfer instructions, it may specify the size of a data table
used in an instruction, etc.

A signal sent from the PC to effect the operation of the controlled system.

The name of the Unit in a PC that contains the main CPU and other main PC
components. See also central processing unit.

A special Unit used with CV-series PCs that mounts to the CPU bus. This con-
nection to the CPU bus enables special data links, data transfers, and process-

ing.

A part of the CIO Area allocated to CPU Bus Units. The use of the words and bits
in this area is determined by the Unit to which they are allocated.

The main Rack in a building-block PC, the CPU Rack contains the CPU, a Power
Supply, and other Units. The CPU Rack, along with the Expansion CPU Rack,
provides both an I/O bus and a CPU bus.

An acronym for clear-to-send, a signal used in communications between elec-
tronic devices to indicate that the receiver is ready to accept incoming data.

A programming package run on an IBM PC/AT or compatible to serve as a Pro-
gramming Device for CV-series PCs.

Any of the following PCs: Cv500, CV1000, CV2000, or CVM1

See CV Support Software.
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cycle

cycle time
data area

data length

data transfer

datagram

debug

decimal

default

delimiter

destination

DIP switch

DM Area

DM word

loopback test

EEPROM

electrical noise

EPROM

error code

One unit of processing performed by the CPU, including SFC/ladder program
execution, peripheral servicing, I/O refreshing, etc. The cycle is called the scan
with C-series PCs.

The time required to complete one cycle of CPU processing.
An area in the PC’s memory that is designed to hold a specific type of data.

In communications, the number of bits that is to be treated as one unit in data
transmissions.

Moving data from one memory location to another, either within the same device
or between different devices connected via a communications line or network.

A unit of data used in network communications.

A process by which a draft program is corrected until it operates as intended.
Debugging includes both the removal of syntax errors, as well as the fine-tuning
of timing and coordination of control operations.

A number system where numbers are expressed to the base 10. In a PC all data
is ultimately stored in binary form, four binary bits are often used to represent
one decimal digit, via a system called binary-coded decimal.

A value automatically set by the PC when the user does not specifically set
another value. Many devices will assume such default conditions upon the appli-
cation of power.

A code sent during communications between devices to indicate the end of the
current transmission, but not the end of the entire transmission. See terminator.

The location where an instruction places the data on which it is operating, as op-
posed to the location from which data is taken for use in the instruction. The loca-
tion from which data is taken is called the source.

Dual in-line package switch, an array of pins in a signal package that is mounted
to a circuit board and is used to set operating parameters.

A data area used to hold only word data. Words in the DM area cannot be ac-
cessed bit by bit.

A word in the DM Area.

A test executed by sending an FINS command between two nodes on commu-
nications networks and used to determine if communications are normal.

Electrically erasable programmable read-only memory; a type of ROM in which
stored data can be erased and reprogrammed. This is accomplished using a
special control lead connected to the EEPROM chip and can be done without
having to remove the EEPROM chip from the device in which it is mounted.

Random variations of one or more electrical characteristics such as voltage, cur-
rent, and data, which might interfere with the normal operation of a device.

Erasable programmable read-only memory; a type of ROM in which stored data
can be erased, by ultraviolet light or other means, and reprogrammed.

A numeric code generated to indicate that an error exists, and something about
the nature of the error. Some error codes are generated by the system; others
are defined in the program by the operator.
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Ethernet
Ethernet address

even parity

event processing
FA

fatal error

FCS

FINS

flag

frame checksum

FTP
function code

header

header code

hexadecimal

host interface

host number

I/0O allocation

I/O delay

I/O refreshing

I/O response time
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A hardware local area networking system used for communications.
A physical address assigned to Ethernet hardware.

A communication setting that adjusts the number of ON bits so that it is always
even. See parity.

Processing that is performed in response to an event, e.g., an interrupt signal.
Factory automation.

An error that stops PC operation and requires correction before operation can
continue.

See frame checksum.

Factory Interface Network Service: A protocol that transfers messages between
PCs on any of various OMRON FA networks. Also see CV-mode.

A dedicated bit in memory that is set by the system to indicate some type of oper-
ating status. Some flags, such as the carry flag, can also be set by the operator
or via the program.

The results of exclusive ORing all data within a specified calculation range. The
frame checksum can be calculated on both the sending and receiving end of a
data transfer to confirm that data was transmitted correctly.

File Transfer Protocol: Transfers data in file units to and from Memory Cards.
A number assigned to a ladder-diagram instruction to input and execute it.

The first portion of a command or response in a communications packet. The
header specifies basic information that determines the purpose of the packet.

A code in an instruction that specifies what the instruction is to do.

A number system where all numbers are expressed to the base 16. In a PC all
data is ultimately stored in binary form, however, displays and inputs on Pro-
gramming Devices are often expressed in hexadecimal to simplify operation.
Each group of four binary bits is numerically equivalent to one hexadecimal digit.

An interface that allows communications with a host computer.

The portion of the IP address used to differentiate nodes on an Ethernet net-
work.

The process by which the PC assigns certain bits in memory for various func-
tions. This includes pairing 1/O bits to 1/0 points on Units.

The delay in time from when a signal is sent to an output to when the status of the
output is actually in effect or the delay in time from when the status of an input
changes until the signal indicating the change in the status is received.

The process of updating output status sent to external devices so that it agrees
with the status of output bits held in memory and of updating input bits in memory
so that they agree with the status of inputs from external devices.

The time required for an output signal to be sent from the PC in response to an
input signal received from an external device.
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I/O verification error

/0O word

IBM PC/AT or compatible

ICMP

initialize

input

input bit
input device

instruction

interface

internode test

interrupt (signal)

IOM (Area)

P

IP address

LAN

LED

leftmost (bit/word)

link

A error generated by a disagreement between the Units registered in the 1/0
table and the Units actually mounted to the PC.

A word in the CIO area that is allocated to a Unit in the PC System and is used to
hold 1/0O status for that Unit.

A computer that has similar architecture to, that is logically compatible with, and
that can run software designed for an IBM PC/AT computer.

Internet Control Message Protocol: Supports IP communications by signalling
errors in data transfers.

Part of the startup process whereby some memory areas are cleared, system
setup is checked, and default values are set.

The signal coming from an external device into the PC. The term input is often
used abstractly or collectively to refer to incoming signals.

A bit in the CIO area that is allocated to hold the status of an input.
An external device that sends signals into the PC System.

A direction given in the program that tells the PC of the action to be carried out,
and the data to be used in carrying out the action. Instructions can be used to
simply turn a bit ON or OFF, or they can perform much more complex actions,
such as converting and/or transferring large blocks of data.

An interface is the conceptual boundary between systems or devices and usual-
ly involves changes in the way the communicated data is represented. Interface
devices such as NSBs perform operations like changing the coding, format, or
speed of the data.

A test executed via data area settings between two nodes on communications
networks and used to determine if communications are normal.

A signal that stops normal program execution and causes a subroutine to be run
or other processing to take place.

A collective memory area containing all of the memory areas that can be ac-
cessed by bit, including timer and counter Completion Flags. The IOM Area in-
cludes all memory area memory addresses between 0000 and OFFF.

Internet Protocol: Transfers datagrams to target nodes using IP addresses.

An address assigned to the Ethernet Unit as a node in an Ethernet network. The
IP address consists of a network number, possibly a subnet number, and a host
number.

An acronym for local area network.

Acronym for light-emitting diode; a device used as for indicators or displays.
The highest numbered bits of a group of bits, generally of an entire word, or the
highest numbered words of a group of words. These bits/words are often called

most-significant bits/words.

A hardware or software connection formed between two Units. “Link” can refer
either to a part of the physical connection between two Units or a software con-
nection created to data existing at another location (i.e., data links).
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load

local

local area network

local network table

local node

master

master number

megabyte
memory area

network address

network number

Network Service Board

Network Service Unit

network support table

node

node number

noise interference

nonfatal error

NSB

NSU
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The processes of copying data either from an external device or from a storage
area to an active portion of the system such as a display buffer. Also, an output
device connected to the PC is called a load.

In network communications, the node or device from which communications are
being viewed. See remote.

A network consisting of nodes or positions in a loop arrangement. Each node
can be any one of a number of devices. This kind of network usually operates
over a small area such as a group of offices or a factory floor.

A table that specifies all of the networks that a PC belongs to and the unit num-
bers of the Units connecting the PC to each of these networks.

In network communications, the node from which communications are being
viewed. See remote node.

In a SYSMAC NET Link System, a Unit specified to manage network communi-
cations.

A number assigned to a master in a SYSMAC NET Link System. This number is
different from the unit number.

A unit of storage equal to one million bytes.
Any of the areas in the PC used to hold data or programs.

An address set in routing tables and used to differentiate OMRON networks for
FINS communications.

The portion of the IP address used to differentiate networks.

A device with an interface to connect devices other than PCs to a SYSMAC NET
Link System.

A Unit that provides two interfaces to connect peripheral devices to a SYSMAC
NET Link System.

Tables of settings used to establish operating parameters for SYSMAC LINK
and SYSMAC NET Link Systems.

One of the positions in a LAN. Each node incorporates a device that can commu-
nicate with the devices at all of the other nodes. The device at a node is identified
by the node number.

An address used to differentiate nodes (including Ethernet Units) on OMRON
networks for FINS protocol. The node number of a CV-series PC is called the
“unit number” in the PC Setup.

Disturbances in signals caused by electrical noise.

A hardware or software error that produces a warning but does not stop the PC
from operating.

An acronym for Network Service Board.

An acronym for Network Service Unit.
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octal

odd parity

OFF

OFF delay

offset

ON

ON delay

operand

operating error

optical communications

output

output signal

overflow

overwrite

parity

parity check
PC

PC Setup

A number system where all numbers are expressed in base 8, i.e., numbers are
written using only numerals O through 7.

A communications setting that adjusts the number of ON bits so that it is always
odd. See patrity.

The status of an input or output when a signal is said not to be present. The OFF
state is generally represented by a low voltage or by non-conductivity, but can be
defined as the opposite of either.

The delay between the time when a signal is switched OFF (e.g., by an input
device or PC) and the time when the signal reaches a state readable as an OFF
signal (i.e., as no signal) by a receiving party (e.g., output device or PC).

A positive or negative value added to a base value such as an address to specify
a desired value.

The status of an input or output when a signal is said to be present. The ON state
is generally represented by a high voltage or by conductivity, but can be defined
as the opposite of either.

The delay between the time when an ON signal is initiated (e.g., by an input de-
vice or PC) and the time when the signal reaches a state readable as an ON sig-
nal by a receiving party (e.g., output device or PC).

The values designated as the data to be used for an instruction. An operand can
be input as a constant expressing the actual numeric value to be used or as an
address to express the location in memory of the data to be used.

An error that occurs during actual PC operation as opposed to an initialization
error, which occurs before actual operations can begin.

A communications method in which signals are sent over optical fiber cable to
prevent noise interference and increase transmission distance.

The signal sent from the PC to an external device. The term output is often used
abstractly or collectively to refer to outgoing signals.

A signal being sent to an external device. Generally an output signal is said to
exist when, for example, a connection point goes from low to high voltage or from
a nonconductive to a conductive state.

The state where the capacity of a data storage location has been exceeded.
Changing the content of a memory location so that the previous content is lost.
Adjustment of the number of ON bits in a word or other unit of data so that the
total is always an even number or always an odd number. Parity is generally
used to check the accuracy of data after being transmitted by confirming that the
number of ON bits is still even or still odd.

Checking parity to ensure that transmitted data has not been corrupted.

An acronym for Programmable Controller.

A group of operating parameters set in the PC from a Programming Device to
control PC operation.
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Peripheral Device

peripheral servicing

present value

Programmable Controller

Programming Device

PROM

PROM Writer

prompt

protocol

PV

Rack

RAM

RAS

refresh

relay
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Devices connected to a PC System to aid in system operation. Peripheral de-
vices include printers, programming devices, external storage media, etc.

Processing signals to and from peripheral devices, including refreshing, com-
munications processing, interrupts, etc.

The current value registered in a device at any instant during its operation. Pres-
ent value is abbreviated as PV. The use of this term is generally restricted to tim-
ers and counters.

A computerized device that can accept inputs from external devices and gener-
ate outputs to external devices according to a program held in memory. Pro-
grammable Controllers are used to automate control of external devices. Al-
though single-unit Programmable Controllers are available, building-block Pro-
grammable Controllers are constructed from separate components. Such Pro-
grammable Controllers are formed only when enough of these separate compo-
nents are assembled to form a functional assembly, i.e., there is no one individu-
al Unit called a PC.

A Peripheral Device used to input a program into a PC or to alter or monitor a
program already held in the PC. There are dedicated programming devices,
such as Programming Consoles, and there are non-dedicated devices, such as
a host computer.

Programmable read-only memory; a type of ROM into which the program or
data may be written after manufacture, by a customer, but which is fixed from
that time on.

A peripheral device used to write programs and other data into a ROM for per-
manent storage and application.

A message or symbol that appears on a display to request input from the opera-
tor.

The parameters and procedures that are standardized to enable two devices to
communicate or to enable a programmer or operator to communicate with a de-
vice.

See present value.

An assembly that forms a functional unit in a Rack PC System. A Rack consists
of a Backplane and the Units mounted to it. These Units include the Power Sup-
ply, CPU, and I/O Units. Racks include CPU Racks, Expansion I/O Racks, and
I/O Racks. The CPU Rack is the Rack with the CPU mounted to it. An Expansion
I/O Rack is an additional Rack that holds extra I/O Units. An I/O Rack is used in
the C2000H Duplex System, because there is no room for any 1/O Units on the
CPU Rack in this System.

Random access memory; a data storage media. RAM will not retain data when
power is disconnected.

An acronym for reliability, assurance, safety.

The process of updating output status sent to external devices so that it agrees
with the status of output bits held in memory and of updating input bits in memory
so that they agree with the status of inputs from external devices.

A point in a network through which communications pass to reach another net-
work.
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remote

remote node

reset

response code

response format

Restart Bit

retrieve

retry

ROM

router

routing table

segment

self diagnosis

server

servicing

set

set value

socket

software switch

In network communications, the node or device with which communications are
taking place. See local.

In network communications, the node with which communications are taking
place. See local node.

The process of turning a bit or signal OFF or of changing the present value of a
timer or counter to its set value or to zero.

A code sent with the response to a data communications command that speci-
fies how the transmitted data was processed.

A format specifying the data required in a response to a data transmission.

A bit used to restart a Unit mounted to a PC.

The processes of copying data either from an external device or from a storage
area to an active portion of the system such as a display buffer. Also, an output

device connected to the PC is called a load.

The process whereby a device will re-transmit data which has resulted in an er-
ror message from the receiving device.

Read only memory; a type of digital storage that cannot be written to. A ROM
chip is manufactured with its program or data already stored in it and can never
be changed. However, the program or data can be read as many times as de-
sired.

A device used to connect two networks (i.e., two coaxial cables) in an Ethernet
System.

Tables of setting that specify what networks a device is a member of and what
nodes must be passed through to reach other specific networks. See local net-
work table and relay network table.

The portion of an Ethernet System that defines one network, i.e., a single coaxial
cable and all nodes connected to it.

A process whereby the system checks its own operation and generates a warn-
ing or error if an abnormality is discovered.

A process or node that provides processing to a client.

The process whereby the PC provides data to or receives data from external de-
vices or remote I/O Units, or otherwise handles data transactions for Link Sys-
tems.

The process of turning a bit or signal ON.

The value from which a decrementing counter starts counting down or to which
an incrementing counter counts up (i.e., the maximum count), or the time from

which or for which a timer starts timing. Set value is abbreviated SV.

A file structure that serves as an end point for a virtual circuit created for commu-
nications.

See memory switch.
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Special /0O Unit

subnet number

SV

synchronous execution

syntax

syntax error

SYSMAC LINK System

SYSMAC NET Link System

SYSMAC NET Link Unit

system configuration

system error

system error message

system setup
target node

TCP

terminator
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A Unit that is designed for a specific purpose. Special I/O Units include Position
Control Units, High-speed Counter Units, Analog I/0O Units, etc.

The portion of the IP address used differentiate subnetworks in an Ethernet net-
work. This address exists only if the user sets a network mask for the IP address
to allocate part of the host number as the subnet number.

Abbreviation for set value.

Execution of programs and servicing operations in which program execution
and servicing are synchronized so that all servicing operations are executed
each time the programs are executed.

The form of a program statement (as opposed to its meaning). For example, the
two statements, LET A=B+Band LET A=B* 2 use different syntaxes, but have
the same meaning.

An error in the way in which a program is written. Syntax errors can include
‘spelling’ mistakes (i.e., a function code that does not exist), mistakes in specify-
ing operands within acceptable parameters (e.g., specifying read-only bits as a
destination), and mistakes in actual application of instructions (e.g., a call to a
subroutine that does not exist).

A communications system used to create data links and enable network com-
munications between PCs.

An optical LAN formed from PCs connected through SYSMAC NET Link Units. A
SYSMAC NET Link System also normally contains nodes interfacing computers
and other peripheral devices. PCs in the SYSMAC NET Link System can pass
data back and forth, receive commands from any interfaced computer, and
share any interfaced peripheral device.

The Unit used to connect PCs to a SYSMAC NET Link System.

The arrangement in which Units in a System are connected. This term refers to
the conceptual arrangement and wiring together of all the devices needed to
comprise the System. In OMRON terminology, system configuration is used to
describe the arrangement and connection of the Units comprising a Control Sys-
tem that includes one or more PCs.

An error generated by the system, as opposed to one resulting from execution of
an instruction designed to generate an error.

An error message generated by the system, as opposed to one resulting from
execution of an instruction designed to generate a message.

Parameters set to control the operation of the CVSS, CPU Bus Units, etc.
See remote node.

Transmission Control Protocol: Performs communications after establishing a
connection (i.e., a virtual circuit) with the target node to provide a highly reliable
communications method.

1) The code comprising an asterisk and a carriage return (* CR) which indicates

the end of a block of data in communications between devices. Frames within a
multi-frame block are separated by delimiters. 2) Unit in a Link System desig-
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timer

transceiver

transfer

transmission distance

UDP

UM area

Unit

unit address

unit number

watchdog timer

WDT

word

word address

word allocation

work bit

write protect switch

nated as the last Unit on the communications line. 3) A device attached to the
end of a network communications line to specify the end of the network.

A location in memory accessed through a TC bit and used to time down from the
timer’s set value. Timers are turned ON and reset according to their execution
conditions.

A physical interface to a network that converts signals.

The process of moving data from one location to another within the PC, or be-
tween the PC and external devices. When data is transferred, generally a copy
of the data is sent to the destination, i.e., the content of the source of the transfer
is not changed.

The distance that a signal can be transmitted.

User Datagram Protocol: Performs datagram communications. Data resends,
priority control, flow control, and other measures to ensure communications reli-
ability are not performed for UDP communications, i.e., there is no way of guar-
anteeing normal communications without programming special measures to do
so into the user’s application program.

The memory area used to hold the active program, i.e., the program that is being
currently executed.

In OMRON PC terminology, the word Unit is capitalized to indicate any product
sold for a PC System. Though most of the names of these products end with the
word Unit, not all do, e.g., a Remote Terminal is referred to in a collective sense
as a Unit. Context generally makes any limitations of this word clear.

A number used to control network communications in FINS protocol. Unit ad-
dresses are computed for Units in various ways, e.g., 10 hex is added to the unit
number to determine the unit address for a CPU Bus Unit.

A number assigned to some Link Units, Special I/O Units, and CPU Bus Units to
facilitate identification when assigning words or other operating parameters.

A timer within the system that ensures that the scan time stays within specified
limits. When limits are reached, either warnings are given or PC operation is
stopped depending on the particular limit that is reached.

See watchdog timer.
A unit of data storage in memory that consists of 16 bits. All data areas consists
of words. Some data areas can be accessed only by words; others, by either

words or bits.

The location in memory where a word of data is stored. A word address must
specify (sometimes by default) the data area and the number of the word that is
being addressed.

The process of assigning 1/0 words and bits in memory to 1/0O Units and termi-
nals in a PC System to create an I/O Table.

A bit in a work word.
A switch used to write-protect the contents of a storage device, e.g., a floppy

disk. If the hole on the upper left of a floppy disk is open, the information on this
floppy disk cannot be altered.
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write-protect A state in which the contents of a storage device can be read but cannot be al-
tered.
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A

addresses,
FINS communications,
remote addresses,

applications, precautions,
ARP,
ASCI| characters,

Backplanes, mounting Units,

BASIC Units, unit addresses,

bending radius,

bit addresses, data areas,

BROADCAST DATA SEND,
BROADCAST TEST RESULTS READ,

broadcasting
command,
host number setting, ,
IP routers,
reading results,
transmission capacity, ,

buffers, configuration,
bye,

C

cable
attaching transceivers,
connector,
installation,
laying outdoors,
noise,
precautions,

cable, transceiver. See transceiver cable
cd,

checksum, FTP server,

clients,

close,

Closing Flag, ,

CMND(194), ,
See also FINS communications

coaxia cable
See also cable
network configuration,

command codes,

| ndex

completion codes,

configuration
Ethernet network,
network,
software,

connections, troubleshooting,

connector
connecting cable,
specifications,

Contact Output Units, interference with Ethernet,

CONTROLLER DATA READ,
reading Ethernet address,

CONTROLLER STATUS READ,

conversion
addresses,
IP addresses,
node number, ,

CPU Bus Error Flag,
CPU Bus Service Disable Bits,

CPU Bus Unit Area,
application,

CPU Bus Unit Duplicate Number,

CPU Bus Unit Error Flag,

CPU Bus Unit Error Unit Number,

CPU Bus Unit Initializing Flags,

CPU Bus Unit Restart Bits,

CPU Bus Unit Setting Error Flag,

CPU Bus Unit Setting Error Unit Number,

CPU Bus Units,
Disable Bits,
error flag,
Restart Bits,
unit addresses,
unit number setting,

current consumption,

CVSsS
setting examples, , , ,
setting routing tables,

D

DAL,
DA2,

data areas
alocation to Ethernet Unit,
FINS communications, ,
reading and writing,
status/controlsin PC,

datagrams,
format,
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delays, socket transmissions,

delete,

DELIVER COMMAND. See CMND(194)
dimensions,

dir,

directories, FTP server,

DM Area,
applications, ,

DNA,
Duplicate Number Flag,

E

Enabled Flag, FINS communications,
ERROR LOG CLEAR,
ERROR LOG READ,

error logs,
clearing,
reading, FINS communications,

errors
alignment,
controller status,
CPU Bus Units,
CRC,
error log error codes,
Execution Error Flags,
flags, FINS communications,
FTP server,
indicators,
Port Execution Error Flags,
reading, FINS commands,
response codes,
short packets,
unit numbers,

Ethernet addresses, ,
Ethernet header,

Ethernet Units
See also CPU Bus Units
classification,
features,
network parameters,
reading status,
replacing,
resetting,
standards,

F

FCS,
file transfer time, FTP server,
FINS,
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FINS communications,
commands,
commands from hosts,
commands from PCs,
commands to Ethernet Units,
completion codes,
data flow,
internetwork communications,
loopback test,
network addresses,
node number setting,
port number,
program examples, ,
remote addresses,
response codes,
Settings,
socket numbers,
socket services,
sockets,
specifications,
status,
testing,
transmission delay,
troubleshooting,
UDP port number, , ,
unit addresses,

FINS header, ,

FINS message,
length,

FINS network addresses. See network address
FINS UDP port number. See UDP port number

format
FINS commands, sockets,
FTP server,

fragmentation, data,
FTR
FTP commands. See FTP server

FTP server,
See also Memory Cards
closing,
commands,
bye,
cd,
close,
delete,
dir,
get,
Is,
mdel ete,
mget,
mput,
open,
put,
pwd,
quitting,
type,
user,
commands by Memory Card,
connecting,
datatype,
display current directory,
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displaying current directory,
errors,

example communications,
file access, other systems,
file transfer time,
indicator, ,

login name, ,
password, ,

quitting,

settings,

status, , , , ,
troubleshooting,

G

gateways,
GCT,
get,

grounding
noise,
precautions,
transceiver cable,
transceivers,

H-I

hardware errors, indicator,

host numbers, ,

hosts, command/response formats,
ICF,

ICMP,

ICMP status,

|IEEE802.3,

indicators,
errors,

inspections,

installation
cable,
connector specifications,
Contact Input Units,
examples,
mounting Units,
network connections,
noise,
precautions,
startup procedures,

internetwork
communications, routing tables,
connections,
settings,
UDP port number,

INTERNODE LOOPBACK TEST,

internode test
command,
execution,
indicator,
settings,
starting, ,
status,

IR
IP ADDRESS TABLE READ,

|P addresses, ,
application,
classes,
configuration,
conversion mode, ,
conversion to node numbers,
error indicator,
reading from Units,
reading tables,
request form,
router table,
setting, , ,
setting mode,
table,

IP header,

IPROUTER TABLE READ,

IP router tables. See router tables
IP routers,

|P status,

L

ladder-diagram instructions,

lightning

installation,

optical Ethernet Systems,
login name,

default,

FTP server, ,

setting,
loopback test,

Is,

M

main response code,
maintenance,

mdel ete,

memory areas. See data areas

Memory Cards,
See also FTP server
deleting files,
displaying directories,
EEPROM,
EPROM,
EPROM Cards,
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file transfer time,
files,
FTP server,
handling,
mounting,
RAM,
backup battery,
RAM and EEPROM Cards,
removing,
transferring files from host,
transferring files to host,
writing,

MEMORY STATUS READ,
mget,

model numbers,

modes, system setup,
mpLt,

MRES,

multipoint transceivers, noise,

N

network addresses, ,
internode test, ,

network memory,
network numbers, ,

network parameters,

NETWORK RECEIVE. See RECV/(193)
NETWORK SEND. See SEND(192)

networks
general,
interconnected,
size,
troubleshooting,
node numbers,
conversion to IP addresses, ,
error indicator,
internode test,
switch setting,

nodes,
network configuration,

noise
Contact Input Units,
installation,
optical Ethernet Systems,

O

open,
Open Flag, ,
Opening Flag, ,

operating environment, precautions,
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optical Ethernet systems,

P

password,
FTP server, ,
setting,

PC errors, indicator,
PC gateways. See gateways
PC names, routing tables,

Personal Computer Units, unit addresses,

PING, loopback test,
PING,

Port Completion Codes,
Port Enabled Flags,

Port Execute Error Flags,

port numbers
FINS communications,
sockets,

ports, enable flags,

precautions,
applications,
cable,
Contact Output Units,
generd, ,
grounding,
operating environment,
sefety,
terminators,
transceiver cable,
transceivers,
UDP/IP protocol,

PROTOCOL STATUS READ,
protocols,

put,

pwd,

R

Racks, mounting Ethernet Units,
Receiving Flag, ,
RECV(193), ,

See also FINS communications
transmission delay,

RESET,

response codes,
FINS commands,
format,

response monitor time
FINS communications,
internode test, ,

result storage area,
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Results Storage Error Flag,
retries, FINS communications,

router tables
reading,
setting,

routing tables,
examples,
setting,

RSV,

S

SA1l,

SA2,

safety precautions. See precautions
segments,

self-diagnostic testing,

send bytes, internode test, ,

SEND(192), ,
See also FINS communications
transmission delay,

Sending Flag,
Servers,

settings
data areas,
rotary switches,
System Setup,

shields, transceiver cable,

SID,

signals, connector,

SNA,

socket numbers, FINS communications,

socket services
FINS communications,
settings,

SOCKET STATUSREAD, ,

sockets,

closing

TCR,

UDPR,
FINS communications,
ladder diagram examples, ,
opening,

TCP, ,

UDP,
port numbers,
precautions,
reading status,
receiving data

TCPR,

UDP,
sending data

TCPR,

UDP,

SFC examples, ,

status,

status area,

status flags,

TCP socket status transitions,
testing communications,
timing charts,

transfer delays,

software switches. See DM Area

specifications,
model numbers,

SRES,
startup, procedures,

status
Ethernet Unit, reading,
reading memory status,
reading protocol status,
reading socket status,

sub-response code,
subnet mask, reading from Units,

subnet masks,
address conversion,
setting,

subnet numbers,

SYSMAC BUS/2,
unit addresses,

SYSMACLINK, , , ,
unit addresses,

SYSMAC LINK Support Board,

SYSMAC NET, , , ,
unit addresses,

system setup, configuration,

T

TCR,
See also sockets
precautions,

TCP CLOSE REQUEST,

TCP OPEN REQUEST (ACTIVE),
TCP OPEN REQUEST (PASSIVE),
TCP RECEIVE REQUEST,

TCP SEND REQUEST,

TCP sockets
See also sockets
status, , ,
status transitions,
troubleshooting,

TCP status,

TCPIIR,

terminators, precautions,
terminology, general,
text, lengths,
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timing, socket communications,

transceiver cable
network configuration,
precautions,
preparations,

transceivers
installation examples,
network configuration,
precautions,

transmission delays
FINS communications,
reading PC memory,

transmissions, indicators,

troubleshooting
FINS communications,
FTP server,
loopback test,
network connections,
procedures,
self-diagnostic testing,
startup,
TCP sockets,
UDP sockets,

type, ,
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u-w

UDPR,
See also sockets
precautions,

UDP CLOSE REQUEST,
UDP header,

UDP OPEN REQUEST,
UDP port,

UDP port number,
reading from Units,
setting,
setting mode,

UDP RECEIVE REQUEST,
UDP SEND REQUEST,

UDP sockets
See also sockets
status, , ,
troubleshooting,

UDP/IP communications,
UDP/IP ports,

unit addresses, , ,
host computers,

unit numbers,
error indicator,
errors,
switch setting,

user,
user name, specifying,
word addresses, data areas,



Revision History

A manual revision code appears as a suffix to the catalog number on the front cover of the manual.

Cat. No. W242-E1-2

I— Revision code

The following table outlines the changes made to the manual during each revision. Page numbers refer to the

previous version.

Revision code Date Revised content
1 March 1994 Original production
1A April 1996 Page 91: The port information for TCP sockets corrected in the top paragraph.
Pages 95, 97, 103, 105: The locations of the Results Storage Error Flags cor-
rected in the program.
2 July 2000 Page v: Updated Notice contents.

Page xiii: Safety precautions updated.

Page 10: Added note to settings explanation.

Page 23: Updated network table.

Page 24: Updated Ethernet Unit system setup explanation.

Page 26: Corrected “1 (ON)” to “0 (OFF)” in middle of page.

Page 32: Added note to initial startup procedures.

Page 40, 53, 57, 82, 83, 130, 135, and 141: Corrected numbers of bytes.
Pages 45, 48 to 52, : Corrected numbers of words in table.

Page 58: Added note to destination Unit address.

Page 66: Added note to FTP explanation.

Page 72: Changed order of procedure.

Page 76: Updated example of using commands.

Pages 82, 90, 91, and100: Updated socket services explanation.
Pages 95, 97, 103, 105, 109, 110, 116, and 117: Corrected diagrams.
Page 126: Updated graphics text.

Page 129: Updated references explanation.

Page 162: Added note to self-diagnostic features.

Page 174: Updated troubleshooting table.

Page 181: Corrected times in table.

Page 194: Updated graphics text and IP address conversion explanation.
Pages 200: Added new appendix.
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